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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3517
66. 249. 66. 81 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3
146. 185.57.7 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
133. 130. 138. 14 Japan 147.237.76. 30 hinush.idf.il |Bock Wip Al Nets drop 2
121.55.183. 201 Korea, Republic of 147.237.76. 38 eeneitav.idf.i|lB ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry|Ste

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 18 147.237.77. 170 |Wnited Sates naar achot . i df .i ET SCAN NVAP -sA (2) 2
138. 255. 66. 227 |147.237.76. 148 ggcent er. aka. i df .i | ET SCAN Potential SSH Scan 2
138. 255. 66. 227 |147.237. 77. 226 ww chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 2
66.249. 78. 14 147.237.76.42 |Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
138. 255. 66. 227 |147. 237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 2
78.165.67.191 |147.237.77. 176 |Turkey nat pash. i df .il ET SCAN NVAP -f -sS 1
138. 255. 66. 227 |147.237. 76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
208. 67. 1. 40 147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN Potential SSH Scan 1
138. 255. 66. 227 |147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
208. 67. 1. 40 147.237.0.200 |Lhited Sates . idf.il ET SCAN Potential SSH Scan 1
138. 255. 66. 227 |147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
208. 67. 1. 40 147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
138. 255. 66. 227 |147.237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
100. 213, 196. 190|147, 237, 72, 156 |11 N dad and SN ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Tobago Potential Scan or Brute Force
114. 247.172. 61 |147.237.76. 44 |[China e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.63.145 |[147.237.8.27 |[Netherlands e.madimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
138. 255. 66. 227 |147.237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
78.165.67.191 |147.237.77. 176 |Turkey nat pash. i df .i | ET SCAN NVAP -sS w ndow 2048 1
138. 255. 66. 227 [147.237.76.199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
138. 255. 66. 227 |147.237. 76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
923 115, 144. 30 |147. 237 76.30 |cni na hivmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
138. 255. 66. 227 |147.237. 76. 147 chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
208.67. 1. 40 147.237.72.14 |lhited Sates dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
138. 255. 66. 227 |147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
208. 67. 1. 40 147.237.0.19 |wnited Sates madi matal .idf.il ET SCAN Potential SSH Scan 1
114. 247.172. 61 |147.237.76. 44 |China e.refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
138. 255. 66. 227 |147.237. 77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
114. 247.172. 61 |147.237.76. 44 |China erefuah.idf.il ET SCAN NVAP -f -sS 1
138. 255. 66. 227 |147.237.77.205 prisha.idf.il ET SCAN Potential SSH Scan 1
78.165.67.191 |147.237.77. 176 |Turkey nat pash. i df . i | ET SCAN NVAP -sS w ndow 3072 1
138. 255. 66. 227 |147.237. 76. 201 eatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Ret r ansm ssi on

Packet dropped.

country Target Address |Ste Signature
92.90. 17. 93 France 147.237.77. 176 |nat pash. i df . i1 dr op Frst packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 30
46.121.87.192 |Israel 147.237.72. 166 |aka. i df .1 Bad TCP sequence SN retransmt wth different monitor |23
w ndow scal e
. . SYNretransmt wth different .
213. 8. 204. 47 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence i ndow scal e noni t or 21
109. 67.37. 201 |Israel 147.237.77. 233 |atal .idf i Bad TCP sequence SN retransmt wth different monitor |20
w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.236 |l srael 147. 237. 77. 216 |dover. i of .| 9 =9 Inval id segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
31. 154. 164. 221 |l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 13
31. 154. 164. 221 |l srael 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
. . SYNtACK retransmt wth .
31. 154. 164. 221 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent vi ndow scal 6 noni t or 13
Sreaning Engine: TQP Invalid i i SSi
79. 180. 108. 120 |I srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. —fq 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61 |Wnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
188.48.9.209 |[Saudi Arabia |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
. . SYNretransmt wth different .
176. 13.14. 117 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 9
168. 224. 160. 22 |Eur ope 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 8
185. 3. 146. 196 [l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACGK nunber noni t or 8
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 7
185. 3. 146. 196 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 7
46.19.85.220 |[lsrael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
77.127.114. 102 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
31.168.211.88 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 65. 68. 142 |l srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Invalid ACK nunber noni t or
5.29.36. 245 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TQP Invalid i i SSi
84. 228. 253. 108 |1 srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. —fq o, 6
Ret r ansmi ssi on Packet dropped.
141.0.15.172  |Nor way 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 95 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert
176.13. 14. 117 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
79.177.102.23 |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
77.127. 114. 102 |1 sr ael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
Sreaning Engine: TGP Invalid ' i ssi
66.108.83.89 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 65. 68. 142 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert
46.19. 85. 95 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
31. 154. 153. 131 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
R SYNtACK retransmt wth .
31. 154, 153. 131 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal & nonitor |5
46.19.85.176 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
91. 135. 102. 180 [l srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
176.13.14.117 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber aert 5
46.19.86.219 |lsrael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.121.150.5 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.178.22.25 |lsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber nonitor |5
Lhi ted S
95. 154. 229. 204 Ki ngdom 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
46. 19. 85. 39 I srael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
2.54.187.209 |[Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.220 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber aert 4
5.22.129.122  |lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
46.121.135.51 |Israel 147.237.0.16  |ny-kosher-kravi.idf.il [Bad TCP sequence SWretransmt with different monitor 4
w ndow scal e
5.102. 254. 109 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |4
46.19.85.220 |lsrael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19.86.191 |Israel 147.237.77. 226 ;":’W“Cha"atz' aka idf- foun At ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
79.183.215.29 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
87.68.75.37  |Israel 147.237.72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

Country

Too Many of the Sane Response Code (404) in Session from

Action

‘Count

147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f

149. 78.206. 90 |l srael 147.237.0.19 |[nadimatal .idf.il 149. 78. 206. 90 Bl ock 956
149.78.206.90 |l srael 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (403) in Session from Bl ock 588
149. 78. 206. 90
149. 78.206.90 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
134.249.141.4 |kraine 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
134.249.141. 4 |kraine 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 134.249.141. 4 B ock 5
107.178.194.79 Uited Sates |147.237. 77. 216 |dover. i df .i | b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁfzs:p;” Bock |2
37.26.147.231 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
212.143. 118. 159l srael 147.237.76.86 |navy.idf.il Distributed PHP Attenpt B ock
107.178.194.87 |Uited Sates |147.237. 7. 216 |dover. i df .i | D stri utec 1?3?;}:§é;§?ﬂeﬁv§??sspzn Bock |2
212. 143. 118. 159]I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to v navy. i df.il/xmrpc. php B ock
37.26.147.135 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
5.175.193. 9 Ger many 147.237.72. 166 |aka. i df . i | m“atkr:’ir(iﬂzleﬁ /ﬁgthﬁec: ;EG'?;‘(L it mp B ock 2
37.26.147.207 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
208.184.112. 75 [United Sates |147.237. 7. 216 |dover. i df .i | D stri utec 1?3?;}:§é;§?ﬂeﬁv§??sspzn Bock |2
109. 201. 154. 229|Net her | ands  [147. 237. 7. 216 |dover . i df . | D stri buted 1%";;}2;;5?&%&??:&” Bock |1
62.114.126. 197 |Egypt 147.237.77.216|dover. i df .i |l Dstributed PHP At enpt B ock 1
212.143. 118. 159l srael 147.237.77. 176 [mat pash. i df . i | Distributed PHP Attenpt B ock 1
185. 3. 146. 196 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.54.217  [israel 147.237.77. 234 |hal ag. i df .i | o ;'33“;‘;"Zﬁ?fmgzsfiiaﬁ/ﬁfﬁ 1‘_’”gi . Bock |1
171.25.193.20  |Sueden 147.237.77. 216 |dover . i df . | D stri buted 1%";;}2;&;;?&%&??:&” Bock |1
79.182. 168. 106 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
213. 8. 204. 47 I srael 147.237.72. 156 |arman. i df . i | XSS - Basic 3 Bl ock 1
149. 78. 73. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 66. 61 B ock 1
46.19. 85. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
109. 67.37.201 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
85. 65. 185. 40 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/xnrpc. php B ock 1
31.154.164. 221 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
178.134.73.14 |Georgia 147.237.77. 176 |nat pash. i df . i | Dstributed PHP A tenpt B ock 1
79.180. 207. 214 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 88. 150. 24 |l srael 147.237.77.216|dover.idf .l O stributed Unauthorized LRL Access on vwwvidf.il/https:/wwnidf.il/ [B ock 1
62.114. 126. 197 |Egypt 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
212.143. 118. 159]l srael 147.237.77. 176 |nat pash. i df . i | D stributed Uhaut hori zed URL Access on waw cogat . i df.il/xmrpc. php [B ock 1
37.26.148.174 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
193. 41. 209. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.63.25 | srael 147.237.0.17 | ny kosher -kravi . i Lléaegg; .F))aroingtr)az;oglkrguq>gv{ K[ h3@ K) S6} WgXe3hv i n None 1
df.il m ny- kosher -kravi . i df . i|/aj ax/ cr eat ecapt chai nage. aspx
171.25.193. 131 [Sueden 147.237.77. 216 dover . i df . | D stri utec llfga;_t;;’;gfﬂe%vﬁf?:pﬁn Bock |1
84.111. 157. 143 |[Israel 147.237.77. 216 |dover.i df . il SSL Untraceabl e Connection - Unhknown SSL Sessi on None 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/main/rabanut/general . aspx [None 1
217.132.9. 67 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
46.19. 86. 13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
Unknown Par anet er
109. 67.53. 113 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
vy aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
87.69. 160. 2 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww i df. i/ hinush/sitel he/ hinush.asp |B ock 1
37.26.146.166 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
178.134.73.14 |Georgia 147.237.77. 176 |mat pash. i df . i | D stributed Unhaut hori zed URL Access on waw cogat . idf.il/xmrpc. php |B ock 1
79.181.99. 11 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
157. 55. 39. 15 Lhited Sates |147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
66.249.66.40 I srael 147. 237.77. 216 |dover . i df . i | D e oo el dover aspx Bock |1
212.143. 118. 159l srael 147.237.77. 234 |hal ag. i df . i | PHP Attenpt B ock 1
37.26.149.147 |Israel 147.237.77. 234 |hal ag. i df . i | thaut hori zed LRL Access to Bock |1
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