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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3677

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 162
5.189. 143. 175 Ger nany 147.237.76. 39 nobi l e.neitav.idf.il|Bock Np Al Net drop 1
73.238.33.10 Lhited Sates 147.237.76. 147 chinuch.aka.idf.il |Block Np All Net dr op 1

5. 189. 143. 175 Ger nany 147.237.76. 34 yohal an.i df .i| B ock Np Al _Net drop 1
73.238. 33. 10 Lhited Sates 147.237. 76. 148 gogcenter.aka. idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Sgnature

91.121.211.59 |France 147.237.77. 216 |dover . i df . i|{C1000106: HITP. najestic bot B ock 1
94.102.56. 143 |Net her| ands 147.237.72. 166 |aka. i df .i| (@025 HITP. access to adninistrator/index. php -> Quarantine B ock 1
123.126.113. 80 |Chi na 147.237.72.166 |aka. i df . i | [Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
144.76.29.66  |Ger many 147.237.77. 216 |dover . i df . i|{C1000106: HITP. najestic bot B ock 1
80. 93. 90. 96 France 147.237.76.86 |[navy. i df.il[16798: HTTP: G\U Bash HITP Header Renote Code Execution Wul nerability |Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 78. 14 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
40. 115. 58. 160 147. 237. 76. 200 Lhited Sates eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 153. 104. 125 147.237.77. 227 Chi na e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
138. 255. 66. 227 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
138. 255. 66. 227 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
122. 114. 17. 100 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
122.114. 17. 100 147.237.72. 156 Chi na aman.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 147. 237. 76. 197 e. hinush. i df .il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 224. 8 147.237.76. 42 kr ai ne refuah.idf.il SERVER- WEBAPP admi n. php access 1
40. 115. 58. 160 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 153. 104. 125 147. 237.77. 227 Chi na e. hanaz. i df.il ET SCAN NVAP -f -sS 1
138. 255. 66. 227 147.237.0.34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
122. 114. 17. 100 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
122. 114. 17. 100 147. 237.76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147. 237.76. 201 Net her | ands e.ata.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.76. 31 Net her | ands nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
69. 84. 245. 76 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1




12-05-2015-20:04:02 to 12-05-2015-21:04:02

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
Sreamng Engine: TCP Invalid i i ssi
37.26.146.250 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | . 99
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.154 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, 30
Ret r ansn ssi on Packet dr opped.
5.102.254.120 |lIsrael 147.237.72. 156 [anan. i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 17
e SWNretransnmit wth different .
87.69.220.139 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal nonitor |17
212.179. 194. 178|l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber monitor |16
212.179. 194. 178|I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert 16
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
5.102.254.120 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber monitor |12
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrul e drop 12
ny- kosher - kravi . i df . SWNretransmit wth different .
46.121.135.51 |Israel 147.237.0.16 || Bad TCP sequence vi ndow scal e nonitor |11
199.30.25.255 |Wited Sates  |147.237.77. 170 |naarachot . df i Bad TCP sequence SWretransmt wth different —opniior s
w ndow scal e
31.154.254.74 |lsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 7
84.108.248.71 |Israel 147.237.77. 233 |atal .i .| Bad TCP sequence SiNretransmt wth different o |7
w ndow scal e
Sreaming Engine: TP Invalid i i ssi
109. 65. 118. 177 |Israel 147.237.72. 166 |aka i f .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
213.57.140. 160 |[lIsrael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout |reject
109. 67.186. 73|I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
157.55.39.217 |wited Sates  [147.237.76. 200 [eitan aka idf. il 9 =g Invalid segnent retransmssion. . 6
Ret r ansn ssi on Packet dr opped.
5.29.228. 182 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber monitor |6
o SYN+ACXK retransmt with .
31.154.254. 74 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence differert vi ndow scal e nonitor |6
109. 65. 199. 137 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TQP Invalid ' i ssi
79.183.176. 124 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
79.179.17.233 |Israel 147.237.72. 166 |aka.i df il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 5
84.108.248.71 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
46. 19. 85. 79 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
213.57.128.185 |Israel 147.237.72. 166 |aka.i df il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 5
Iran, Islamc . . -
151. 241. 113. 122 Republ i ¢ of 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 5
109. 66. 8. 4 I srael 147. 237. 76. 147 |chi nuch. aka. i df . | SYN At tack SYN -> SYN-ACK -> Tineout |reject 4
Iran, Islanmic . . . . .
151. 241. 113. 122 Republ i ¢ of 147.237. 72. 167 |i shuri maka. i df .i | dr op First packet isn't SYN drop 4
46. 19. 86. 51 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
31.154.254. 74 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Tineout |alert 4
84.228.184.173 |lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
Iran, Islamc s .,
151.241. 113. 122 Republ i ¢ of 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 4
5.29.209. 176 I srael 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 4
79.181. 254. 188 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |4
37.17.138.156 |lraq 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 4
. . SYNtAXK retransmt with .
5.29.209. 176 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di Fferent wi ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
79.181. 254. 188 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TQP Invalid ' i ssi
87.68.156.176 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.177.50.82  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
84. 228. 166. 228 I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.177.54.102  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransnm ssi on Packet dropped.
185. 3. 146. 146 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni tor |3
Sreaming Engine: TCP Invalid i i ssi
79.181.137. 191 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
109. 65. 119. 49  |Israel 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
84.108.248. 71 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert
Sreanming Engine: TGP Invalid i i ssi
2.54.128.215  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TQP Invalid ' i ssi
79.182.34.232  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
109. 67. 198. 233 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 64.38.122 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | . 3
Ret ransnm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 30 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 66
84.108.36.249 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
176.13.16. 171 |Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 3
79.179.99.94 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 3
79.179. 99. 94 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/xmrpc. php B ock 3
m ny- kosher - kr avi . _ _
46. 19. 85. 233 | srael 147.237.0. 17 Pdf il Mitiple Illegal Parameter Encoding from46. 19. 85. 233 None 3
193.201.224.8 |lkraine 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 2
] . . DO stributed Whaut hori zed URL Access on
208.184.112. 74 |nited Sates 147.237.77. 216 |dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 2
. . . Unaut hori zed URL Access to
109. 67.37.201 |lIsrael 147.237.0.19 |nadimatal .idf.il maci matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx Bl ock 2
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates 147.237.77. 216 |dover. i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 2
151. 241. 113, 122 ::ara;z'u :z' Z‘f""c 147.237.72.167|i shurimaka. idf .il |Mitiple Ml formed URL from 151.241. 113. 122 Bock |2
176.12. 142. 130 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
151, 241. 113, 122 'F;;E'bl i'i'z'f“'c 147.237.72. 156 |anan. i df . i | Mil tiple Miformed URL from 151, 241, 113. 122 Bock |2
109. 66. 104. 45 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
193.201.224.8 |Wkraine 147.237.76. 42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 193.201.224. 8 B ock
93.172.170.82 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 93.172.170. 82 B ock
Iran, Islamc . . R
151.241. 113. 122 Republ i ¢ of 147.237.77. 216 |dover. i df .i | Mal f or ned URL Bl ock 1
5.102.254.120 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
94.102.56.143 |Net herl ands 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
- . Unaut hori zed URL Access to
66.249.66.75 I srael 147.237.72.166 [aka. i df . i | wiw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat | d=58604&doci d=73550 | °%¢ [
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df .i|  [Waut horized URL Access to ww chi nuch. aka. i df . i1/404. htm B ock 1
Russi an ny- kosher - kravi . i df |ostributed Uaut horized URL Access on
130.193. 50. 11 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx B ock !
87.68.56. 24 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
79.180.48.158 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None 1
. . Mil tipl e Uhtraceabl e SS. Sessi ons from 109. 66. 14. 81 (Prot ocol
109. 66. 14. 81 I srael 147.237.77. 216 |dover. i df . i | viol ation (SSL GONN APPLI CATI ON DATA EXCHANGE)) None 1
76.72.161.76 Lhited Sates 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unhaut horized URL Access from 76. 72. 161. 76 B ock 1
Russi an ny- kosher - kravi . i df |ostributed Uaut hori zed URL Access on
5.255.253. 194 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl at es/ | ogi n/ | ogi n. aspx B ock !
Russi an ny-kosher -kravi . i df |oistributed Uaut hori zed URL Access on
95.108.158. 168 Federation 147.237.0.16 il wan ny- kosher -kravi . i df .i | /tenpl ates/ | ogi n/ | ogi n. aspx Bl ock !
5. 29. 99. 241 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock
93.172.170.82 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/6/ B ock
. . Unaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover.idf .il 147.237. 7. 216/ 1133- 20422- he/ i df gdover . aspx Bl ock 1
151. 241. 113. 122 IF;ZE'bl :i'ﬁ"‘c 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 151. 241, 113. 122 B ock 1
46. 19. 86. 119 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Russi an ny- kosher -kravi . i df |ostributed Uaut horized URL Access on
37.140.141.35 Federation 147.237.0.16 il wan ny- kosher -kravi . i df . i | /tenpl at es/ | ogi n/ | ogi n. aspx B ock !
Unaut hori zed URL Access to
. . wawv i df . i |/ 1361- 10625- he/ dover . aspx&sa=u&ved=0ahukewj m vl _7
79.178.138.178 |[Israel 147.237.77. 216 |dover. i df . i | mj ahxi  hakhy®r bf 4qf gor nae&usg=af oj cnf _bO16r nmd] af ppl xngf |1 8 B ock 1
dubw
- . Unaut hori zed Method CPTI ONS for
185.27.105. 141 |l srael 147.237.72.166 |aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
66.249.78.134  |Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to ww tikshuv.idf.il/894-en B ock 1
151. 241. 113. 122 IF;ZE'bl :i'ﬁ"‘c 147.237.77.233|atal .idf .i | Mil tiple Malformed URL from 151. 241, 113. 122 B ock 1
5.102.254.120 [Israel 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to v i df .il/anan/ Bl ock 1
94.102.56. 143  [Netherl ands 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-1ogin. php B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
Russi an ny- kosher - kravi . i df |oistributed Waut hori zed URL Access on
141.8.142.2 Federation 147.237.0.16 il wan ny- kosher -kravi . i df .i | /tenpl ates/ | ogi n/ I ogi n. aspx Bl ock !
. - DO stributed Whaut hori zed URL Access on
87.69.220.139 |[Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css B ock 1
79.180. 126. 219 |l srael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
193.201.224.8 |lkrai ne 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/wp-1ogin. php B ock 1
46.19. 85. 210 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . S Whtraceabl e Gonnection - Protocol violation
109. 66. 14. 81 I srael 147.237.77. 216 |dover . i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
] . . Unaut hori zed URL Access to
76.72.161.76  |United Sates  |147.237.77.176 [nat pash. i df . i | v cogat . i df i 1/ shar ed/ user cont r ol s/ header upper / Bl ock 1
. . D stributed Uhauthori zed URL Access on
176.13.22.117  |Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
Unaut hori zed URL Access to
8.37.71.78 Lhited Sates 147.237.77.216|dover.idf .i | W i df . i |/ 1133- 22976- he/ dover . aspx&usg=al Kj r hgj 9f nl t gdonbl 73 [B ock 1
nj c7nmdxow6ag
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