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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3445
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
199. 59. 148. 210 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
104. 131. 199. 242 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

82. 145. 210. 6 Eur ope 147.237.76. 86 navy.idf.il Bl ock Ip Véb In drop 4
173.252.120. 101 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
188. 161. 58. 16 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
134. 147. 203. 115 Ger many 147.237.76. 199 e.nakchal .idf.il |Bock Np All_Net dr op 2

66. 249. 92. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
139. 162. 216. 112 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.132.232.85 Kazakst an 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

66. 249. 66. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2

89. 248. 160. 229 Net her | ands 147.237.76. 199 e.nakchal .idf.il [Bock Np Al Net drop 1
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

89. 248. 160. 229 Net her | ands 147.237. 76. 202 e.halag.idf.il B ock Np Al Net drop 1

89. 248. 160. 229 Net her | ands 147.237.76. 176 test.ncore.idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

162. 210. 196. 129 Wited Sates 147.237.77. 176 nat pash. i df . i | C1000106: HTTP: naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.143.82.50 147.237.76. 148 Net her | ands gocent er. aka. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
209. 126. 116. 147 147. 237.76. 196 Lhited Sates e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.76. 148 Net her | ands gocent er. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147. 237.76. 30 Net her | ands hi mush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147. 237.76. 148 Net her | ands ggcenter. aka. i df . i | ET SCAN NVAP -f -sS 1
203. 156. 121. 22 147. 237.76. 198 Thai | and e.yohal an.idf .il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 155 147.237.72. 167 Chi na i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 102. 48. 195 147. 237.76. 201 Net her | ands e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147. 237.76. 86 Net her | ands navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1




12-05-2015-19:04:02 to 12-05-2015-20:04:02

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 248
Sreaning Engine: TP Invalid i i ssi
37.26.146.250 |Israel 147.237.76. 200 |6 tan. aka.i of . il 9 =9 Invalid segnent retransmssion. o 204
Ret ransni ssi on Packet dropped.
109. 67.198. 233 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 41
31.154. 151. 235 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 26
s SYN+ACK retransmt with .
31.154. 151. 235 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence ditferent window scal e monitor |26
Sreamng Engine: TCP Invalid i i ssi
84.110.34.148 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.
o SN retransmit wth different .
213. 8. 204. 47 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence wi ndow scal @ monitor |16
Sreaming Engine: TCP Invalid i i ssi
37.187.129.166 |France 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. g 16
Ret r ansni ssi on Packet dropped.
2.54.56. 16 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
190.183.68.34  |Argentina 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |12
Sreaning Engine: TCP Invalid i i ssi
185.3.146.125 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.185.176  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66. 249. 74. 6 Wited Sates |147. 237. 76.86 |navy.idf. il 9 =g Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
213.57.135.95 |[Israel 147.237.72. 166 |aka.i df .i | SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 7
Sreamng Engine: TCP Invalid i i ssi
79.179.59.237 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 111. 159 | srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.152. 159 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 150. 133|i srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
5. 102. 254. 202 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.111  |israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
94.159. 152. 197 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout aert
94.159. 152. 197 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
s SYN+ACK retransmt with .
213.57.135.95 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence different window scal e monitor |6
94.159. 152. 197 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFAK retransnit Wi th monitor |6
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
77.125.84.243 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
149. 78. 85. 48 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
185. 120. 126. 89 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
213.57.130.55 |Israel 147.237.77. 226 Wi"l"'“ha”atz' aka. 1df 1oy At ack SYN -> SYN-ACK -> Tinmeout  |reject 5
46. 19. 85. 115 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.57.143.209 |[lIsrael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
37.26.147.232 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
o SYN+ACK retransmt wth .
213.57.143.209 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence ditferent window scal e monitor |5
46. 19. 85. 74 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 64. 34. 97 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
2.54.56.16 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber nonitor |4
46.19. 85. 173 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
186. 167. 244.56 |Venezuel a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
2.54.56. 16 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
79.179. 125. 208 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.117.170.39 |[Israel 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 4
213.57.128. 245 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaming Engine: TCP Invalid i i ssi
79.182.38.77  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
180. 153. 206. 37 |Chi na 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.54.56. 16 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi
77.127.197.26 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.65.57.10  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
31.154.151. 235 [Israel 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Ti neout aert
5.22.134. 163 I srael 147.237.72. 156 |anan.idf .| Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
79.179. 26. 244  |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 130
46. 19. 86. 60 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
46.19. 86. 195 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 66
46. 19. 86. 60 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 56
79.179. 26. 244 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 32
46.19. 85. 30 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 15
37.26.148.191 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 12
37.26.147.244 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
46.19. 86. 60 I srael 147.237.0.19 |[madimatal .idf.il|Too Many of the Sane Response Code (403) in Session from46.19.86.60 [B ock 11
79.182.179.38 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 4
46.19.86.195  |[Israel 147.237.0.19 |nadimatal .idf.il ng’l'\:%yeoigéhe Sane Response Qode (404) in Session from Bl ock 4
109. 64. 169. 161 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 9/ Bl ock

212. 150. 244. 226l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock
107.178.194.87 |Wited Sates [147. 237. 7. 216 |dover . i df . i | Dstri buted 1?3;;;5?&%&?2?&” Bock |2
5.22.129. 87 I srael 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
151.80.175. 238 [italy 147.237.77. 216 [dover . i df . i | D stri but ec lfggggégg_eﬁe%ﬁ??:pﬁ” Bock |1
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9698- he/ r ef uah. aspx  |Bl ock 1
66. 249. 66. 32 | srael 147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 65. 155. 198 I srael 147.237.77. 216 |dover. i df . i | mult gfo-r; Izliden?afgsclzsh;te%/ User cont ol </ navneny undef i ned Bl ock 1
94. 159. 183. 190 |l srael 147.237.72. 166 |[aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.116.86.198 |l srael 147.237.72. 166 |aka. i df . i | m”;)k":igfar. o e nlcgti'y%gfﬁ;g?g;ca‘ﬁ“giuzﬁ;ogsse;ge?;?rg gg;f in None 1
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Lhknown Paraneter c@d in ww aka. i df.il/main/gi yus/ general . aspx None 1
176. 228. 131. 200|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
5.29.2.142 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
149. 78. 62. 92 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary Bl ock 1
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
107.178.194.83 Wited Sates [147. 237. 7. 216 |dover . i df . i | Dstri buted 1?3;%;;?&%&?2?&” Bock |1
62.128.48.122 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None

84.109. 9. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
79.176.122. 144 I srael 147.237.77. 234 |hal ag. i df . i | i;t ;'35“73‘1Zg;‘;":’;:(;:sfi‘:]a%/ﬁffi 1‘_’% . Bl ock 1
37.142.68. 48 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
176.12. 141. 124 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
66. 249. 66. 34 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
109. 67. 174. 234 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
95. 35. 206. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
46.116.204.18 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
190. 183.68.34  |Argentina 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
5.29. 167. 222 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
149. 78. 85. 48 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.67.250 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ drushi i m srot . aspx |B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf .l Ostributed Waut horized URL Access on waw i df.il/error.htm B ock 1
213.57.170.25 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85. 130. 245. 195 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
79.178.147.166 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.142. 68. 57 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
176.12.143.94 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
66. 249. 66. 37 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
109. 186. 49. 138 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df .il/nai n/sachar/defaul t.aspx |B ock 1
95. 86. 92. 22 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
46.121.79.0 I srael 147.237.76.42 |refuah.idf.il O stri buted Uhaut hori zed LR Access on Bl ock 1

147. 237. 76. 42/ 1518- he/ r ef uah. aspx
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