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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3497

66. 249. 64. 186 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 52

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3

89. 248. 160. 229 Net her | ands 147.237.76. 38 eengitav.idi.ilBock Np Al Net drop 1
222.186. 21. 92 Chi na 147.237.76. 198 e.yohal an.idf.il [JLM Under Attack Con_Tcp drop 1

89. 248. 160. 229 Net her | ands 147.237. 76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1

118. 193. 21. 98 Chi na 147.237.76. 44 e.refuah.idf.il |Bock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
136. 243. 5. 87 Ger many 147.237.77. 216 dover.idf.il |Cl000106: HITP. najestic bot B ock 1




12-05-2015-17:04:06 to 12-05-2015-18:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

66. 249. 66. 61 147.237.72. 166 |Wnited Sates aka.idf.il ET SCAN NVAP -sSA (2) 2

. D SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
113. 240. 250. 155(147. 237. 76. 31 |Chi na nakchal . i df . i1 . . 2
deni al of service attenpt

66.249. 64. 191 |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 2

222.186.21.92 |[147.237.0.33 |[China idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

198. 20. 69. 98 147.237.77. 234 |Wnited Sates hal ag.idf.il ET DRCP Dshield B ock Listed Source 1

190. 213, 174. 93 |147. 237, 72, 156|171 N dad and s il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Tobago Potential Scan or Brute Force

166. 172. 58. 253 [147.237.77. 216 |Wited Sates dover.idf.il portscan: TGP D stributed Portscan 1

113. 240. 250. 155(147. 237. 76. 31 |Chi na nakchal . i df . i1 ET SCAN NMAP -sS wi ndow 1024 1

222.186.21.92 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

222.186.21.92 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1

222.186.21.92 [147.237.0.200 [China ndu. i df il ET SCAN Potential VNC Scan 5900- 5920 1

209. 126. 116. 147|147. 237. 76. 147 |Uited Sates chinuch.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1

190, 213, 156. 229|147 237 76. 106 |Ti N dad and o svivaidf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Tobago Potential Scan or Brute Force

1198, 206. 187 |147. 237 76. 148 |t ted Sates gqcemer.aﬂ(aidf.iIEI' SOAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1

Potential Scan or Brute Force
222.186.21.92 |147.237.76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
222.186.21.92 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘ Target Address

Ste

Signature

S reamng Engi ne: TCP

Inval id segnent retransnission.

Inval i d Retransm ssi on

Packet dropped.

79.178. 38. 148 | srael 147.237.72. 166 |aka.idf . il . L. droj 36
Inval id Retransm ssion Packet dropped. P
. . SYWNretransmt wth different .
213. 8. 204. 47 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 31
166. 172. 58. 253 |Uhited Sates 147.237. 77. 216 [dover.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 28
S reamng Engi ne: TCP i i ssi
109. 66.53.128  |Israel 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | 18
Inval id Retransm ssion Packet dropped.
46.19.85. 4 I srael 147.237.77. 226 V‘I”YN chanatz. aka. 10l \oyN At t ack SYN -> SYN-ACK -> RST rej ect 11
46.19.85.4 I srael 147.237.77. 226 ["'" chanatz. aka. 1df a4 TCP sequence Inval i d ACK nunber moni tor |8
166.172.58. 253 |United Sates 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert
166.172.58. 253 |Lhited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
166.172.58. 253 |United Sates 147.237.77. 216 |dover.idf i | Bad TCP sequence noni t or
. . SYNretransmt wth different .
5.29.4.86 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Pal esti ni an S -
176. 106. 47. 108 Territory, CGeeup ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 6
Sreamng Engi ne: TCP i i ssi
31.154.146.91 |Israel 147.237.77. 243 |nobil e. i of . mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransmi ssion Packet dr opped.
166. 172.58. 253 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 6
46. 19. 86. 221 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
46. 19. 85. 137 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 137 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
S reamng Engi ne: TCP i i ssi
131. 253. 25. 243 |Uited Qates 147.237.76. 200 |6i tan. aka i df .i mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dropped.
5.22.134.103 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence I'nval i d ACGK nunier monitor |5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 174/l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |5
166.172.58. 253 |Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber monitor |4
89. 138. 236. 234 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.146.242 |lIsrael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.225. 3. 62 IFL.ZEBI :i'?’f"'c 147. 237. 77. 216 |dover . i df . i Bad TCP sequence Invalid ACGK nunber aert 4
S reamng Engi ne: TCP i i ssi
149.78. 181. 220 |Israel 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | 4
Inval id Retransm ssion Packet dropped.
Iran, Islanmic . . . .
46. 225. 3. 62 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
84.109.177.1 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
84.229.107. 170 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
S reanming Engi ne: TCP i i ssi
46.19. 86. 56 I srael 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
reamng BEngi ne: T i i ssi
79.180.203.81 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
reamn ine: T i i ssi
109. 66.199. 87 |l srael 147. 237. 72. 166 |aka i of . i Streamng Engi ne: TCP Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
149.78.38.89 |l srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval id Retransnm ssion Packet dropped.
185. 3. 146. 97 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |3
S reanming Engi ne: TCP i i ssi
2. 54.140. 97 I srael 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i Ssi
79.182. 134. 108 |israel 147.237.72. 166 |aka. i df . i mng tngine. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 64. 125. 134 |Israel 147. 237.72. 166 |aka i df . i | mng Enhgine: 7 Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dropped.
5.22.134.141 I srael 147.237.72.166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreamng Engi ne: TCP i i ssi
109. 66. 34. 189 |Israel 147. 237. 72. 166 |aka i df . i | mng Engine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransmi ssion Packet dr opped.
S reanming Engi ne: TCP i i ssi
185.3.146. 125 |Israel 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i Ssi
2.54.172. 21 I'srael 147.237.72. 166 |aka i df . mng tngine. 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.182.218.13 |Israel 147. 237.72. 166 |aka i df . i | mng Enhgine: 7 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
2.54.40. 143 I'srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval id Retransnm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
79.178.59.203 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 3
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature
S reamng Engi ne: TCP i i ssi

185. 120. 125. 19 147. 237. 72. 166 |aka i of .i mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaming Engi ne: TCP i i ssi

87.68.62.222  |Israel 147. 237.72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransmi ssion Packet dr opped.
S reanming Engi ne: TCP i i ssi

2.54.172. 60 I srael 147. 237.72. 166 |aka i df . i | mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi

109. 64. 194. 225 i srael 147.237.72. 166 |aka. i df . i mng Engine. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.

84. 228. 63. 216 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
79.182. 134. 108 [l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 484
79.182. 134. 108 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 292
85. 65.55.134  |Israel 147.237.0.19 |[madimatal .idf.il|Too Many of the Sane Response Code (404) in Session from 85.65.55.134 [B ock 197
46.121.25.44  |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 191
46.121.25. 44 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 138
79.182. 134. 108 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 97
85.65.55.134 |l srael 147.237.0.19 |nadimatal .idf.il{Too Miny of the Sane Response Code (403) in Session from85. 65.55. 134 |B ock 65
85. 65.55. 134 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 63
46.121.25.44  |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 55
46.117.83.17 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 35
131. 253. 25. 243 |Lhited Sates [147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 29
192. 126. 156. 84 |Lhited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df.il/tenpl at es/ honepage/ B ock 4
87. 69. 56. 44 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
85. 64. 245. 248 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwv aka. idf.il/main/giyus/ B ock 3
84.109. 118. 225 |I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 118. 155. 216 |lkrai ne 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
46.121.25.44 |israel 147.237.0.19 |nadi matal .idf.il E:rd?'x;f;l .szf.\iﬁl ?'ﬁ;ﬁl,%g@ﬁ;ﬁgi:&' der1txt A rsthare in Bl ock 3
5.29.211.214 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
77.126. 255. 183 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.i|/994-8613- he/ navy. aspx. aspx |B ock 2
80. 246. 139. 161 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
40.77.167.73 |WUited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Uhaut hori zed URL Access on waw chi nuch. aka. i df.il/404. htm |B ock 2
46.118. 155. 216 |krai ne 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/xmirpc. php B ock 1
173.252. 74. 101 |Lhited Sates |147. 237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
77.126.152.56 |Israel 147. 237.72. 166 |aka. i df . i | H;km" ak?rizrfti T n;f L?g?;&éloaofj d‘:}'\gnﬁx?:;acem der $btnAtudaPrint 1
107. 178. 194. 87 |Uited Sates |147. 237. 77. 216 |dover . i df . i | D stri butec lfggfggégg_eﬂe%ﬁ??:pﬁ” Bock |1
66.249.66.72  |Israel 147.237.77. 176 |nat pash. i df . i | ﬁ”@:gﬂt'f?, iﬁiﬁffzrﬁh;&“miOwofficesnap/_l ayout s/ aut hent  cat e, aspx | K 1
199. 16. 156. 126 |nited Sates |147. 237. 7. 216 [dover. i df . i | mult gf?riilzli? pﬁoﬁggffi It;’smsi 162200/ 11501 | pg Bl ock 1
85. 65.55. 134 |l srael 147.237.0.19 |nmadimatal .idf.il|Too Many 403: Response Code per Session B ock 1
84.94.176.93 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on www aka. i df.il/nain/ B ock 1
46.148.18.74 |Lithuania  |147.237.77.216|dover. i df .i | Dstri uted 1?;;};%;;?&%\/’;‘;‘?212” Bock |1
176.228.38.83 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
79.178.38. 148 |Israel 147.237. 72. 166 |aka. i df . i | il'gk\;';wmak?ir gf"_eitl‘irmf’;/' ggj]‘;'/ggjslﬁhp'\:igiphsacmr$e”p' oynent Statustay |\, o 1
46.19.85.235 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
2.54.184.60 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
68. 180. 230. 224 |Uhi ted Sates |147. 237.76.31 |nakchal .idf. il ma';?ki;%? _Yﬁ'fﬂf_”hgagz'k\ﬁ;?i_gspx Bl ock 1
213.57. 159. 246 |l srael 147.237.72. 166 |[aka. i df . i | O stributed Unauthorized URL Access on www aka. i df .il/nai n/ Bl ock 1
66.102. 9. 81 Lhited Sates [147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/1294-en/wan idf.il/english B ock 1
185. 32. 179. 48 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85. 64. 38. 57 I srael 147.237.72. 166 |[aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
174.129. 228. 67 |Lhited Sates [147.237.76.42 |refuah.idf.il D stributed Whaut hori zed URL Access on 147. 237.76. 42/ robot s. t xt B ock 1
79.182. 134. 170 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
31. 210. 187. 202 [l srael 147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock 1
109. 66.7.213  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9700- he/ r ef uah. aspx B ock 1
199. 59. 148. 209 |Wnited Sates [147. 237. 77. 216 |dover . i df .i | mult Sfolri' IZ/es? pﬁoﬁggffi Itgs/ 7 si 2622000 16987,  p B ock 1
84.108.82.21 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
62.128.48.122 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
177.12.172. 102 |Brazil 147.237.72. 166 |[aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 177.12. 172. 102 Bl ock 1
157.55.39. 112 |lLited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Waut hori zed URL Access on v chi nuch. aka. i df .il1/404.htm |B ock 1
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