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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3607
168. 235. 207. 129 Lhited Sates 147.237.77. 216 dover.idf.il |[JLMDover _Con Limt_ Htps drop 28
61.233.104. 12 Chi na 147.237. 0. 200 mdu. i df . i | Frk _Under Attack Con Tcp drop 1
168. 235. 207. 129 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaI ure Devi ce Action |Oount
52.1.90.117 Lhited Sates 147.237.72. 166 aka.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
123. 126. 113. 80 Chi na 147. 237. 72. 166 aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
109. 235. 254. 181|147. 237. 76. 34 |Turkey yohal an. i df .| ET SCAN NVAP -f -sS 1
222.186.56.38 [147.237.76.198|Chi na e.yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
220. 245. 240. 26 |147.237.0.200 |Australia ndu. i of . i | ET SCAN NVAP -sS wi ndow 2048 1
209. 126. 116. 147|147.237.77.61 |Lhited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
_ _ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
179. 156. 65. 172 |147.237.8.28 |Brazil e.nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
117.104. 227.18 |147.237.76. 31 |Afghanistan nakchal .idf.il . 1
Potential Scan or Brute Force
109. 235. 254. 181|147. 237. 76. 34 |Tur key yohal an. i df il ET SCAN NVAP -sS w ndow 2048 1
82.117.208. 243 |147.237.76. 148 gacenter. aka.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.38 [147.237.77.216|China dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
220. 245. 240. 26 [147.237.0.200 |Australia . i df i | ET SCAN NVAP -sS w ndow 3072 1
220. 245. 240. 26 |147.237.0.200 |Australia nau. i df il ET SCAN NVAP -f -sS 1
_ _ o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
122.117. 128. 233|147. 237. 76. 30 |Tai wan hi nush. i df i ) 1
Potential Scan or Brute Force
109. 235. 254. 181|147. 237. 76. 34 [Turkey yohal an. i df il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SWNretransmt wth different

213.8.204. 47 I srael 147.237. 72. 156 anan.i df . i | Bad TCP sequence . noni t or 31
W ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
168. 235. 207. 129|Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23
31.210. 186. 237 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 11
31. 210. 186. 237 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber alert 9
Sreanming Engine: TGP Invalid i i ssi
40.77.167.81  |Wwited Sates |147.237.77.234|halag.idf.il 9 =g Invalid segnent retransmssion. drop 8
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.64.12  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransnission. drop 6
Ret ransm ssi on Packet dr opped.
46.121.114. 180 |[lsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
149.78.72.178 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 5
188. 120. 148. 241 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 5
79.178. 34. 84 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
2.52.180. 241 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213.57.133.198 |Israel 147.237.0.19 |nadimatal.idf.i|[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 230 I srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 4
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SW drop 4
46. 19. 85. 230 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 4
2.54.180. 36 I srael 147. 237.72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.183.163. 119 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.129.98 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 3
reanming BEngine: TCP Invali i i ssi
79.179.219. 169 |israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
5.22.131.242 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
188. 120. 133. 67 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126. 221. 139 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
37.142.68.100 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
5.102.254.188 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
84. 228. 151. 180 |l srael 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransssion. drop 3
Ret ransm ssi on Packet dr opped.
reanming BEngine: TCP Invali i i ssi
5.22.129. 98 I'sr ael 147.237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.180.60.7  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransssion. drop 3
Ret ransm ssi on Packet dr opped.
188. 120. 148. 215|l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.176.28.180 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54. 42, 28 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67.50.66 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 64. 159, 239 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
213.57.137.236 |Israel 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
82.81.11.181  |[Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.47.128 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.201.26 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.68.218 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.65.5.183  |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.201. 239 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
141.212.121.192|United Sates [147.237.8.50 |e.tikshuv.idf.il|Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 2
46. 19. 85. 246 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
80. 246. 136. 129 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.54.177.37 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber moni t or 2
2.52.183. 105 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
176. 12, 149. 153 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
37.26.149.192 |lIsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
62.90. 147.209 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SW drop 2
i Sreaming Engine: TGP Invalid i i ssi
81.132.2. 249  |Wted 147. 237. 77. 216 |dover. i df .1 9 =9 Inval i d segnent retransnission. drop 2
Ki ngdom Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
85. 65. 55. 134 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 89
176.13.17.101 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 61
85.65.55.134  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from g . |4g
85. 65. 55. 134
176.13.20. 115 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.54.39.171 I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock
m ny- kosher - kr avi . i _ ,
176.13.0.76 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.13.0.76 None 3
66. 249. 66. 16 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404.htm |B ock
46.19. 86. 170 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
m ny- kosher - kravi . i
62.219. 226. 71 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 2
93. 173. 56. 80 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 2
m ny- kosher - kravi .| |Parameter Type Vidation
62.219.226.71 |lsrael 147.237.0. 17 ; ct1 00$Cont ent A acetbl der 1t xt AreaRermarks in B ock 2
df il mny-kosher-kravi.idf.il/tenpl ates/trai ni ng/traini ng. aspx
192.115. 113. 78 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.116.121. 134 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod B ock 1
Pal esti ni an . . . . .
82.205.2.191 oo vy aooupi ed |L47- 237 77176 nat pash. i df . i | Unaut hor i zed LR. Access to wmw cogat . idf.il/894-ar B ock 1
31.210. 186. 237 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
213.57.198. 139 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 1
2.52.28. 43 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.176.56.153 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to nakhal .idf.il/xnirpc. php B ock 1
. . DO stributed Unaut hori zed URL Access on
109. 201. 152. 249Net her | ands 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
64.19. 78. 243 Lhited Sates 147.237.77. 216 |dover.i df . i | Distributed Waut horized URL Access on 147.237. 77. 216/ B ock
46. 19. 85. 60 I srael 147.237.72. 166 [aka. i df . i | Unknown HTTP Request Met hod =58635 in URL B ock
-kosher-kravi . i df . i
95.108. 158. 173 |Russi an Federation |147.237.0.16 | Lhaut hori zed URL Access to N Bock |1
il ww ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx
79.183.163.119 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
5.28.157.219 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw idf.il/nivtza B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
192. 117. 130. 147|l srael 147.237.72. 166 |aka. i df . i | voww aka. i df . i |/ nai v Sachar/ decl ar at i onexpl anat i on. aspx None 1
68.180.228. 175 |Lnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 1
176.12. 141. 242 |Israel 147.237.77.216|dover.i df .i | Ostributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 1
109. 65. 5. 183 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
. . Unaut hori zed URL Access to
46.116.121. 134 [Israel 147.237.77. 216 |dover . i df . i | 10. 100. 102. 6/ upnpcp/ not i fy/ event B ock 1
37.142.68.13 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
79.176.56. 153  |Israel 147.237.77.234|hal ag.i df . il PHP Attenpt Bl ock
. . DO stributed Unaut hori zed URL Access on
109. 201. 154. 195|Net her | ands 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
46.19. 86. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
80. 246.136.23 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
5.29.2.104 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.229.173 [Lnited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
m ny- kosher - kravi . i i i
176.13.0.76 I srael 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
109. 66. 26. 49 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
62.90.147.211 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
45.35.71.179 147. 237.77. 216 |dover . i df . i | thaut hori zed LR. Access to Bl ock 1
wwy i df . i |/ shared/ user contral s/ header upper/
2. 54. 150. 59 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.13.20. 175 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
. . Unhaut hori zed URL Access to
79.176.56. 153  |Israel 147.237.77.234|hal ag.i df . il vwy | ogi sti cs. atal i df .1 1/xnhr pe. php Bl ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
. . Untraceabl e S3. Sessions: Protocol violation
149. 78. 227. 194 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |thited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
80. 246.136.93 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
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