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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3213
95. 35. 194. 137 | srael 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 3
146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il |bl ock-sp-trafl dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 75 147.237.72. 166 Lited Sates aka idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147 147.237.77. 212 Lhited Sates e.dover.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
95. 211. 120. 82 147.237.77. 235 Net her | ands sviva.idf.il ET SCAN Potential SSH Scan 1
95. 211. 120. 82 147.237.77. 121 Net her | ands e.navy.idf.il ET SCAN Potential SSH Scan 1
85. 93. 88. 114 147.237.77.121 Ger many e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218.108. 132. 58 147. 237. 77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
95. 211. 120. 82 147.237.77. 212 Net her | ands e.dover.idf.il |ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237.77. 179 Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry [Target Address ([Ste Signature
213.57.128.161 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 51
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.8.204.47  |israel 147. 237. 72. 156 |anan. i df i Bad TCP sequence SNretransmt with different monitor |20
w ndow scal e
80. 246. 130. 233 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdrc)iriznlt Wth different monitor |19
176. 13. 20. 57 I 'srael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 17
46. 19. 85. 80 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 16
37.142.64.31 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 15
185. 120. 125. 6 147.237.76.31 |nokhal iar.i1 | €3M NG Engine: TCP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
46. 19. 85. 80 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 13
207.241.226.41 [Wited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber aert 13
207.241.226.41 [Wited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 13
213.8.174. 60 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert 10
213.8.174.60 I srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or 10
84.108. 116. 149 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 10
217.132.3.101 |israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or
149.78. 154. 69 |l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.235.31.43 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
109. 65.38. 184 |Israel 147. 237 72. 167 |t shurimaka i of || S NG Egine: TP Invalid invalid segnent retransnission. | o 9
Ret r ansni ssi on Packet dr opped.
213.57.137.185 |[Israel 147.237.72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 9
5. 102. 254. 182 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
31.13.113.92 I'rel and 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
173.252.74. 115 |Uited Sates 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
176.12. 143. 224 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber moni tor |7
176. 13. 20. 70 I srael 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 7
46.120. 131. 243 |Israel 147. 237. 72. 156 [anan. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
62.24.181.135 |United Kingdom [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber moni tor |7
65. 255. 52. 229 T:Ir:jdsa”d QICos {147 237.77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
40.77.167.73 Lhited Sates 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
37.142.64.31 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
84.228.208.86 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid - invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
31.154.170.129 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber monitor |6
40.77.167.73  |uwited Sates 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dr opped.
54.185.151. 123 |Whited Sates 147.237.77.61 |e.cogat.idf.il |Geo-1ocation enf or cenent ﬁ?o'rggi'nfn I nbound drop 6
79.176.131. 221 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dr opped.
149. 78. 116. 238 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
213.57.137.185 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
62.24.181.134 |UWnited K ngdom |[147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
5. 102. 254. 182 | srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 6
157.55.30.115 |United Sates  |147. 237, 76. 200 |eitan aka i i1 | S NG Bgine: TCP Invalid invalid segrent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
213.57.137.185 | srael 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mﬁsﬁlﬁmm wthditterent | onitor |6
66.249.93.234 |Uited Sates  [147. 237,77, 243 |mbiteicr. i |2 ©@MNG Bngine: TP Invalid invalid segnent retransnission. [, 6
Ret r ansni ssi on Packet dr opped.
37.26. 147. 196 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
31.154.170.129 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
157.565.39. 112 |Wiited Sates 147.237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
31.13.113.66 Irel and 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Bad TCP seqguence Invalid ACK nunber noni t or 5
79.177.157.3 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 85. 185 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
31.13.113. 87 I'rel and 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site S gnature Acti on ‘Count
109. 186. 90. 116 |1 srael 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bock |28
109. 186. 90. 116
162. 203. 2. 233 ;h;:;"g 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 162.203. 2. 233 Bl ock 9
- kosher - kr avi i i
46.120.46.55 |1 srael 147 237.0.17 m ny . osne a Paraneter Type \_/19I at ion ct| 00$Cont er‘!tP_laceI-bl_dgr 1$t xt AreaRenarks in B ock 3
JidfLil mny-kosher-kravi.idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
37.26.148. 246 |lsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
176.12. 148. 20 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
Lhi ted . . Unhaut hori zed Met hod CPTIONS for
162.203. 2. 233 Sates 147.237.72.166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock 3
Lhi ted . . O stributed Uhaut hori zed URL Access on
107.178.194.83 g 147.237.77. 216 (dover . i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bock |2
2.54.11.88 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
84.108. 67. 168 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
Lhi ted . . O stributed Whaut hori zed URL Access on
204.13.200. 200 (g 147.237.77. 216 (dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |2
m ny- kosher - kr avi
46.120. 46.55 |l srael 147.237.0. 17 i (I;rfy i Dstributed I11egal Paraneter Encodi ng None 2
31.154. 170. 129 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
157. 55. 39. 98 ;q;::g 147.237.76. 147 chi nuch. aka. i df .i| [Uhauthorized UR. Access to wm chi nuch. aka.idf.il/404. htm B ock 1
77.125.130. 58 |lsrael 147.237.72. 166 [aka. i df . i | Illegal HITP \ersion B ock 1
68. 180. 230. 224 [ t&d 147.237.76.31 |nakchal .idf . il Wnaut hori zed LR Access to Bock |1
Sates waw nakhal . i df . i |/ consol e/ core/ doc_ngr/doc_ngr. asp
. . Uhaut hori zed URL Access to
66.249.66. 34  |lsrael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ i p storagel fi | es/ &/ 61246. gi f Bl ock 1
207. 46. 13. 143 ;h;:eeg 147.237.77.216|dover. i df .i Dstributed Lhaut hori zed URL Access on waww i df.il/error.htm B ock 1
. . D stributed Uhaut hori zed URL Access on
80. 246. 130. 233 || srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
Unknown HTTP Request Method A¢=R, A¥A«AS0A-[ [ #6]] 7A-~cA...AccA
Ao gl [#15] ] A2t A AEYAS] [ #22] 1 M [#31] ]
A AGAY[ [ #14] ] 3A¥[ [ #30] ] G [ #28] ] ] AACA[ xA’A%A A...
77.125.130.58 |lsrael 147.237.72. 166 |aka. i df . i | A z[[#19]][[#16] ] RA«; O [#5]]) >APZ[ [ #12] | <hr YRA, =A»A«F; ~ A2A— B ock 1
>[[#28] ] [ [ #24] ] RKASASAv>RAC A- 4AY[ [ #16] | A- AZYAL
ALVATe[ [#19] ] A-w[ [#6] ] (A-[ [#8]]sBr! r Avs [ [ #16] ] A- ASAv?AAZaAtA%0A,
AR 37[ [#6] ] AE=A 0 AAZA] in URL t&€° AYAR] [#6]][ [ #29]]
37.26.149. 208 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
162. 243.188. 75 ;“;It:g 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to / B ock 1
77.125.130. 58 |lsrael 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header \Val ue B ock 1
. . DO stributed Whaut hori zed URL Access on
109. 201. 152. 22 |Net herl ands [147.237. 77. 216 |dover . i df . i | v i dff i 1/ 1133 22638- hel dover . aspx. Bock |1
85. 65. 84. 183 |l srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 67. 142 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8762- he/ ref uah. aspx  [B ock 1
213. 57. 204. 130 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.182.0.187 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
184. 105. 139. 68 g‘;:g 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
37.26.147. 255 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
157. 55. 39. 115 ;1;::2 147.237.76. 147chi nuch. aka. i df .i| |[Ostributed Whauthorized UR. Access on www chi nuch. aka. i df .il/404. htm |B ock 1
77.125.130.58 |Israel 147.237.72. 166 |aka. i df . i | Mal f or med HTTP Header Line 7 B ock 1
77.125.98.11 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Lhi ted . . O stributed Whaut hori zed URL Access on
107.178.194.83 g 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
. . Unaut hori zed URL Access to
66.249. 66.37 |l srael 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 17802- he/ dover . aspx Bock |1
207. 241. 226. 41 g‘;:g 147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 1
84.94.15.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
79.176. 157. 153 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
173. 246. 96. 76 ;";Itee: 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to aka.idf.il/wp-admn/ Bl ock 1
Illegal Byte Code Character in Method A¢=R A¥A«ASOA] [#6]] 7A-cA. . Ac
AR g[ [ #15]] A2t A AEYRS] [ #22] 1 M [#31] ]
A AGAY[ [ #14]] 3A¥[ [#30] ] G [ #28] ] ] AACA[ xA"A%A A...
77.125.130.58 |Israel 147.237.72. 166 |aka. i df . i | A z[[#19]][[#16] ] KA« q [#5]]) >APZ[ [ #12] ] <hr YRA, =A»A«F; > A2A— B ock 1
>[[#28]] [ [ #24] ] RAASASA/»RAC A 4A5[ [ #16] ] A AZYAL
ALVAT e[ [#19]] A-w[ [#6] ] (A-[ [#8]]sBr! r Avs [ [ #16] ] A- AsAv?AAZaAtA%0A,
AR 37[ [ #6] ] AE=A" 042 RAZA]
2.54.47.212 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
149. 78. 43. 215 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i |/ nai n/ gi yus/ gener al . aspx Bl ock 1
Unknown Par anet er
87.68.70.179 |lsrael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66. 249. 67. 254 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8911- he/ ref uah. aspx  [B ock 1
213.151.37.90 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . O stributed Uhaut hori zed URL Access on
46. 166. 190. 145 Net her | ands |147. 237. 77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bock |1
185. 120. 125. 25 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79. 182. 129. 154 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.148. 214 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
157. 55. 39. 163 ;1;::2 147.237.77.74 [lawidf.il Suspi ci ous Response Code Bl ock 1
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