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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3365

66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 276

115. 239. 228. 8 Chi na 147.237.0. 19 nadi matal .idf.il|Frk Under Attack Con Htp drop 2
71.6.165. 200 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Udp Al Nets drop 1

115. 239. 228. 8 Chi na 147.237.0.19 nadi matal .idf.il|Frk Purple Gon Limit Htp drop 1

31.10. 168. 247 Sntzerl and 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1

115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk Purple Gon_Limt Htp drop 1




12-05-2015-13:04:04 to 12-05-2015-14:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |

69.12.70. 34 Lhited Sates 147.237.72. 166 |aka. i df . i|16798: HITP. GWJ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker CGountry Ste Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91.201.236.114  |147.237.77.74 Wkrai ne lawidf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound

198. 20. 69. 98 147.237.76. 39 Wited Sates nobi | e. nei tav.idf.il |ET DRCP Dshield B ock Listed Source

116. 121. 137.5

147. 237.77. 227

Korea, Republic of

e hanaz.idf.il

ET SCAN NVAP -sS wi ndow 1024

=y =y =
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|Top Attackers In FW |

At acker

Count ry Target Address |[Ste Signature
41.33.231.90 |Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 36
79.181.25.1 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber nonitor |28
87.68.249. 144 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 24
Ret r ansni ssi on Packet dropped.
80. 246. 136. 23 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 18
80. 246. 136. 23 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 17
176. 12. 138. 138 [l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber alert 16
176. 12. 138. 138 [l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 16
5.28.191.121 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 16
5.28.191.121 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 16
85.65.55.134  |[lIsrael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence Inval id AGK nunber noni t or 13
213.57.14.167 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
37.46. 34. 167 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
46.19.86.110 |Israel 147.237. 72. 156 |anan. i f . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 12
Ret ransnm ssi on Packet dropped.
149. 78. 154. 69 [l srael 147.237. 77. 216 [dover.i df . i Bad TCP sequence Inval id ACK nunber noni t or 11
79.181.25. 1 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 10
77.125.83.187 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |10
185. 3. 146. 225 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 9
66.249.66.61 |Wited Sates |147. 237. 72. 166 |aka i df .i Streaning Bngine: TCP Invalid invalid segnent retramsnission 9
Ret ransn ssi on Packet dr opped.
79.176.62.54  |israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid imvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
5.22.131.85 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
37.46.39.159 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.85.233 |l srael 17.237.0.17 [NV kosher-kravi. 1df |ga3 TCP sequence Inval i d ACK nunber moni tor |7
5.28.191.121 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d sequence nunber noni t or
37.46.34.167  |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber aert
98.126.191. 68 |Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
79. 182. 166. 206 |l srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 6
Ret ransnm ssi on Packet dr opped.
176. 13. 18. 110 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
79.181. 211. 208 |l srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect
157.55.39.98 |Wited Sates |147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
77.125.83.187 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber monitor |6
157.55.39.98 |Wited Sates |147. 237. 72. 167 |i shuri maka.i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dropped.
217.132.5.203 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 89 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
5.22.131.85 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |6
79.182.199. 12 |Israel 147.237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber alert 6
109. 67.23.160 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79. 177. 200. 198 |1 sr ael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
98.126.191. 68 |Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
109. 226. 27.50 |l srael 147.237.72. 156 |aman. i df . i Bad TCP sequence Inval id AGK nunber nonitor |6
79.182.199.12 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
157.55.39.98 |lLhited Sates [147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.178. 201. 184 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber monitor |5
79.182.199.12 |[Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber moni t or 5
213.8.204.47 |israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence mdﬁrsaé‘j? wth different monitor |5
79.182.171. 253 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber monitor |5
5.28.151.91 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber monitor |5
79.183.220.92 |[Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Invalid AGK nunber monitor |5
5.22.134.64 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber monitor |5
98.126.191. 68 |Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
5.22.131.85 | srael 147.237. 72. 166 |aka. i df .il dr op Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
85.65.55.134  |Israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from g oo\ 141
85. 65. 55. 134
85. 65. 55. 134 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 129
176. 13. 5. 160 I srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Qode B ock 8
m ny- kosher - kravi . i
46. 19. 85. 233 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 4
- . - Unaut hori zed URL Access to
109. 67. 225. 219 |l srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 3
185. 32.179. 212 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
] . - DO stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 (dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
213.8.174. 46 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt B ock 2
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404.htm |B ock 2
173.252.90. 235 |Uhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
46. 19. 85. 94 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
. . DO stributed Whaut horized URL Access on
213.8.174. 46 I srael 147.237.76.31 [nakchal .idf.il vawn niakhal i df i 1/ xni r pe. php B ock 2
66. 249. 66. 25 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawidf.il/error.htm B ock
79.178.20.143 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
P . Unaut hori zed URL Access to
84.111.109. 141 |l srael 147.237.0.15 |kosher-kravi.idf.il v kosher -kravi i o i 1/si p storage/files/3 1773, | pg B ock 2
37.26.149.149 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 2
Pal esti ni an . . . .
82.213.13. 62 Territory, Gecupi ed 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut horized URL Access from 82.213. 13. 62 B ock 2
79.180.194. 42 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il www i df . i 1/ tenpl at es/ sendt of ri end/ kkkkkkk=143dd397kkkkkk [B ock 1
k 143dd397
. - Unaut hori zed URL Access to
66.249.78.236 |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9841- he/ r ef uah. aspx Bl ock 1
66.249. 64. 165 [l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag. i df.il/229-he/faqg. aspx |Bl ock 1
. ny- kosher - kravi . i df . .
216. 218. 206. 68 |lLhited Sates 147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
. . Unaut hori zed URL Access to
79.183.220.92 |Israel 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed URL Access to
5.29.178.252  |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
202.78.237.119 |Iindia 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
173.252.90.80 |Uhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
m ny- kosher - kravi . i ) .
77.127.169.22 |lsrael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from77.127. 169. 22 None 1
66. 249. 66. 28 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/page/ 20/ B ock 1
46.19. 85. 10 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
Pal esti ni an . . Unaut hori zed URL Access to
82.213.13.62 |1yt ory, quoupied |47 237 77. 176 nat pash. i df . i | ww cogat i f .i1/5i p, storagel il es/ 4/ Bl ock 1
Unknown Par anet er
79.181. 2. 248 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Unaut hori zed Met hod PCBT for
185. 27. 105. 163 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ sachar / f ag, aspx B ock 1
Unaut hori zed URL Access to
68.180.228. 102 |lhited Sates 147.237.77.234|hal ag. i df . i | ww | ogi stics.atal .idf.il/tenplates/ shared usercontrol s/ headerup |Bl ock 1
per/
109. 186. 107. 104]I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
85. 65. 55. 134 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock
31.154.145. 108 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
’ . . D stributed Uhauthorized URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
80. 246.136.23 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
79.176.61.214 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
66.249.66.75  |Israel 147.237.77. 176 |nat pash. i df . i | thaut hori zed LR. Access to Bock |1
virwv cogat . i df . i 1/ engl i sh/ pages/ def aul t . aspx
] . - DO stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 (dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.109. 162. 188 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/ufi/reaction/ Bl ock 1
79.181. 2. 248 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.29.88.71 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
185. 27. 105. 163 |l srael 147. 237.72. 166 |aka. i df . i | thauthorized LR. Access to - B ock 1
wwy aka. i df . i |/ mai n/ sachar/ undef i ned
_ m ny- kosher - kravi . i _
141.212.121. 176|lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
] . . Unaut hori zed URL Access to
68.180.228. 112 |lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 1
37.26.146.150 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
207. 46. 13. 88 Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
80.246.136.23 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
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