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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
141. 255. 158. 20 Net her | ands 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 9969
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3536
202.112.51. 96 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.77. 226 wan chamat z. aka. i df . i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 64. 153  |147.237.77.74 |Uhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
, L SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
113. 240. 250. 155|147. 237. 76. 42 |Chi na refuah.idf.il ) ) - 2
deni al of service attenpt
112.196. 49. 101 |147.237.77.212]|India e. dover.idf.il ET SCAN NVAP -f -sS 1
94.102.48.195 |147.237.77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.76.31 |Netherlands nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
91.201.236. 114 |147.237.77.227 |lkrai ne e. hanez. i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187.161. 78. 136 |147.237.76. 198 |Mexi co e.yohal an.idf.il . 1
Potential Scan or Brute Force
_ . |ET SCAN Behavioral Lhusual Iy fast inbound Tel net Gonnecti ons,
187. 160. 188. 224|147.237.0. 16  [Mexi co ny- kosher -kravi .idf.il ) 1
Potential Scan or Brute Force
113. 240. 250. 155|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112.196. 49. 101 |147.237.77.212|Indi a e. dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
95.211.120.82 |147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76.86 |Netherlands navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 114 [147.237.77. 227 |Wrai ne e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 166. 247. 30 |147.237.8.14 |Mexico e.orchot.idf.il . 1
Potential Scan or Brute Force
91.201.236. 114 [147.237.77.179|Wkrai ne e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 76. 198 |Sweden e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
187.161. 78. 136 |147.237.76. 177 |Mexi co ncore.idf.il . 1
Potential Scan or Brute Force
112.196. 49. 101 |147.237.77.212|Indi a e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . | drop SaMrule drop 36
R SN retransnmit wth different .
213.8.204.36  |Israel 147. 237. 72. 156 |anan. i of . Bad TCP sequence o sonl & monitor |27
79.181.134. 237 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different monitor |25
w ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
66.249.66.39  |United Sates |147. 237.77. 234 |hal ag.i df .i | 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
46.116.126. 231 [l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
81.107.24. 154 E?';gegom 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
66.249.81.149 |lhited Sates |147.237.77.234|halag.idf.il dr op First packet isn't SYN drop 9
94.230.86.252 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning BEngine: TCP Invalid i i ssi
79.179. 150. 238 I srael 147.237.72. 167 |i shuri maka. i df .i | 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
85.130. 224.96  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Inval id finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i issi
81.218.196.91 |l srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansm ssi on Packet dropped.
213.57.138.215 |Israel 147. 237. 77. 216 |dover i df . i Bad TCP sequence STNACK retransmt with monitor |4
di fferent w ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
131. 253. 25. 186 |Wnited Sates [147. 237. 76. 200 |ei tan. aka.i df .i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249.66.61  |lnited Sates [147. 237.72. 166 |aka i df.il g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dropped.
213.57.138. 215 |[lsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TGP Invalid i i ssi
109. 160. 170. 34 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.28.171.147  |israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
94.230.86.252 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.110.84.47  |israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
reamn ine: TCP Invali i i ssi
79.181.97.241 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183. 155. 136 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
5.28.177.176 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 58 I'srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
81.218.205.19 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
185. 120. 125. 24 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
37.26.148.220 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
80. 178.203. 219 |Israel 147. 237, 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.176.32.69  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
109.66.39.42  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
149.78.42.142 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
185. 120. 126. 35 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.182.57.68 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
79.176.61.230 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 66. 164. 120 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 113 I srael 147.237.72. 167 |i shurimaka. i of . | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i ssi
185. 120. 126. 102 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
79.182. 140. 105 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
5.28.147.112  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.
169.229.3.90  |Uited Sates |147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cenent Geo-locati on i nbound dr op 2
enf or cenent
141.212. 121. 192|wnited Sates |147. 237. 77. 178 |e. nat pash. i df .| Geo- | ocati on enf or cenent Sﬁ;’olrggi:ﬁ” I nbound drop 2
31.168.2.240  |Israel 147.237.0.17 ;“I”Iy kosher-kravi . 1d o\ At ack SYN -> SYN-ACK -> Tinmeout  |reject 2
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84.94.59. 193 I sr ael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence I'nvali d ACK nunber alert

2.54.23.118 I srael 147.237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect

84.109. 128. 198 | srael 147.237.77. 243 |robi l e. i of .1 Streamng Engine: TCP Inval id finvalid segnent retransssi on. drop
Ret r ansni ssi on Packet dropped.

80. 246. 136. 147 |l srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect

185. 3. 146. 166 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

84.94.59. 193 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or

208.115. 111. 73 |Uited Sates [147. 237. 72. 166 |aka i of i Streamng Engi ne: TCP Invalid |invalid segnent retransmission. |, )
Ret r ansni ssi on Packet dropped.

58.160.58.61  |Australia 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Country‘Target Address |Site dgnature Acti on ‘Count
46. 19. 85. 144 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 17
207.241.226.41 |whited Sates 147.237.77. 216 |dover . i df . i | Mil tiple Unhauthorized URL Access from 207. 241. 226. 41 Bl ock 10
207.241.226.41 [Lnited Sates 147.237.77. 216 |dover.idf . il Dstributed PHP Att enpt Bl ock 6
176.13.14.212 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 6
31.154.164.18 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 5
2.54.10. 220 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
84.110. 84. 47 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
37.26.149.197 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
84.109. 115. 114 |lIsrael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 3
79.178.197.96  |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
147.236.38. 135 |l srael 147.237.77.233|atal .idf .i| m“;thac]’r.iisz‘i ILf; f:zcz%if)/;op_st orage Bl ock 2
46.117. 140. 182 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
176.13.4. 151 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
204.13.200.200 [lnited Sates  [147.237.77.216 [dover. i df .i | mzid?f'ti Tc: lT;;fggzgfﬂeﬁvﬁ‘fispﬁ” Bl ock 2
66. 249. 66. 16 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwwy chi nuch. aka. i df .il/404. htm B ock 2
109. 66. 51. 189 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 2
79.181. 2. 248 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
84.109. 115. 114 |l srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Uhaut horized URL Access from 84.109. 115. 114 Bl ock 2
37.142.68.73 | sr ael 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt B ock 1
113. 240. 250. 155|chi na 147.237.76.42 |refuah.idf.il %ﬂgﬁﬁgﬁgﬁ:ﬁ& - Protocol violation None 1
2.54.36.148 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
94. 200. 234. 118 g:;:;des”ab 147.237.76.86 |navy.idf.il PHP Attenpt Bl ock 1
66.249.79.98 |israel 147.237.0.34 |tikshuv.idf.il :{f;;ur:/o:geﬂ /Ln':]‘nf;c;j:/ ;e?]eral s Bl ock 1
84.111.184.168 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php Bl ock 1
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
46.116.137.92 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.181.217.70 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
107.178.194.87 |Wited Sates  |147.237.77. 216 |dover. i df . i | Distributed thauthori zed URL Access on Bl ock 1

wawy i df . i | /1133-22461- he/ dover . aspx.
Unknown Paranet er ct| 00$ct | 00$cphMai n$cphSachar $ctl 73 in

77.125.14.210 [Israel 147.237.72. 166 [aka. i df . i | v aka. i o i 1/ nai v sachar / pays] i ps. aspx None 1
. . Lhknown Paraneter hc_| ocation in
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | e = e None 1
wan aka. i df . i |/ mai n/ har edi nd gener al . aspx
www. chanat z. aka. i d ) o
213.8.174. 46 | srael 147.237.77. 226 fil Unhaut hori zed URL Access to www chamat z. aka. idf.il/xmrpc. php |B ock 1
87.69. 16. 117 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
84.109. 115. 114 |l srael 147.237.77. 170 |m@ar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/sip storage/files/7/ |B ock 1
54, 153.33.233 |[Wnited Sates 147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76. 39/ B ock 1
185. 3. 146. 166 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
79.180.189.89 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
37.142.68.73 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . i df.il/xmrpc. php Bl ock 1
116. 203. 16. 224 [India 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt Bl ock 1
2.54.44. 24 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
94. 200. 234. 118 LQ:;L”” 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/xnirpc. php Bl ock 1
68.180. 228. 112 |[Lhited Sates 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df.il/mazi B ock
84.111.184. 168 |lsrael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 181 |l srael 147.237.77.74 |lawidf.il vaw | aw i df i 1/ consol ef cor e/ doc._ngr/ doc._ ngr . asp B ock 1
; . ; Unaut hori zed URL Access to
207.241.226.41 |wited Sates 147.237.77. 216 |dover . i df .i | ww i df i |/t enpl at es/ general / pi wi k. php B ock 1
80. 246. 137.212 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
77.127.255.61 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.146.131 |[Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
107.178.194. 117|United Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df . il/defaul t.aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.66.64  |Israel 147.237.77. 170 |maar achot . i df . i | 147.237.77. 170/ 71838- he/ mmar achot . aspx B ock 1
Russi an . . Paraneter Type Mol ati on PageNumin
93.124. 10. 190 eration 147.237.77.216|dover. i df .i | v i df i 1/ 1065- en/ dover . aspx B ock 1
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