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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

141. 255. 158. 20 Net her | ands 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 4870
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3488
66. 249. 78. 79 | srael 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn drop 509
66. 249. 66. 61 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 212
83. 175. 203. 74 Spai n 147.237.76. 42 refuah.idf.il |L4 Source or Dest Port Zero drop 7
192. 3. 170. 124 Lhited Sates 147.237.76. 31 nakchal .idf.il|B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure Devi ce Action ‘Count

188. 165. 15. 98 France 147.237.0. 34 tikshuv.idf.il (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66. 249. 66. 75 147.237.72. 166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 5 147.237.72.166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
115. 209. 85. 185 |147.237.76.86 [China navy. i df.il ET SCAN Potential SSH Scan 1
189 198 1011|147 237 76.34 i co yobal an i o i1 ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
115. 209. 85. 185 |147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.8.45 |italy eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
114. 247.172. 61 |147.237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -sS w ndow 2048 1
151.11. 201. 3 147.237.8.45 |italy eetanidf.il ET SCAN NVAP -f -sS 1
95.211.120.82 |147.237.77.226|Netherlands  |waw chamat z. aka. i df .il |ET SCAN Potential SSH Scan 1
115. 209. 85. 185 |147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
95.211.120.82 |147.237. 76. 147 [Net her| ands chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
115. 209. 85. 185 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
115. 209. 85. 185 [147.237. 77. 176 |Chi na mat pash. i df .i ET SCAN Potential SSH Scan 1
62.212.73.196 |147.237.77. 243 [Net her | ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
222.186.56. 6 147. 237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
115. 209. 85. 185 [147. 237. 76. 202 |Chi na e halag idf.il ET SCAN Potential SSH Scan 1
218 26.233. 70 |147. 237 76.86 |ani na ey, i f i1 ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62.212.73.196 [147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN Potential SSH Scan 1
115. 209. 85. 185 |147. 237. 76. 148 [Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147.237.0. 33  [Sweden idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 209. 85. 185 |147.237.76.34 |Chi na yohal an. i df .i| ET SCAN Potential SSH Scan 1
176. 102. 200. 24 1147, 237.8.27 |k ai ne o radi matal i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114. 247.172. 61 |147. 237. 77. 243 |Chi na nobi | e.idf il ET SCAN NMAP -sS w ndow 3072 1
151.11. 201. 3 147.237.8.45 |italy eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
114.247.172. 61 |147.237.77. 243 |Chi na nobi | e. i df . il ET SCAN NVAP -f -sS 1
115. 209. 85. 185 |147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
95.211.120.82 |147.237. 76. 198 [Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
115. 209. 85. 185 |147. 237. 77. 226 [Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
95.211.120.82 |[147.237.8.24 |Netherlands |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
115. 209. 85. 185 |147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
222.186.56. 6 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
115. 209. 85. 185 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
62.212.73.196 [147.237.77. 216 [Net her| ands dover.idf.il ET SCAN Potential SSH Scan 1
222.186.56. 6 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
115. 209. 85. 185 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90 Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 36
213.57.141. 168 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
66.102. 9. 119 Wited Sates |147.237.77.234|halag.idf.il dr op First packet ismt SN drop 15
r eam n ine: TCP Invali i i ssi
77.126.68.43  |Israel 147.237.0.19 |nadimatal.idf.il Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
reamng Engi ne: TCP Invali i i ssi
79.176. 184. 182 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP I nval i d invalid segnent retransnissi on drop 15
Ret r ansm ssi on Packet dropped.
89.138. 163. 2 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
2.52.149. 29 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
213.8.204.36  |Israel 147.237.72. 156 |aman. i of .i Bad TCP sequence SWretransmt with different —foon o |10
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.102. 9. 16 Lhited Sates |147.237.77.234|halag.idf. il 9 =9 Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dr opped.
89.138.163.2  [Israel 147. 237.72. 166 |aka.i of . i Bad TCP sequence SINGAK retransm t with moni tor |9
di fferent w ndow scal e
84.108.98.196 |[lIsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
213.57.138.215 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SYNFACK retransmt wth moni tor (8
di fferent w ndow scal e
109. 64. 218. 145 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence noni t or
93.172. 147. 212 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
r eam n ine: TCP Invali i i ssi
109. 65. 164. 184 | srael 147. 237. 72. 166 |aka. i df . Streaming Engi ne: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
213.57.138. 215 |[lsrael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
reamng Engi ne: TCP Invali i i ssi
84.228.16.124 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.182. 219. 130 |Israel 147.237.72. 167 |i shuri maka. i of . | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
79.177.196. 161 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretransmt wih different — Jopnitor 6
w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
77.127.235.19  |israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
5. 255. 253. 188 eration 147.237. 72. 166 |aka.i df .i Ret r ansm ssi on Packet dr opped. drop 6
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.206  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
79.183. 226. 240 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP I nval i d invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
2.52.149.29 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber nonitor |6
2.52.149.29 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id sequence nunber monitor |5
103.31.34.2 Ml aysi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.52.149.29 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber aert 5
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
66.102. 9. 49 Lhited Sates |147.237.77.226 "‘i"‘l’”"ha"“tz'aka"df drop First packet ism't SN drop 4
85.64.126.100 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreaning Engine: TGP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72. 166 |aka.idf il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
2.52.149. 29 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 4
Sreanming Engine: TCP Invalid i i SSi
2.54. 30. 13 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
41.107.121.98 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
31.168. 184. 118 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
84.108.98.196 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
79.180.50.87  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
109. 64. 218. 145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 3
188. 120. 148. 158|l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |3
2.54.38. 42 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
213.57.130. 216 |[lIsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
87. 68. 39. 60 I'srael 147.237.72. 166 |aka i df .1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
84.228.82.18  |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
109. 64. 218. 145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
188. 120. 148. 190! srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
S SYN+tACXK retransmt wth .
213.57.130. 216 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence different vi ndow scal e monitor |3
Sreanming Engine: TCP Invalid i i SSi
2.54.41.1 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
77.126.68.43 |Israel 147.237.0.19 |madi matal .idf.i|Too Many of the Sane Response Code (404) in Session from77.126.68.43 |B ock 214
77.126.68.43  |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 117
84.109. 37. 140 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 8
46.121. 69. 204 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204. 13. 200. 200 [Uni ted Sates |147. 237. 77. 216 |dover . i df . i | D stri utec ll‘f;;_t;;’;gfﬂeﬁvi‘f?spzn HBock |2
79.179.11.55 |[Israel 147.237.77.216|dover .i df . i | Unaut hori zed URL Access to wawidf.il/894-he B ock 2
107.178. 194. 83 |Wi ted Sates [147. 237. 7. 216 |dover . i df . | D stri utec 1?;;}2§ggg?ﬂe%v§?isp£” Bock 2
84.94.56.141 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
208. 80. 194. 122 |Whited Sates |147.237.72. 166 |aka. i df .i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66.249.66.25 |Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/error.htm Bl ock 2
85. 64. 126. 100 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
103. 50. 81. 115 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waww idf.il/xnrpc. php Bl ock 1
84.108.98.196 |[lsrael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
77.126.24.182 |Israel 147.237.72. 166 |aka. i df . i | ﬂkmak?ri Z?ef f/rn;itb%?iﬁ;g?ﬁg?gf;‘ﬂ‘:gﬁ;? acetol der $t nAt udaBack | o 1
208. 184. 112. 74 |United Qates |147.237. 77. 206 |dover i df i1 | T TEURUEEE C Reeees on Bock |1
149. 78.58. 201 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ Bl ock 1
66.249.66.37 |lIsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
85. 65. 60. 23 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
79.178.27.210 |lsrael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
66.249.66.75 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter hc_| ocation i n ww aka. idf.il/nain/giyus/general.aspx [None 1
54.153.33.152 |Whited Sates |147.237.77.19 |lawforumidf.il |Uhauthorized URL Access to 147.237.77.19/ B ock 1
107. 178.194. 79 |Uited States |147.237. 77. 216 [dover. idf . i1 [0 o7 uted ll‘f;;_t;;’;gfﬂeﬁvi‘f?spzn Bock |1
84.108. 157. 216 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
213.8.204.36 |Israel 147.237.72. 156 [anan. i df . i | XSS - Basic 3 Bl ock 1
157.55.39. 153 [Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/hone/ defaul t. aspx B ock 1
66. 249. 66. 40 | srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ 1133- 20145- he/ dover . aspx |B ock 1
88.226.57.71  |Turkey 147.237.77.216|dover. i df .i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
204. 13. 200. 200 |Uii ted Sates [147. 237. 7. 216 |dover . i df . i | D stri uted lT;;f;ggisg?ﬂe%Vz‘fiSp;” Bl ock 1
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/sip_storage/files/9/3049.jpg |B ock 1
66. 220. 156. 105 |Lhited Sates [147.237.0.34 |ti kshuv.idf.il i;t ;g?“t()eg“;";?‘;t;?gr;egillf'ﬁe';‘;issssl o oOxG) 17 44, bg Bl ock 1
107. 178. 104. 83 | Ui ted Sates [147.237. 77. 216 |dover. i df i1 o/t MGG T LT TR acee o Bock |1
213.57.222.81 |Israel 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docld i n ww aka. i df.il/chinuch/klali/ None 1
157.55.39. 255 |Lhited Sates [147.237.77. 216 |dover.idf.i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
66.249.66. 43 |l srael 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1362- 13990- he/ dover . aspx |B ock 1
89.138.163.2 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
5.28.138.252 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
79.182.137.70 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66. 249. 78. 242 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8879- he/ r ef uah. aspx B ock 1
207.46.13.101 |Whited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw idf.il/international _training B ock 1
66. 220. 158. 120 |Wnited Sates |147.237.0.34 |ti kshuv.idf. il ﬂ?ugggrgzggl ;%_Spfgfasg‘e;foi | esf 4 si 222000 1744 pa B ock 1
85. 64. 24. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79. 176. 158. 237 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
216.218.206. 67 |Lhited Sates |147.237.0.19 |nadi matal .idf.i|Uhauthorized LRL Access to 147.237.0. 19/ B ock 1
176.13.17. 169 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.66.61 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
46.117. 140. 182 |I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
103. 50. 81. 115 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
77.92.102.34  [Turkey 147.237.77.216|dover.i df .i | D stributed Unaut hori zed LRL Access on v i df.il/anan B ock 1
109. 186. 160. 55 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.177. 196. 161 |1 sr ael 147.237.76.42 |refuah.idf.il ?;t ;isgf‘t?g_dlggu;lhg;ﬁ;de dL/’?‘e :e‘icissss on Bl ock 1
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