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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Signature

Attacker
Country

167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3337
66. 249. 64. 181 I srael 147.237.77.74 lawi of il I;]; handshake viol ation, first packet mot |, 1249
149. 88. 142. 57 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 67
190. 189. 249. 156 Argentina 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 42
134.147. 203. 115 Cer many 147.237. 76. 34 yohal an.idf.il B ock Np Al _Net drop 2
10.0.0.3 147.237.72. 166 aka.idf.il Invalid TP H ags dr op 1
202.112. 51. 96 Chi na 147.237.0.17 mm-kosher-kravi L1y ock-sp-traf1 dr op 1

64. 246. 161. 190 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237. 76. 31 nakchal .idf.il bl ock-sp-traf1 drop 1
202.112.51. 96 Chi na 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
104. 233. 78. 45 147.237. 76. 39 nobi | e. nei tav.idf.il B ock_Udp Al _Nets dr op 1




12-05-2015-10:04:07 to 12-05-2015-11:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount
68. 64.161. 3 Lhited Sates 147.237.77.216  |dover.idf.i| [Cl000108: HITP. Trying to | ocate existing FO<editor B ock 36
68.64.161. 3 Lhited Sates 147.237.77.216 |dover.idf.il |0854: HITP. upl oad* Access B ock 12
203.87.119.8 Australia 147.237.77. 216 dover.idf.il |C008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 1 147.237.72.166  |Wnited Sates akaidf.il ET SCAN NVAP -sA (2) 2
81. 212. 109. 229 147. 237.76. 177 Tur key ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 156 Chi na aman.idf.il ET SCAN Potential SSH Scan 1
81.212.109. 229 147.237.76. 38 Tur key eeneitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 24 Chi na elifestyle idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.0.33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.212.109. 229 147.237.0.15 Tur key kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 147.237.77. 233 Chi na atal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
62.212.73. 196 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN Potential SSH Scan 1
37.143. 82. 50 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
120. 26. 205. 111 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
120. 26. 205. 111 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
120. 26. 205. 111 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan. aka.idf.il ET SCAN Potential SSH Scan 1
91. 218. 246. 103 147. 237. 8. 50 Russi an Federation e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
81.212. 109. 229 147. 237.76. 199 Tur key e.nakchal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 166 Chi na aka.idf.il ET SCAN Potential SSH Scan 1
81.212. 109. 229 147. 237.76. 42 Tur key refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
81.212.109. 229 147.237.0.33 Tur key idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 16 Chi na ny- kosher -kravi . i df i ET SCAN Potential SSH Scan 1
37.143. 82. 50 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 3072 1
120. 26. 205. 111 147.237.0.35 Chi na akaws. i df il ET SCAN Potential SSH Scan 1
62.212.73. 196 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.143. 82. 50 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
120. 26. 205. 111 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 227 Chi na e hamaz.idf.il ET SCAN Potential SSH Scan 1
120. 26. 205. 111 147.237.0. 17 Chi na m ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.8. 27 Net her | ands e.madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
81.212.109. 229 147. 237.77. 216 Tur key dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 30 Chi na hi mush. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
190. 189. 249. 156 |Argenti na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 22
. s SYNtACK retransmt with .
190. 189. 249. 156 |Argenti na 147. 237. 77. 216 |dover.idf .i Bad TCP sequence di fferent vi ndow scal & nmoni t or 18
190. 189. 249. 156|Argenti na 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 12
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber nonitor |8
84.94.161.14  [israel 147.237.0.16 |- Kosher-kravi-idl dpad ToP sequence SN retransmt with i fferent monitor (8
il W ndow scal e
46. 19. 86. 117 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
82.81.14.58 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 60 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TP Invalid i i ssi
109. 64.18.130 |Israel 147.237.72. 166 |aka i f .1 g =g Invalid segnent retransmssion. . 6
Ret r ansmi ssi on Packet dropped.
84.228.145.35 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different —fonior |
W ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber alert 6
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
94. 230. 86. 153 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |4
213.57.137.185 |[Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 4
213.57.137.185 |Israel 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYNACK -> Tineout |reject 4
. . SYNPACXK retransmt wth .
213.57.137. 185 |[Israel 147.237.72. 166 |aka.i df il Bad TCP sequence different w ndow scal e nonitor |4
Sreaning Engine: TQP Invalid i i SSi
84.108. 206. 116 |Israel 147.237.76. 200 |ei tan. aka. i of . g =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.
64.246.161.190 [Lhited Sates |147. 237. 77. 216 |dover. i of .i Header Rejection rgzgitrq ection pattern found in oo |
212.143.142.57 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreamng Engine: TP Invalid i i ssi
79.183.192. 148 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 60 I srael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |3
79.176.132.69 |Israel 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYNACK -> Tineout |[reject 3
185. 3. 144. 54 | srael 147.237.77. 170 |n@ar achot . i df . i | Bad TCP sequence Invalid sequence nunber noni t or 3
46. 19. 85. 60 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
37.142.201. 228 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber monitor |3
Sreamng Engine: TP Invalid i i ssi
84.228.137.192 | srael 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
79.176. 132. 69 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
Sreamng Engine: TP Invalid i i ssi
87.68.46.218  |Israel 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.177.217.90 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
77.125.99.210 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
Russi an L Sreamng Engine: TCP Invalid |invalid segnent retransnssi on.
5. 255. 253. 188 er ot on 147.237. 72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreamng Engine: TP Invalid i i ssi
77.125.151.41  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.176.132.69 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
169.229.3.90  |[Wiited Sates |147.237.76.44 |e.refuah.idf.il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
46. 19. 86. 125 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
141.212.121. 192|wnited Sates  |147. 237. 76. 196 |e. sviva.i df . i | Geo- | ocati on enf or cenent i?olr ggi'nton I nbound drop 2
Sreaming Engine: TCP Invalid i i ssi
68.180.228. 112 |lhited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. . 2
Ret ransmi ssi on Packet dr opped.
37.142.201. 228 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber alert 2
176.12. 147. 196 |l srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d AGK nunber aert 2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.98  |Wited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. | 2
Ret ransmi ssi on Packet dropped.
141.212.121. 192|Wnited Sates  |147.237.77. 121 |e. navy. i df .il Geo-1 ocati on enf or cenent S;]?O'r ng:;n?n I nbound drop 2
5.22.131. 165 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber monitor 2
176. 12. 147. 196 |Israel 147.237.77. 243 |nobi le.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
195. 154. 227. 118|France 147.237.77. 216 |dover.idf .il drop SAMrul e drop 2
169.229.3.90  |Wited Sates |147.237.72.217|eidf.il Geo-| ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
169.229.3.90  |[Whited Sates |147.237. 76. 199 |e. nakchal . df . Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
185. 3. 146. 227 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 160. 254. 16 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 41
68. 64.161. 3 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Wnaut hori zed URL Access from 68. 64. 161. 3 Bl ock 31
176.13. 4. 68 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code Bl ock 14
149.78.58.201 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ Bl ock
176. 13. 4. 68 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock
46.19. 85. 20 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock
m ny- kosher - kravi . i
46. 19. 85. 206 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 4
109. 64. 128. 49  |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 4
68. 64. 161. 3 Lhited Sates |[147.237.77.216|dover.idf.il D stributed PHP A tenpt Bl ock 4
37.26.149.221 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.54. 240 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
m ny- kosher - kravi . i _ .
176.13.8.9 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 2
84.109.17.205 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
82.81.14.58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
] . . O stributed Uhaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216 (dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
176.13.13.180 [Israel 147.237.72. 166 |aka. i df . i | Lnknown Paranet er ct| 00Sct| 00Scphii nScphSachar $ctl 25 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
68.64.161.3 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Admin B ocking from 68.64.161. 3 Bl ock 1
66. 249. 66. 40 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx |B ock 1
2.54.180. 74 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
84.228.145.35 |lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 1
176. 228. 188. 214/l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
79.177.155.113 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | win cogat . i df i | /usef ul i nformat i on/i dkoni mi pages/ sckj ksdcf ksdshi t |B ock 1
j fsl.aspx
] . ; D stributed Lhaut hori zed URL Access on
107.178.194.87 |[lhited Sates [147.237.77.216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
-kosher -kravi . i df. i
84.94.161.14  |israel 147.237.0.16 |V Wnaut hori zed URL Access to . . B ock 1
il wan ny- kosher -kravi . i df . il /tenpl ates/| ogi /| ogi n. aspx
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
212.116.187. 166 srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ sachar/ r equest paysl i pexpl anat i on. aspx None !
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 37 in
176.13.13.180 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / mai i/ sachar / paysl i ps. aspx None 1
. . D stributed Lhaut hori zed URL Access on
66.249.66.43  |Israel 147.237.77. 216 |dover . i df . il 147. 237, 77. 216/ 1065- he/ dover . aspx B ock 1
5. 255. 253. 151 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs S A tack None 1
85. 65. 149. 70 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.il/anan B ock 1
79.179.53.247 |[israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
196.206.22.5  |Morocco 147.237.77. 176 |nat pash. i df . i | PHP At tenpt B ock 1
66.249. 67.243 [Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/sites/resources/ chi nuch B ock 1
Unknown Par anet er
109. 64.18.130 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct |59 in
46.120.156.80 |Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i | / nai i/ sachar/ paysl i ps. aspx None 1
84.108. 157. 216 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
213. 8. 204. 20 I srael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt Bl ock 1
176.13.13.180 [Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00$cphi nScphSachar $ct 1 95 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
68. 64.161. 3 Lhited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wwnidf.il/fck/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.67  |Israel 147.237. 77. 170 [m@ar achot . i df . i | 147. 237, 77. 170/ 71861- he/ nmar achot . aspx Bl ock 1
- . URL is Above Root Directory
149.202. 47. 181 |Ger many 147.237.77. 216 [dover . i df . i | vwwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js Bl ock !
23.254.243.17 |lnited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code Bl ock 1
85.250.0.75 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/bamachane/ Bl ock 1
79.181. 104. 221 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
196. 206. 22. 5 Mbr occo 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnirpc. php Bl ock 1
66.249.78.236  |Israel 147.237.76.42 |refuah.idf.il Distributed Unauthorized URL Access on 147.237.76. 42/ robots. txt Bl ock 1
66.220. 156. 103 |Lhited Sates [147.237.72.166|aka.idf .il Untraceabl e S3. Sessions: sigal gs S At ack None 1
213. 8. 204. 20 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 213. 8. 204. 20 Bl ock 1
84.108. 212. 201 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
m ny- kosher - kravi . i ' i
176.13.23. 146 |Israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
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