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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3390
204. 42. 253. 132 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock_Udp Al _Nets dr op 1
204. 42. 253. 132 Lhited Sates 147.237. 76. 198 e.yohalan.idf.il |Bock Wdp All Nets drop 1
204. 42, 253. 132 Lhited Sates 147. 237. 76. 202 e halag.idf.il B ock Up Al Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount
113. 67. 169. 128 Chi na 147.237.77.216  |dover.idf.i| [Cl000108: HITP. Trying to | ocate existing FO<editor B ock 36
113. 67. 169. 128 Chi na 147.237.77.216 |dover.idf.il |0854: HITP. upl oad* Access B ock 11
136. 243.73. 82 Ger many 147.237.77.216 |dover.idf. il [Cl000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
113. 240. 250. 155(147. 237. 77. 235 |Chi na sviva.idf.il . . - 2
deni al of service attenpt
116.121.137.5 |147.237.76. 39 Okfrea’ RepUbl i€ | ki e mei tav. i df i [ET SCAN NVAP - sS wi ndow 3072 1
113. 240. 250. 155|147. 237. 77. 235 [Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
62.212.73.196 |147.237.76. 198 [Net her | ands e.yohalan.idf.il |[ET SCAN Potential SSH Scan 1
62.212.73.196 |147.237.76. 148 |Net her | ands gqcenter. aka.idf.il [ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.0.34 |Ger many tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
204.151. 10. 118 |147.237.77.212|lnited Sates |e. dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
204.151.10. 118 |147.237.77.212|lhited Sates |e dover.idf.il ET SCAN NVAP -f -sS 1
116.121.137.5 |147.237.76.39 ok‘f’rea Republic | il meitav.idh.i|[ET SCAN NVAP - sS wi ndow 4096 1
97.105.43.174 |147.237.77.170|thited Sates  |nmarachot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.212.73.196 |147.237.76. 197 |Net her | ands e. himush. i df il ET SCAN Potential SSH Scan 1
62.212.73.196 |147.237.0.35 |Netherlands akaws. i df . i ET SCAN Potential SSH Scan 1
204.151. 10. 118 |147.237.77.212|lhited Sates |e. dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i df .i | drop SAMrul e drop 32
185.19. 220, 105 [FAestinian Termitoyl \7 537 77, 216 |dover. i df il drop First packet ism't SWN drop 7
Qccupi ed
185. 19. 220. 105 g";'cisgi'géa” Tertitoy 147 237. 77. 176 |nat pash. i of . | drop First packet ism't SWN dr op 6
109. 186. 63. 6 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
167.114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.28.230.202 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
93.172.42.112 |lIsrael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
213.57.130. 102 |israel 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 4
S reamng Engi ne: TCP i i ssi
37.142.96.27  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
Iran, Islanmic . . .
2.184.111. 116 Republ i ¢ of 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
S reamng Engi ne: TCP i i ssi
79.180.6.226  |Israel 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
185. 3. 144. 34 I sr ael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
reamng BEngi ne: T i i ssi
84.228. 149. 232 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
reamn ine: T i i ssi
77.125.72.78  |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
109. 66. 151. 242 |l srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dr opped.
37.26.149.204 |Israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence Invalid ACK nunber monitor |3
5.102. 254. 15 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d AGK nunber nonitor |3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
185.3.144.101 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng BEngi ne: TCP i i ssi
77.125.150. 222 | srael 147.237. 72. 167 |i shuri maka i df .| mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.
reamng BEngi ne: T i i ssi
109. 67.30.125 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
Iran, Islamc s .
81. 28. 37. 147 Republ i ¢ of 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 3
213.57.129. 222 |israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 3
S reaning Engi ne: TCP i i ssi
37.46.35.34 I'srael 147. 237. 72. 166 |aka. i df . mng tngine. 1 Invalid segnent retransmssion. |, 3
Invalid Retransnission Packet dr opped.
Iran, Islamc R . )
81. 28. 37. 147 Republ i ¢ of 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber nonitor |3
213.57.129. 222 |israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout |reject 3
S reaning Engi ne: TCP i i ssi
223. 207. 248. 189 |Thai I and 147.237.72. 166 |aka.i df . i mng thgine. Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
82.137.166. 102 |Russian Federation |147.237.72. 166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dr opped.
213.57.129. 222 | srael 147.237. 72. 156 |anan. i of . i Bad TCP sequence STNFACK retransmt with moni tor (3
di fferent w ndow scal e
46. 19. 85. 148 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
S reanming Engi ne: TCP i issi
109.64.1. 144  |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dr opped.
37.142.68.110 [Israel 147.237.76. 42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.146.216 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
141. 212. 121. 192|Wnited Sates 147.237.72. 217 |e.idf i1 Geo- | ocation enforcenent |0 ! ocation inbound drop 2
enf or cenent
S reamng Engi ne: TCP i i ssi
87.69.63.182  |Israel 147. 237.72. 166 |aka. i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dr opped.
37.26.149.204 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence alert 2
176. 65. 14. 140 glcisgi'géa” Territo 147 237. 77. 216 |dover. i . i1 drop First packet isn't SIN drop 2
212.28.230. 202 |Lebanon 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
8.37.227.81 Anonynous Proxy |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state nonitor |2
153.92. 127. 143 |Ger many 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 2
37.26.149.204 |lIsrael 147. 237. 72. 156 |anan. i of .i Bad TCP sequence monitor |2
212.116. 187. 166|I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni tor |1
5.29.219.21 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212. 122. 145|Wnited Sates 147. 237, 77. 121 |e. navy. i of . i Geo-l ocation enforcement  |C0-!ocation inbound drop 1
enf or cenent
46. 43.76. 12 glcisgi'géa” Territoy 147 237. 77. 216 |dover. i . i1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
113. 67. 169. 128 |China 147. 237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 1
209. 126. 116. 147|Wi ted Sates 147.237.0.200 |rdu.idf.il Geo- | ocation enforcenent |0 ! ocation inbound drop 1
enf or cenent
46.19.85.200  |[israel 147.237.77. 226 "} chanatz. aka.idf |ga4 TOP sequence Inval i d ACK nunber moni tor |1
195. 154. 146. 225|Fr ance 147.237.77. 216 |dover.idf.il dr op SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
113. 67. 169. 128 |Chi na 147.237.77.216|dover. i df . i | Mil tiple Unauthorized URL Access from 113. 67. 169. 128 B ock 25
m ny- kosher - kravi . i
176.13.8.9 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 4
79.183. 96. 82 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 3
113.67.169. 128 |Chi na 147.237.77.216|dover. i df .i | PHP At tenpt B ock 3
176.13. 4. 68 I srael 147.237.0.19 |[madimatal .idf.il Suspi ci ous Response Code B ock 3
109. 66. 207. 213 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
: . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  [147.237.77.216 |dover. i df . il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 2
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm Bl ock 2
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  [147.237.77.216 |dover.idf . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
216.218.206.68 [Lnited Sates [147.237.77.216|dover.idf .il D stributed Wauthori zed URL Access on 147.237.77. 216/ B ock
197.37.37.121  |Egypt 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP A tenpt Bl ock
. . Unhknown Paraneter hc_l ocation in
66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | v aka. i df i |/ mai v g yus/ bookl et s. aspx None 1
113. 67. 169. 128 |Chi na 147.237.77.216|dover.idf . il Lhaut hori zed LRL Access to waw idf.il/fck/ Bl ock
37.238.28.6 Iraq 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wwidf.il/qgar/ B ock
93.172.156. 134 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
77.127.91. 84 I srael 147.237.72. 166 |aka. i df . i | i aka, i df i1/ nai v/ sachar/ undef i ned B ock 1
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates  [147.237.77.216 [dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
113. 67. 169. 128 |Chi na 147.237.77.216|dover.i df .i | Adnin B ocki ng B ock 1
. . Unaut hori zed URL Access to
80.187.98.140  [Ger many 147.237.77. 216 [dover . i df . i | wa i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
197.37.37.121 |Egypt 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/xnirpc. php B ock 1
. . Unhknown Paraneter hc_l ocation in
66. 249. 66. 75 I srael 147.237.72. 166 |aka. i df . i | wiww aka. i o . i |/ nai i/ gj yus/ general . aspx None 1
. . . Uhaut hori zed URL Access to
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | v aka, i o i1/ portal il ui it enpl @s/ hone. asp B ock 1
. . . . Mil tipl e Uhtraceabl e SSL Sessi ons from 113. 240. 250. 155
113. 240. 250. 155|Chi na 147.237.77.235|sviva. i df . il (Protocol viol ation (SS. COW QLI ENT FELLO)) None 1
. . SS. Whtraceabl e Gonnection - Protocol violation
93.173.226.34 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
77.237.154. 221 |Czech Republic |147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to / B ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216 |dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover.idf . il 147.237. 7. 216/ 1133- he/ dover . aspx B ock 1
180. 76. 15. 158  |Chi na 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
113. 67.169. 128 |Chi na 147.237.77.216|dover.i df .i | Mil tipl e Adnmin Bl ocking from113. 67.169. 128 B ock 1
5. 28. 147. 100 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
84.111.41.234 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . D stributed Uhauthori zed URL Access on
66.249.67.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Lhknown Paraneter Q@D in wwn aka. i df.il/giyus/ general / None 1
. . . . S3. Whtraceabl e Gnnection - Protocol violation
113. 240. 250. 155|Chi na 147.237.77.235|sviva. i df . il (SSL CONN LI ENT HELLO) None 1
79.177.19.26  |israel 147.237.77. 216 |dover . i df . i | thaut hor | zed URL Access to B ock 1
v i df . i1/ resourcel userfol | ow esour cel creat e/
} . . D stributed Uhauthori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
185. 3. 144. 101 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unauthori zed URL Access from 185. 3. 144. 101 Bl ock 1
. . Uhaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 17032- he/ dover . aspx B ock 1
31.13.102.107 |[ireland 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/qar/ Bl ock 1
85. 140. 7. 61 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wwidf.il/idf/english/ B ock 1
207.241.226.41 |lLhited Sates  [147.237.76.30 |hi nush.idf.il Ostributed PHP Attenpt Bl ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 Bl ock
. . . Uhaut hori zed URL Access to
114.98.232.198 |China 147.237.77. 176 |nat pash. idf.il Wi cogat . i df . i | /894- he/ cogat . aspx/ t r ackback/ Bl ock !
79.177.98.111 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
213.57.42.252 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185. 3. 144,101 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/val tam Bl ock 1
37.142.109. 114 |lsrael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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