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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3565
222.186.21. 75 Chi na 147.237. 76. 148 ggcenter.aka. idf.il |JLM Under Attack _Con Htp dr op 2
202.112.51. 96 Chi na 147.237.77. 176 nat pash. i df . il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 12 147.237.77.170|Whited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
122.114.17.100 |147.237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 2
138.121.34.52 |147.237.0.15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
122.114.17.100 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
31.148.219.86 [147.237. 77. 243 |Net her| ands nobi | e.idf il ET SCAN Potential SSH Scan 1
208. 69. 30. 8 147.237.77.243|hited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220(147. 237. 76. 176 |Sweden test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
189, 220,51 154 |147. 237 77. 234 | co bl ag. i df i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
122.114.17.100 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.8.14 |Ger nany e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
209.126. 116. 147(147.237.0.35 [lLhited Sates [akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201 173.220.93 |147. 237 72. 14 |vexii co dover. it i1 (ol d) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193. 105. 134. 220|147. 237. 77. 212 |Sweden e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 76. 39 [Sweden nobi le.neitav.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
66.102. 9. 81 Lhited Sates 147.237.77. 233 |ata .idf.il drop Frst packet isn't SYN drop 11
Sreaning Engine: TGP Invalid i i ssi
99.237.83.191 |Canada 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. . 8
Ret r ansmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop First packet isn't SW drop 7
Sreaming Engine: TCP Invalid i i ssi
2.54.16. 76 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
85.65.48.124 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt with different monitor |5
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.18.51. 47 Russi an 147.237.76.196 |e.svivaidf.il  [Geo-1 ocation enfor cement Geo-I ocati on i nbound drop 4
Federati on enf or cenent
Sreaning Engine: TCP Invalid i i ssi
109. 66. 179. 115 |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an L Streaning Engine: TCP Invalid |invalid segment retransmission.
5.255.253.188 - .o - 147.237.72. 166 |aka. i df .i Ret r ansmi ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
77.126.29.35  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
2.54.154. 21 I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransmission. | op 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.159.152  |israel 147.237.72. 166 |aka i f . i1 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
121.6.194.195 |9 ngapore 147.237. 77. 216 |dover.idf .i | SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 2
121.6.194.195 |S ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
121.6.194.195 |9 ngapore 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 2
Sreaning Engine: TGP Invalid i i ssi
66.249.75.94  |Uited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dropped.
41.105. 106. 67 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
121.6.194.195 |9 ngapore 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
199.30.25.7  |wited Sates  |147. 237. 76. 200 [ei tan. aka i df .i 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
121.6.194.195 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 2
84.228.54. 10 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
46.117.234.33  [Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
87.69. 124. 80 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 1
74.82. 47.59 Lhited Sates  [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.153.186.23 [Romani a 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122.64 |Wited Sates [|147.237.76.30 |hinush.idf.il dr op SAMrul e drop 1
85. 64. 150. 67 I srael 147.237.72.167 |ishurimaka.idf .il |Bad TCP sequence Inval i d ACGK nunber alert 1
184.105.139.84 |Wited Sates |147.237.72.167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5. 255. 253. 188 RJSIS::t”ion 147. 237. 72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.121. 176|Wited Sates  |147.237.77. 121 |e. navy. i df .1 Geo- | ocati on enf or cenment i?;;lrggilmon I nbound drop 1
87.69. 124. 80 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122. 77 |wited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
85. 64. 150. 67 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
195.62.53. 168  |SSian 147.237.76.197 le.himsh.idf.il  [Geo-1 ocation enf or cement Geo-I ocati on i nbound drop 1
Federati on enf or cenent
141.212.121. 186|lhited Sates 147.237. 76. 148 |gocent er. aka. i df . i |dr op drop 1
79.180.136.34 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.78 |Uhited Sates  [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.11 Wited Sates |147.237.77.205|prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37. 46. 39. 250 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 121. 187|Uhited Sates 147.237. 76. 148 |gocent er. aka. i of . i |dr op drop 1
99.237.83.191 |Canada 147.237.76.200eitan. aka.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 133. 248 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 85. 211 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
86. 123. 240. 150 |Ronmani a 147.237.77. 216 |dover.idf.il dr op SAMrule drop 1
74.82.47.12 Lhited Sates |147.237.76.44 |e.refuahicf.il  |Geo-1ocation enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
209. 126. 116. 147|Uhited Sates  |147.237.72.14 |dover.idf.il (o d) |drop SAMrule drop
37.153.186.23 [Romani a 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 1
141.212.121. 191|wited Sates  |147.237.77. 121 |e. navy.i of . i Geo- | ocati on enf or cenment Sﬁ?olrggi:f” I nbound drop 1
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|Top Attackers In V\AF|

At acker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Gountry Action
99.237.83.191 |Canada 147.237.76. 200 |ei t an. aka. i df . i [[]2° My of the Sane Response Code (404) in Session from Bl ock 56
99. 237. 83. 191
. - . Distributed Uhaut hori zed URL Access on
208.184.112.75 |Wited States |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
66.249.66.25 |Israel 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wawidf.il/error. htm Bl ock
72.9.148.10 Wited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to ww navy. i df . il/994-8613- he/ navy. aspx. aspx |B ock
. . . Distributed Uhaut hori zed URL Access on
208.184.112.74 |Lhited States [147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df.il/1134- he/ dover. aspx Bl ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | wwwy i df . i1/ engl i sh/ announcenent s/ 2002/ may/ bet hl ehen®. st m B ock 1
target="_hl ank
82.160.134.5 |Pol and 147.237.77. 170 |maar achot . i df . i [|Unaut hori zed URL Access to nmaarachot . i df. il /wp/ wp- admi n/ B ock 1
66. 249. 66. 126 |l srael 147.237.77. 170 |m@ar achot . i df . i [{Unaut hori zed URL Access to 147.237.77. 170/ 71919- he/ maar achot . aspx  [B ock
) - . D stributed Whaut horized URL Access on
107.178.194. 83 |Lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf .il Paranet er Type M ol ati on PageNumin vww i df . i|/1158- he/ dover. aspx B ock 1
197.37.37.121 |Egypt 147.237.76.30 |hi nush.idf.il PHP Attenpt B ock 1
85. 25. 236. 165 |Ger many 147.237.77. 170 [maar achot . i df . i [|Unaut hori zed URL Access to naarachot . i df . il/wor dpress/ wp- adm n/ B ock 1
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76.42/sip_storagel/ fil es/9/2349.jpg |B ock 1
) . . Distributed Lhaut hori zed URL Access on
107.178.194. 83 |Lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
68. 180.230. 29 [Lhited States |147.237.77.176|mat pash.idf.il |Paraneter Type Miol ation PageNumin wuu cogat.idf . il/1038-he/ cogat.aspx |B ock
66. 249. 66. 43 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
197.37.37.121 |Egypt 147.237.76.30 |hinush.idf.il Lhaut hori zed URL Access to ww chi nush. atal .idf.il/xnrpc. php B ock 1
85. 65. 48, 124 | sragl 147.237.72. 166 |aka. i df . i | Mil tiple Fullwdth/Hal fw dth Lhi code Encoding on UR/ Paraneter(+) from B ock 1
85. 65. 48. 124
66.249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ sip_storage/ fil es/ 7/2277.jpg |B ock 1
. - . Distributed Uhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.66.75 |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/minmai n/gi yus/ general . aspx Bl ock 1
99.237.83.191 [Canada 147.237.76.200|ei t an. aka. i df . i I|Too Many 404: Response Code per Session B ock
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock
. . . O stributed Uhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. Bl ock 1
79.170. 44. 126 l}gi“rf;c?om 147.237.77. 170 |n@ar achot . i df . i ||Unaut hori zed URL Access to maarachot . i df . il /wp-adnin/ B ock 1
66.249.66.78 |l srael 147. 237.72. 166 |aka. i df . i | thaut hori zed URL Access to Bl ock 1
ww aka. i df . i | / nobi | e/ nai n/ gi yus/ gener al . aspx
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