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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3434
66. 249. 64. 165 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 202
202.112.51. 96 Chi na 147.237.76. 30 hinush.idf.il |bl ock-sp-trafl drop 1
84.244.21.221 Russi an Federation 147. 237. 76. 197 e hinush.idf.il [Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

69. 30. 215. 122 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

46.228.207. 18 |147. 237. 76. 148 |Ger many gacent er. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 5
46.228.207.18 |[147.237. 76. 198 |Ger many e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
46.228.207. 18 |147.237.76. 44 |Ger many e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
46.228.207.18 |[147.237.76.39 |Ger many nobi | e.neitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 4
46.228.207. 18 |[147. 237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
46.228.207. 18 |147.237.76.38 |Ger many eeneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
46.228.207.18 |147.237.76.34 |Ger many yohal an. i df.il ET SCAN Potential VNC Scan 5900- 5920 3
46.228.207.18 |[147.237.76.30 |Ger many hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 3
46. 228. 207. 18 |147. 237. 76. 196 |Ger many e svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 3
46.228.207.18 |[147.237. 76. 176 |Ger many test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 3
46.228.207. 18 |147.237. 76. 147 |Ger many chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 3
46.228.207. 18 |147.237.76.42 |Ger many refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66.249. 66. 75 [147.237.72.166|lhited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
46.228.207.18 |[147.237.77.19 |Ger many | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207. 18 |[147.237.76.31 |Ger many nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147. 237.76. 201 |Ger many e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |[147.237.0.35 |Ger many akavs. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207. 18 |147. 237. 76. 199 |Ger many e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237.0.19 |Ger many nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.228.207.18 |[147.237. 76. 197 |Ger many e. hinush. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
46,63 153 251 147 237 8 28 |FUSSI@N o robi | e ke, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
46.228.207.18 |[147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
81.169. 251. 74 |147.237.8.24 |Ger many elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.228.207. 18 |147.237. 77. 235 |Ger many sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207. 18 |[147. 237. 76. 202 |Ger many e halagidf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |[147.237.0.33 |Ger many idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |[147.237.0.16 |Ger many ny-kosher-kravi.idf.il [ET SCAN Potential VWNC Scan 5900- 5920 1
208.69.31.46 |[147.237.76.38 |lLnited Sates eenetav.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 |147.237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 42
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
VWb Server Enforcenent HTTP Deni
207.241.229.97 |wited Sates |147.237.72. 166 |aka i df.il , Ve Servers S ow Cenial of o oot 13
Miolation Service
Sreamng Engine: TCP Invalid i i ssi
66.249.66.39  |Uited Sates  |147.237.77. 234 |halag.idf il 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
75.121.125.96 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
: sl SN retransmit wth different .
206.253.226.22 |Wnited Sates [147.237.77.74 [lawidf.il Bad TCP sequence wi ndow scal e nonitor |4
Russi an . . . Geo- | ocat i on i nbound
37.18. 51. 250 : 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent drop 4
Federati on enf or cenent
5.29.51. 139 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 3
206.253.226.22 |wited Sates  [147.237.76.86 |navy.idf.il Bad TCP sequence SN retransmt wth different monitor |2
wi ndow scal e
77.237.138.51 |Czech Republic |147.237.77.178 e matpash.idf.il  |Geo-1 ocation enf or cenent gﬁ?;'rzgi'nfn t nbound drop 2
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61 |ited Sates |147.237.72. 166 |aka i cf.il 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
5.29.51.139 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
206.253.226.22 [Uited Sates  [147.237.77.170 |marachot.idf.il  |Bad TOP sequence SiNretransmt wth different monitor |2
w ndow scal e
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
37.46.39.11 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
206.253.226.22 |Uited Sates  [147.237.77. 233 atal i df. il Bad TCP sequence SNretransmt with different monitor |2
w ndow scal e
206. 253.226. 22 [Uited Sates  [147. 237. 72. 156 [anan.i of . Bad TCP sequence StNretransmt with i fferent moni tor |2
w ndow scal e
5. 255. 253. 188 R‘SIS::I”im 147. 237. 72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
207.241.229.97 [Uited Sates  [147.237.72. 166 |aka i df .i Bad TCP sequence SINAK retransmt with different | oo |
w ndow scal e
184. 105. 247. 248|Uhited Sates  [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
138.32.168.53  [Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST alert
50.87.144.145 |wnited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
216.218.206.86 |Lhited Sates |147.237.0.200 |du.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122.75 |thited Sates |147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.255.253. 188 |8 an 147. 237.72. 166 |aka. i f . Bad TCP sequence SINAK retransmt with different | oo |1
Federati on w ndow scal e
Russi an ) e . Geo- | ocati on i nbound
195. 62. 53. 168 e ot i on 147.237.8.27 |e.nadimatal.idf.il|Geo-| ocati on enf or cenent enf o cenent drop 1
138.32.168.53  |Norway 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.92 |United Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.54.83.214 |wnited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
141.212.121. 185|thited Sates  [147.237.0.35 |akaws.idf.il drop drop 1
216.218. 206. 106|thited Sates |147.237.8.24 |elifestyle.idf.il |Geo-1ocation enfor cenent Sﬁfolrggﬁ;ton  nbound drop 1
109. 186. 144. 109|I srael 147.237.77. 170 |na@ar achot . i of . i | Bad TCP sequence Invalid ACK nunber noni t or 1
209.126. 116. 147|lhited Sates  |147.237.76. 177 |ncore.idf .il drop SAMrul e drop 1
141.212.121. 186|thited Sates  |147.237.0.35 |akaws.idf.il drop drop 1
74.82.47. 27 Whited Sates  [147.237.77. 243 |nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 106|Lnited Sates [147.237.76.200|eitan. aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 211|Wited Sates  |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent gﬁ?olrggi:mo” i nbound drop 1
124.13.27. 18 Ml aysi a 147.237.77. 216 |dover.idf.il Header RE] ection rggﬁitrej ection pattern found in noni t or 1
141.212.122.74 |thited Sates  |147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.56 Lhited Sates [147.237.76.39 |mobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.118. 155. 216 |Wkrai ne 147. 237. 76. 147 |chi nuch. aka. i df . i|[Mil ti pl e Unhaut hori zed URL Access from 46. 118. 155. 216 B ock 3
] . . D stributed Unhaut hori zed LRL Access on
208.184.112.75 |lWited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
176. 13. 2. 149 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
46.118. 155. 216 |Wkrai ne 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock
] . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
124.13.27.18 Mil aysi a 147.237.77.216|dover. i df . il eMii | Hoardi ng B ock 1
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 242 B ock 1
. . Unaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 20315- he/ dover . aspx Bl ock 1
46.118. 155. 216 |lkrai ne 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed UR. Access to waw chi nuch. aka. i df .il/xnrpc. php B ock 1
] . . D stributed Unaut hori zed LRL Access on
199. 16. 156. 124 |Uited Sates [147.237.77.216|dover.idf.il vowei i /i p storagelfiles/ 7/ si ze220x0/ 17467 | pg Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249.66. 72 |srael 147.237.77. 176 |t pash. i df . i | v cogat . i df . i | /useful i nfornati on/i dkoni ni pages/ f sf g. aspx B ock !
66.220. 156. 122 |Wited Sates [147.237.72.166|aka.idf.il SIS Untraceabl e QGonnection - sigal gs DoS Attack None 1
141.212.122. 64 |lnited Sates |147.237.77.235|sviva.idf.il Mal formed URL proxytest. zmap. i o: 80 B ock 1
82.166.228.10 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/brothers/skira/defaul t.asp |B ock 1
. . Uhaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1153- 14220- he/ dover . aspx Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il O stributed PHP At tenpt B ock 1
’ . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
113. 176. 180. 115\ et nam 147.237.77.74 |lawidf .il Ostributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249.67. 142 |Israel 147.237.76.42 |refuah. i df.il 147, 237.76. 42/ si p storage/ fi| es/ 3/ si ze100x0/ 2973. | pg Bock |1
: ; ; D stributed Unaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 66. 28 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 28 B ock 1
5. 255. 253, 151 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS At ack None 1
. . D stributed Unaut hori zed LRL Access on
90. 149. 67. 73 Nor way 147.237.77.216|dover.i df . il v i i |/ 894- en/ i dff gdover . aspx Bl ock 1
. . Unknown Paraneter hc_|location in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | vw aka. i df . i |/ rai v har edi i gener al . aspx None 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il D stributed Unhaut hori zed URL Access on wwu | aw i df.il/xmrpc. php B ock 1
207. 46. 13. 67 Uited Sates [147.237.76.30 |hi nush.idf.il Ml tipl e Unauthorized URL Access from 207.46.13. 67 B ock 1
113. 176. 180. 115\ et nam 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to www | awidf.il/xnrpc. php B ock 1
66.249.67.254 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 1/ 2271. j pg |B ock 1
66. 249. 66. 28 | srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/idf/consol e search_resources. aspx |B ock 1
181.223.1.198 |Brazil 147.237.77. 176 |nat pash. i df . i | D stributed PHP Attenpt Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |UWited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 64 I srael 147.237.77. 170 [maar achot . i df . i | |Waut hori zed URL Access to 147. 237. 77. 170/ 72089- he/ maar achot . aspx |B ock 1
Unaut hori zed URL Access to
207. 46. 13. 67 Uited Sates [147.237.76.42 |[refuah.idf.il ww ref ua. atal . idf.il/tenpl ates/i nagevi deogal | eryl obby/ i magevi deogal | eryl o |Bl ock 1
bby. aspx
124.13.27.18 Ml aysi a 147.237.77. 216 |dover.idf .l Enail collector robots 14 B ock 1
66.249.78.236 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ i mages/ shar ed/ hone. png Bl ock 1
. ; Unaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 18858- he/ dover . aspx Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt B ock 1
181.223.1.198 |Razil 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . idf.il/xmrpc. php B ock 1
66. 249. 66. 72 | sr ael 147.237.77. 176 [nat pash. i df . i | Ml tiple Unauthorized URL Access from 66. 249. 66. 72 B ock 1
Unaut hori zed URL Access to
207. 46. 13. 97 Lhited Sates |147.237.77.170|maarachot . i df . i | |ww maarachot.idf.il/pdf/files/5/ 109335. pdf xeA»Atx xYA; A/B»x“xY Bl ock 1
Ae AVR» - x“x ¥ Ay AVA» x“x Y Ag AVA» x o An At x“x Y Ag AVA» x“x ¥ Ay AVA»
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/bl og/ B ock 1
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