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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3515

66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 276
202.112.51. 96 Chi na 147.237.77. 216 dover.idf.il|bl ock-sp-trafl drop 1

146. 185. 239. 100 Russi an Federation 147.237.77. 234 hal ag. i df.il|bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Devi ce Action |Oount |
94.102. 153. 58 United Kingdom [147.237.77.233 |atal.idf.il [3808 HITP. SQ Injection Variable Declaration Evasion B ock 8
222.84.7.172 Chi na 147.237.77.216 |dover. i df.i||Cl000108: HTTP. Trying to | ocate existing FQ<editor B ock 4
144.76. 44. 138 Ger many 147.237.77.216 |dover. i df . i |{Cl000106: HTTP. naj estic bot Bl ock 1
105. 158. 68. 33 Mbr occo 147.237.72.166 |aka.idf.il |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

94.102. 153.58  |147.237.77.233 E?i;;gom atal.idf.il S Injection - Select From 24
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
46.228.207.18 |147.237.76.42 |Ger many refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 3
46.228.207.18 |147.237.77. 216 |Ger many dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
46.228.207.18 |147.237. 76. 197 |Ger nany e hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
46.228.207.18 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 [147.237.76. 148|Ger many gacenter. aka. i df.i [ET SCAN Pot enti al VNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 77. 205 [Canada prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
46.228.207.18 [147.237.76.30 [Ger many hi nush. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 [147.237.77. 243|Ger many nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 151. 55. 35 147.237.0.34 |kraine ti kshuv. i df.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 76. 202 |Ger many e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237. 76. 198 |Ger many e.yohalan.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237. 76. 196 |Ger nany esvivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 74 147.237.77.74 |Whited Sates |[lawidf.il ET DROP Bshi el d B ock Listed Source 1
46.228.207.18 [147.237.76. 176 |Ger many test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220|147. 237. 0. 35  |Sweden akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237.76.86 |Ger many navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131|147. 237. 77. 205 |Canada prisha.idf.il ET SCAN NVAP -f -sS 1
46.228.207.18 |147.237.76.31 |Ger nany nakchal . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1

_ .. |ET SCAN Behavi oral Wwusual ly fast Terminal Server Traffic, Potentia
89.248.172. 140 (147.237.0.19 [Netherlands madi matal .idf.il . 1
Scan or Infection

46.228.207.18 |147.237.8.50 |Ger many e.tikshuv.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237. 77. 235 |Ger many sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 [147.237.77. 212|Ger many e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237. 76. 200 |Ger many eitan.aka.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i df .i 1 drop SAMrul e drop 36
66. 87. 78. 99 Lhited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SN drop 26
66. 87. 80. 88 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreanming Engine: TP Invalid i i ssi
157.55.39. 153 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
41.131.100. 197 |Egypt 147.237.77.74 [lawidf.il drop SAMrul e drop
Sreaming Engine: TGP Invalid i i sSi
66.249.66.61  |Wited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
157.55.39. 165 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
157.55.39.219 |Wited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
157.55.39.55  |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
208.115.111.73 |Wnited Sates |147.237.72. 166 [aka. i df.il drop SAMrul e drop 2
222.84.7.172 Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
78.186. 2. 212 Tur key 147.237.77.74 |lawidf.il drop First packet isn't SN drop 2
Sreanmng Engine: TCP Invalid i i ssi
66.249.75.102 |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
206.253.226.22 |United Sates |147.237.76.31 |nakehal.idf. | Bad TCP sequence SiNretransmt wth different | o0 o
wi ndow scal e
; . . SYNretransmt wth different .
206. 253.226. 22 |lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence wi ndow scal e noni t or 2
119. 94. 218. 44  |Phili ppi nes 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 1
208.115.111.73 |Wnited Sates |147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
202.112.51.96 [China 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.78 |Whited Sates |147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 104|Wnited Sates |147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47. 34 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 211|wnited Sates  |147.237. 76. 197 |e. hinush.i df .1 Geo- | ocati on enf or cenent Sﬁ?olrgg?;'mon  nbound drop 1
141.212.121. 180|Uhited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |tited Sates |147. 237.77.226 "‘I‘"I”“ chamatz. aka. df | SMrule drop 1
202.112.51.96 |China 147.237.77.19 |[lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 75 |[Whited Sates |147.237. 76. 198 |e. yohal an.i df .il Geo-l ocati on enf or cenent gﬁfolggixn i nbound drop 1
141.212.122.79 |Uited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates |147.237.76.31 |nakchal .idf.il dr op SAMrul e drop
41.131. 100. 197 |Egypt 147.237.77. 216 |dover.idf .il drop SAMrul e drop
184. 105. 247. 228|Wnited Sates  |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.121. 181|Whited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5. 2565. 253. 157 RJSIS::t”ion 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
184.105. 139. 107|Whited Sates [147.237.8.45 e eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 R‘F Sf:;”i o 147.237.77. 234 |hal ag.i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104. 128. 144. 131|Canada 147. 237. 77. 205 |prisha.i df.i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208. 115.111. 73 |lhited Sates |147.237.76. 200 |eitan. aka.idf.il drop SAMrul e drop 1
50. 16. 27. 108 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 247. 247|Wnited Sates  |147.237.76. 148 |gqcenter. aka icf.il  |drop drop 1
141.212.122.66 |Wited Sates |147.237.77. 227 |e. hanaz. i df .1 Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
216.218.206.86 |Wiited Sates |[147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.18 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 120|Whited Sates |147.237.77.233|atal.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|chi na 147. 237.77. 216 |dover. i df .i | drop SAMrul e drop 1
208.115.111. 73 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 1
199. 203. 122. 61 |l srael 147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
141.212.122.67 |Wited Sates |147.237.77. 227 |e. hanaz.i df . i Geo- | ocati on enf or cenent Sﬁ?olzgi'n?n  nbound drop 1




12-05-2015-04:04:03 to 12-05-2015-05:04:03

|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site S gnature Acti on ‘Count
) . . Uhaut hori zed Met hod CPTI ONS for
162.203.2.233 |United States |147.237.72. 166 |aka. i df .11 ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser B ock 6
199. 30. 25.229 |Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i [{Unhaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 3
) . . DO stributed Whaut hori zed URL Access on
204.13.200. 200 |Lhited States |147.237.77.216 |dover. i df. il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
) . . D stributed Uhaut hori zed URL Access on
107. 178. 194. 87 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
) . . DO stributed Whaut hori zed URL Access on
107.178. 194. 87 |Wnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
74.6.53. 166 Lhited Sates |[147.237.72.166|aka.idf.il Mil ti pl e Wnaut hori zed URL Access from 74. 6. 53. 166 B ock 1
66.249.66.28 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
) . . D stributed Whaut hori zed URL Access on
208.184.112.75 |Lnited States |147.237.77.216|dover. i df .il v i dff i |/ 1133 22638- he/ dover . aspx. Bl ock 1
141.212.122. 64 [Lhited Sates [147.237.0.15 |kosher-kravi.idf.i|Milfornmed URL proxytest.znap.io: 80 B ock 1
78.186.2.212  |Turkey 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
. ; Uhaut hori zed URL Access to
66.249. 78. 242 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st orage/ 11 es/ 5/ si ze100x0/ 3365 ] pg Bl ock 1
74. 6. 53. 167 Lhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed URL Access from 74. 6. 53. 167 B ock 1
. . Uhaut hori zed URL Access to
66.249.66.43 [l srael 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 20191- he/ dover . aspx Bl ock 1
78.186.2.212  |Turkey 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 66. 249. 78. 248 B ock 1
206. 253. 226. 22 [ited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
40.77.167.83 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df.il/newsite/english/1106-7.stm B ock 1
74.6.53. 167 Lhited Sates [147.237.72.166aka.idf .il Uhaut hori zed URL Access to aka. i df. il /wor dpress/wp-adnin/ B ock 1
66.249.66.61 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/valtam B ock 1
) . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates [147.237.77.216|dover.idf .il v i i /i p storagel i1 es/ 7/ si ze220x0/ 17467 | pg Bl ock 1
105. 158. 68. 33 |Mbr occo 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
73.5.149. 74 Lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
206. 253. 226. 22 [Wited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46.117.81.206 |lsrael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
119. 94. 218. 44 |Phili ppi nes 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
74.6.53. 168 Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 74. 6. 53. 168 B ock 1
66.249.66.75 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 75 B ock 1
) . . D stributed Uhaut hori zed URL Access on
199. 16. 156. 125 |Lhited Sates [147.237.77.216|dover.idf.il v i o i /i p storagelfiles/ 7/ si ze220x0/ 17467 | pg Bl ock 1
105. 158. 68. 33 [Mbrocco 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/wp-1ogin. php B ock
73.5.149.74 Lhited Sates |147.237.77.216(dover.idf.il Unaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
) . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |Uited Sates |147.237.77.216|dover.idf.i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
46. 236. 24. 53 z“rf:gom 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df .il/894-en/i df gdover. aspx B ock 1
119. 94. 218. 44 |Phili ppi nes 147.237.77. 176 |nat pash. i df . i | O stributed Uhaut horized URL Access on waw cogat.idf.il/xmrpc.php  |B ock 1
74.6.53. 168 Lhited Sates [147.237.72.166aka.idf.il Lhaut hori zed URL Access to aka.idf.il/test/wp-admn/ B ock 1
66. 249. 67. 250 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ ei t an/ t muna/ B ock 1
107. 130. 127. 80 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/894-en/idf gdover. aspx B ock 1
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