12-05-2015-03:04:02 to 12-05-2015-04:04:02

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

M dover.idf.il

M aka.idf.il

M refuah.idf.il

B nat pash. i df . i |
Wiawid.il
Mesvivaidf.il
¥ ncore.idf.il

M nakchal .idf.il

i shurimaka.idf.i

M navy.idf.il

M 167. 114. 156. 16
41.33.231.90

I 46.19. 86. 125
212.143. 142. 56

l 209. 126. 116. 147

W 134. 249. 140. 99

I 66. 249. 66. 61

W 113. 240. 250. 155
195. 34. 150. 18

Il 66. 249. 66. 25

|Top Target s |
2, 800
2, 100-
1, 400-
Number
a 700+
Attacks
& RS RO s é\& Q,\é & & R &
. N . ‘\ . d . . 10,. .
& Nl \oé\ & \° & & @ ¥ Ry
60 %) g .‘"’.) 00 < Q A\
< & 2 & o
N
N
Top Tar get
[Top Attackers |
Number
a
At tacks
T T R
oo P @ o @
. N . O- Vv . O
3 S SRR S S S
,»(l/ b‘.(ll Q). (]/b‘ QQD. b.
SN Y

Top Attackers




12-05-2015-03:04:02 to 12-05-2015-04:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3566

134. 147. 203. 115 Ger many 147.237. 76. 196 e.svivaidf.il |Bock Np Al Net drop 2

204. 42. 253. 132 Lhited Sates 147.237. 76. 31 nakchal .idf.il |Block Udp All Nets drop 1

54. 67. 60. 7 Lhited Sates 147. 237. 76. 196 e.svivaidf.il |Bock Wp Al Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

’Tar get Address

Site

Sgnature

188. 165. 15. 117 |France 147.237.76.86 |[navy.idf.il |28 HITP. AnrefBot craw er Bl ock

198. 20. 69. 74 Lhited Sates 147.237.77.179|e. nazi . i df . i | |13840: TLS QenSSL Heartbeat Packet Bl ock

69.12.70.34  |Wited Sates  [147.237.77. 176 |mat pash. i df . j [|[L8798: HITP: QWU Bash HITP Header Renote Code Execution Bl ock
Wil nerability

167. 114. 242. 197|Canada 147.237.76.31 |[nakchal . i df.il]13891: TLS QpenSSL Encrypt ed/ Lhencrypted Heartbeat Packet Per nit
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

113. 240. 250. 155]147. 237. 76. 177 |Chi na ncore.idf.il SERVER APAQ-E Apac_he I’TDd_SSl non-SSL connection to SS. 2
port denial of service attenpt

66. 249. 66. 25 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2

216.215.12. 72 |147.237.76.30 |United Sates hi nush. i df .i | ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

193. 105. 134. 220|147. 237. 76. 38 |Sweden eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1

66.249. 67. 224 |147.237.72. 166 |Lnited Sates aka.idf.il MAPAO_E Apac'he mod_ss| non- SSL. connection to SS 1
port denial of service attenpt

62.212.73.196 |147.237.72. 166 |Net her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1

Li A i o ET SCAN Behavi oral Lhusual |y fast inbound Tel net

41.253.8. 82 147.237.8. 28 Ja?ihainriy;b e ol eks. o 1l (onnections, Potential Scanyor Brute Force !

180. 153. 104. 125|147. 237. 77. 226 |Chi na waw chanat z. aka. i df . il [ET SCAN NVAP -sS w ndow 3072 1

113. 240. 250. 155|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1

46.151. 55. 35 147.237.77. 61 |Wkraine e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 26
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 125 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (6
46. 19. 86. 125 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
82. 44. 203. 232 LK*i"rf:gom 147. 237.77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nunber monitor |2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46. 19. 86. 140 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
153. 92. 127. 143 |Ger many 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
S reani ng Engi ne: TCP i i ssi
66. 249. 66. 1 Wited Sates  |147.237. 72. 166 |aka. i df .1 mng tngine: ! Invalid segent retransmssion. |, 2
Inval i d Retransnission Packet dropped.
185. 100. 85. 101 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engi ne: TCP i i ssi
66.249.66.61  |Uited Sates |147.237.72. 166 |aka i df.il mng tngine: ! Invalid segnent retransmssion. |, 2
Inval i d Retransnission Packet dropped.
193.90. 12. 86 Nor way 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
209. 126. 116. 147|lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop
C e Unexpect ed post SYN packet -
46.246.124.92  |Sweden 147.237.77. 216 |dover.idf .il drop RST or SYN expect ed drop 1
194. 150. 168. 95 |Ger many 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
153.92.126. 135 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
113. 240. 250. 155|Chi na 147.237.76. 177 |ncore. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.165.200  |Wited Sates |147.237.76.199 |e. nakchal .idf. il Geo-l ocation enforcement  |0:! ocation inbound drop 1
enf or cenent
209. 126. 116. 147|lhited Sates [147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
184. 105. 247. 240|Wnited Sates  |147. 237. 76. 196 [e. sviva i df i Geo- | ocati on enf or cenent Sﬁ?o:ggikt"”  nbound drop 1
141.212.122. 71 |wnited Sates |147.237.72. 167 |i shurimaka. i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85.10.210.199 |Ger many 147.237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or 1
46.246.124.92  |Sweden 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
195. 62. 53. 168 RJSf;;”ion 147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
119.94.218.44  |Philippines 147.237.77.74 |lawidf.il drop First packet isn't SN drop 1
74.82.47. 10 Lhited Sates [147.237.0.33 |idf.il drop drop 1
209. 126. 116. 147|lhited Sates [147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
46.117.81.206 [Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
185. 3. 146. 207  |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni tor |1
146. 185. 239, 102|SS an 147.237.0.17 |My-kosher-kravi-id \qyn st ack SYN -> SYN-ACK -> RST rej ect 1
Federati on f.il
85. 93. 18. 64 Ger many 147.237. 77. 216 |dover.idf.il DO rect ory Traver sal directory traversal overflow noni t or 1
216.218.206. 74 |Wited Sates |147.237.8.24 |elifestyle.idf.il Geo-l ocation enforcenent |2 ocation inbound drop 1
enf or cenent
198. 20. 69. 74 Uited Sates [147.237.77.179|e.nazi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 180|Wnited Sates |147.237.8.14 |e.orchot.idf.il Geo- 1 ocation enforcement |0 ! ocation inbound drop 1
enf or cenent
74.82.47.11 Lhited Sates [147.237.8.46 |e.chinuch.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147|lhited Sates |147.237.76.39 |nobile neitav.idf.il dr op SAMrule drop 1
46. 166. 170. 6 Li t huani a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
8. 37. 227. 69 é{”&’;ym’“s 147. 237. 77. 216 |dover. i of . i1 B ock HTTP Non Conpliant  [Response out of state monitor |1
146. 185. 239. 102|USSI & 147.237.76.196 |e.sviva.i df . il Geo-1 ocation enforcement | &' ocation inbound dro 1
) ) ) Federation ) T ' ) enf or cenent P
89.31.57.5 Italy 147.237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or
202.112.51.96 |China 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
172.56.17.0 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 181|Wited Sates [147.237.8.14 e orchot.idf.il Geo-l ocation enforcement | 0! ocation inbound drop 1
enf or cenent
74.82.47.32 Wited Sates |147. 237. 76. 197 |e. hi nush. i df .1 Geo- 1 ocation enforcement |0 ! ocation inbound drop 1
enf or cenent
209.126. 116. 147|Uited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁ?olrggi'mo” i nbound drop 1
46.246.124.92  |Sweden 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni tor |1
37.187.129. 166 |France 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or 1
94.102. 48.195  |Net herl ands 147.237.0.35 |akaws.idf.il drop drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
109. 66. 128. 12 [l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
66.249.66.81 |[lIsrael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed LRL Access from 66. 249. 66. 81 B ock
134. 249. 140. 99 |Wkrai ne 147.237.77.216|dover.idf . il Ml tipl e Unhaut hori zed URL Access from 134. 249, 140. 99 Bl ock
. . . D stributed Unauthori zed URL Access on
204. 13.200. 200 |Wnited States |147.237.77.216|dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
37.26.147.205 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 2
66. 249. 66. 75 | srael 147.237.72. 166 |aka. i df . i | illiuithgl Z7ed WL fccess to wn aka. Tl 11/ sip_storage/fil es/ 67O B ock 1
208.115.113. 89 [Lited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwy i df . i|/bamahane B ock 1
134. 249. 140. 99 |Wkrai ne 147.237.77.216|dover.idf . il Distributed Waut hori zed URL Access on v i df .i|/xnirpc. php Bl ock 1
54.153.33. 145 |lhited Sates |147.237.77.176|nat pash. idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
103.16.69.14 |india 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
66. 249. 78. 248 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9014- he/ r ef uah. aspx  |Bl ock 1
157.55.39. 186 |lLhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw i df . il/894-he B ock 1
P . Unknown Par arret er 4d9c6f 40 in
66.249.66.61 |[lsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ i 1V kapat 2/ cont act Us. asp None 1
41.69.251.43  |Egypt 147.237.76.42 |refuah.idf.il PHP Attenpt B ock
86.124.62.18 |Rormani a 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
. . . D stributed Lhaut hori zed URL Access on
208. 184.112. 75 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
66.249.66.25 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 66. 25 Bl ock 1
. . - D stributed Lhaut horized URL Access on
107.178.194. 79 |Lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1393-en/ dover . aspx Bl ock 1
66.249.66.61 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter pop in wwy aka. idf.il/main/ hone/ None 1
41.69.251.43  |Egypt 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal .idf.il/xnrpc. php B ock 1
119. 94. 218. 44 |Phili ppi nes 147.237.77.74 |lawidf.il Ostributed PHP At tenpt Bl ock 1
86.124.62.18 |Romani a 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wwi cogat . idf.il/xnrpc. php B ock 1
66. 249. 67. 133 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 0/ 2330. ] pg |B ock 1
134. 249. 140. 99 |Wkr ai ne 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/bl og/ B ock 1
66.249.66.25 |Israel 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Lhited Sates |147.237.77.216|dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
68.180. 228. 112 |United Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin v i df.il/1841-he/ dover . aspx B ock 1
Unhaut hori zed URL Access to
66.249.66.69 |lIsrael 147.237.77. 176 [nat pash. i df . i | waw cogat . i df . i 1/ usef ul i nfor mat i on/ i dkoni mi pages/ 19102010nasai yot . asp [B ock 1
X
. . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Wnited Sates |147.237.77.216|dover.idf . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
46.117.81.206 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
119.94.218.44 |Philippines  [147.237.77.74 |lawidf.il Dstributed Uhauthorized LRL Access on wwwy | aw i df.il/xnirpc. php B ock 1
. . URL is Above Root Directory
89.31.57.5 ltaly 147.237.77. 216 [dover . i df . i | wwidf.il/../shared/clientscripts/jquery/jquery-1.4.2.nn.js Bl ock !
P . SS. Lhtraceabl e Gonnection - Protocol violation
66. 249. 67. 224 |Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
141.212.122. 64 |Lhited Sates |[147.237.72.167|i shuri maka. i df . i[Mal forned URL proxytest.zmap.io: 80 Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.40 [l srael 147.237.77. 216 |dover.idf .il 147, 237.77. 216/ 1133- 16973- he/ dover . aspx B ock 1
40.77.167.78 |lhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194. 87 [Wited Sates [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
68.180. 229. 173 [Lnited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs oS Attack None
66.249.66.75 |lsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 66. 75 Bl ock
. . . Unaut hori zed URL Access to
207.46.13.154 |Wnited States |147.237.77.216|dover.idf.il 147.237.77. 216/ 1133- 19748- he/ i df gdover . aspx B ock 1
134. 249. 140. 99 |Wkrai ne 147.237.77.216|dover. i df . il Ostributed PHP At tenpt B ock 1
46. 120. 156. 245 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
103.16.69.14 |India 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
66. 249. 67. 243 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/mlui m/tenpl ates/ nai n. asp B ock 1
157.55.39.17 [wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/1283- 16602- en/ dover B ock 1
66.249.66.61 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
40.77.167.83 |lnited Sates |147.237.77.216|dover.idf.il D stributed Uhaut horized LRL Access on waw i df . il/894-he B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194. 87 [Wited Sates [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
74.6.53. 166 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
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