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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3310
107. 150. 20. 53 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il JLM Under _Attack_Con_Tcp drop 2
115.230. 124. 164 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Under Attack Con Tcp drop 2
202.112.51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount
1.192. 97. 205 Chi na 147.237.72. 166 aka.idf.il 3630 HITP. SQ Injection (Bool ean | dentity) B ock 1
188. 165. 15. 193 France 147.237.72. 156 anman.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.79.234 |[147.237.0.34 |Wited Sates [tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 75 147.237.72.166 |Lited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 14 147.237.76.42 |thited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
107.150. 20. 53  |147.237.76.38 |Lhited Sates |e.e.meitav.idf.il ET SCAN Potential SSH Scan 1
107.150.20.53 [147.237.0.33 |Uited Sates |[idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.72.14 |[Netherlands dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
82.117.208. 243 |147.237.77.235 sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.57.11.7 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
188, 29. 106. 144|147 237 0.34 |Uited Cikshuv.id il ET SGAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Ki ngdom Potential Scan or Brute Force

107.150.20.53 |147.237.76.30 |Uhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 202 |Canada e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
94.102.48.195 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . | drop SMrul e drop 36
82.80.180.101 |lsrael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 15
Sreaming Engine: TGP Invalid i i ssi
2.52.178.55 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72. 166 |akaiof il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
46.19. 85. 94 I srael 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 226 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 94 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i SSi
77.127.197.98 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.75.38  |lWited Sates |147.237.76.200 |ei tan. aka.idf . i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
213.57.132.89 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
o SYN+ACXK retransnmit wth .
213.57.132.89 |[Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vindow scal & nonitor |2
46. 19. 86. 226 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
208.115.111. 73 |Whited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop
141.212.122. 74 |wited Sates |147.237.76.202|e. hal ag.idf . il Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
141.212.121. 190|Wnited Sates  |147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
208.115.111.73 |Wited Sates |147.237.76.200 |ei tan. aka.i df. il drop SMrul e drop 1
149.78. 154.69 |l srael 147. 237. 77. 216 |dover . i f . | drop First packet ism't SWN drop 1
141.212.122.69 |Wited Sates |147.237.76. 198 |e. yohal an.idf. il Geo- | ocati on enf or cement gﬁfolggﬁ;‘fn i nbound drop 1
115. 230. 124. 164|ni na 147, 237. 77. 216 |dover . i df . | drop SAMrule drop 1
206. 253.226.23 [Lhited Sates  |147. 237.77. 216 |dover.i df .| Bad TCP sequence SiNretransmt with different oo 3
w ndow scal e
141.212.122. 74 |Wnited Sates |147.237.77. 170 |naarachot. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 191|Wited Sates |147.237.0.200 [nau.idf.il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
208.115.111.73 |Wited Sates |147.237.77.74 |lawidf.il drop SMrul e drop 1
157.55.39. 163 |Wnited Sates |147.237.77.74 |lawidf.il drop First packet ism't SWN drop 1
141.212.122.70 |Wited Sates |147.237.76. 198 |e. yohal an.idf. il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
141.212.121. 176|Wnited Sates  |147.237.76. 201 [e. atal .idf. i1 Geo- | ocati on enf or cenment Sﬁ?olzgi:ﬂo” t nbound drop 1
46. 19. 86. 47 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
206.253.226.23 |Uhited Sates  |147. 237.77. 233 atal i df. i1 Bad TCP sequence SiNretransmt with different oo g
wi ndow scal e
141.212.122.78 |Wited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 191|wited sates  |147.237.76. 201 |e. atal i df . i1 Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
70.199.108. 186 |Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 1
141.212.122.73 |Wited Sates |147.237.76.202 e halag.idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
141.212.121. 186|Uhited Sates  |147.237. 76. 196 |e. sviva.i df .il Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
207.46.13.117 |Wited Sates |147.237.77. 170 |maarachot. i df . i| SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122.79 |Wited Sates |147.237.76.31 |nakchal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.67 |Wited Sates |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
208.115.111.73 [Uited Sates  |147.237.77. 226} chanatz. aka. tdf e op SAMrul e drop 1
41.131. 100. 197 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
. e SYN+ACXK retransnmit wth .
189. 243.17. 180 |Mexi co 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vindow scal & nonitor |1
141.212.122.73 |Wited Sates |147.237.77. 170 |naarachot . i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 187|Wited Sates  |147. 237. 76. 196 |e. sviva.idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
146. 185. 239, 102 R‘SIS::I”ion 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.68 |Wited Sates |147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
209. 126. 116. 147|Wi ted Sates  |147.237. 77. 170 |maarachot . i df . i | drop SMrule drop 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
77.126.13.169 |[lIsrael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 5
79.177. 190. 103 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
) . . D stributed Uhaut hori zed URL Access on
204.13. 200. 200 [Lhited States [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
46. 19. 85. 94 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None
46.19.86.134 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
) . . D stributed Unaut hori zed URL Access on
107.178.194. 83 [Wited Sates |147.237.77. 216 [dover. i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
’ . . D stributed Uhauthori zed URL Access on
107. 178. 194. 87 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
66.249.66.81 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 81 B ock 1
115. 66. 171. 71 |S ngapore 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249. 78.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8688- he/ r ef uah. aspx Bl ock 1
66.249.66.25 |lsrael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
. . D stributed Uhauthori zed URL Access on
150.70. 173.59  [Japan 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
2.52.54. 177 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
84.109. 73. 249 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
66. 249. 66. 81 | srael 147.237.72. 166 |aka. i df . i | i aka, i df . i | / mobi | ef mai 1/ gi yus/ gener al . aspx Bl ock 1
206. 253. 226. 23 |Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
115. 66. 171. 71 |S ngapore 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed LRL Access on waw i df . il/xnrpc. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 5/ 3295. | pg B ock 1
. . Unaut hori zed URL Access to
66.249.66.28 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
157.55.39. 185 |Lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 157.55. 39. 185 B ock 1
Uhaut hori zed URL Access to
8.37.70.37 Lhited States [147.237.77.74 |lawidf.il waw | aw i df . i |/ 14- he/ pat zar . aspx&usg=al kj r hi vk- viiBncywgep_gcu99 Bl ock 1
ngpt bbi g
. . D stributed Uhauthori zed URL Access on
66. 249. 67. 234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
54, 153.33.152 |lhited Sates |147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
) . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |United States [147.237.77.216 [dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
141.212.122. 64 |Lhited Sates [147.237.76.31 |nakchal .idf.il Mil tiple Malformed URL from 141, 212. 122. 64 B ock 1
68.180.230.29 |Wnited Sates [147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation Pagehumin Bl ock 1
waw cogat . i df . i | /1927- he/ cogat . aspx
. . Unaut hori zed URL Access to
66.249.66.37 |l srael 147.237.77. 216 |dover . i df . i | 147.237. 77, 216/ 1133. 18551- he/ dover . aspx B ock 1
157.55.39. 217 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
Unaut hori zed URL Access to
8.37.70.123 Lhited Sates |147.237.77.216|dover.idf.il waw i df . i 1/1038- he/ dover . aspx&usg=al kj r hj ykxbpf pan7yi undkeves6 |Bl ock 1
b22ai w
66.249. 67. 250 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
. . . Unaut hori zed URL Access to
66. 249. 64. 198 |l srael 147.237.77. 243 |nobi l e.i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1680 B ock 1
141.212.122. 64 |Lhited Sates |147.237.77. 170 |maar achot . i df . i | Mal for med URL proxyt est. znap. i o: 80 B ock 1
66.249.66.61 |Israel 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to wwwu aka. i df.il/val tam B ock 1
) . . D stributed Unaut hori zed URL Access on
204.13. 200. 200 [Lhited States [147.237.77.216|dover.idf il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed Met hod HEAD for
45. 36. 3. 35 147.237.72. 166 [aka. i df . i | v aka. i df i |/ portal mi | ui it enpl at es/ hone. asp Bl ock 1
. . . Uhaut hori zed URL Access to
114. 98. 232. 198 |Chi na 147.237.77. 176 [mat pash. i df . i | v cogat i df i1/ 1356- he/ cogat . aspx/ t r ackback/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 67. 254 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel fi | es/ 3/ 2293.| pg Bl ock 1
WWW. chamat z. aka. i d Uhaut hori zed URL Access to
66. 249. 66. 17 | srael 147.237.77. 226 L ’ ' wwn chanat z. aka. i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ unde |B ock 1
foil
: fined
. . D stributed Unaut hori zed URL Access on
150.70.173.59  [Japan 147.237.77. 216 |dover. i df . il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
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