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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3377

66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 78
202.112.51. 96 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1

118. 193. 21. 98 Chi na 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count ‘
50.7.213. 42 Czech Republic 147.237.77.233 |atal .idf.il |Cl000196: HITP. B ock adnin login to gov.il sites ?g=user B ock 1
165. 215.209. 15 |ULhited Sates 147.237.77.216 |dover.idf.il|14511: HITP. Wn32/Qiga Fake User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 181 147.237.77.74  |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 4
210. 211. 99. 242 147.237.8. 14 M et nam e.orchot.idf.il ET SCAN Potential SSH Scan 1
210. 211. 99. 242 147.237.0. 17 M et nam mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
91.238.82. 132 147.237.72.167 |Wkraine i shurimaka.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
69. 250. 11. 122 147.237.77.234 |Uhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
50.7.213. 42 147.237.77.233 |Czech Republic atal.idf.il SERVER- WEBAPP admi n. php access 1
210.211.99.242  [147.237.0.35 M et nam akavs. i df .il ET SCAN Potential SSH Scan 1
209.126. 116. 147 |147.237.77.179 |Wited Sates e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 |147.237.77.179 |Sweden e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.218.246.103  [147.237.8.45 Russi an Federation e eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1




12-05-2015-01:04:06 to 12-05-2015-02:04:06

|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
213.57.128. 161 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [reject 6
46.19. 86. 177 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
93.173.242. 207 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 3
80. 246.130.36 I srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different 0o 3
W ndow scal e
Russi an D Streaming Engi ne: TCP Inval i dinvalid segnent retransnission.
95. 108. 158. 145 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Russi an e Sreaming Engine: TCP Invalidinvalid segnent retransnssi on.
5.255.253.188 [ - . 147. 237.72. 166 |aka. i df .i | Ret 1 ansm ssi on Packet dr opped. drop 3
Iran, Islamc . . . .
5.237.28.103 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
31.168. 1. 202 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
31.168. 1. 202 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tineout [reject
. . SYNFACXK retransmt wth .
31.168. 1. 202 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal 6 monitor |2
Iran, Islanic . . .
5.237.28.103 Republ i ¢ of 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 2
79.111. 185. 130 stls;;”ion 147. 237. 77. 216 |dover i df .1 Bad TCP sequence Inval i d ACK nunber moni tor |1
37.26.147.137 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147 |nited Sates 147. 237. 72. 156 |anan. i df . i | drop SAMrul e drop 1
149.78.154.69 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |1
46. 19. 86. 87 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
195. 62. 53. 168 R‘Sf;:t”i o 147.237.76. 147 |chinuch. aka.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.53.196 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.122.69 |Wited Sates 147. 237. 76. 197 |e. hinush. i df . | Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
5. 255. 253. 157 RJSf::I”ion 147. 237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
149. 88. 23. 68 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
46.19. 86. 176 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni tor |1
31.168. 1. 202 I 'srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [alert 1
195.62.53. 168 |SSian 147.237.76.196 |e. sviva.i df . il Geo-l ocation enforcement |0 !ocation inbound drop 1
Federati on enf or cenent
5.18. 134. 194 RJSf::I”ion 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 1
141.212.122. 71 |Wited Sates 147.237.8.24 |elifestyleidf.il  |Geo-location enforcement  |S0!ocation inbound drop 1
enf or cenent
84.211.168.23  |Nor vay 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert 1
46. 19. 85. 45 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
213.57.74.134 |Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
149. 88. 156. 167 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.121. 179|Uhited Sates 147.237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 176 I 'srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
202.112.51.96 |China 147. 237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.18.134. 194 RJSIS::tnion 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |1
141.212.122. 72 |Wited Sates 147.237.8.24 |elifestyleidf.il  |Geo-location enforcement |01 ocation inbound drop 1
enf or cenent
84.211.168.23  |Nor vay 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber monitor |1
46.19. 85. 45 I 'srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
213.57.74.134  |lIsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
31.168. 1. 202 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 1
157.55.39. 164 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber mnitor |1
141.212.121. 180|Uhited Sates 147. 237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
206.253.226.23 |United Sates  |147.237.77. 216 |dover. i f il Bad TCP sequence S retransmt with different | onivor |1
W ndow scal e
146. 185. 239. 102 stls;;”ion 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
89. 139. 8. 195 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46.19. 86. 81 I'srael 147.237.77. 226 | "}|" chanatz.aka.1df 1pad TGP sequence Inval i d ACK nurber moni tor |1
31.168. 1. 202 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.68 |Wited Sates 147. 237. 76. 197 |e. hi nush. i df . i Geo-l ocation enforcement |0 !ocation inbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
i ww. chanat z. aka. i df ) )
207.241.226.42 |lhited Sates 147.237.77. 226 il Mul tipl e Uhaut horized URL Access from 207. 241. 226. 42 B ock 57
2.54. 166. 109 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 2. 54. 166. 109 B ock 7
50.7.213. 42 Czech Republic [147.237.77.233|atal .idf.il Ml tiple Unaut horized URL Access from50. 7. 213. 42 Bl ock 3
193. 201. 224. 186|krai ne 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 2
212.199.53.161 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
93.173.25.134 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
50.7.213. 42 Czech Republic [147.237.77.233|atal .idf.il Mil tiple Admin Bl ocking from50.7.213. 42 Bl ock 2
50.7.213. 42 Czech Republic [147.237.77.233|atal .idf.il PHP Att enpt B ock 2
m ny- kosher-kravi .id
176. 228.128. 6 I srael 147.237.0. 17 f Inly Dstributed I11egal Paraneter Encodi ng None 2
. wwv. chanat z. aka. i df . S
207.241.226.42 |Whited Sates 147.237.77. 226 | Unaut hori zed URL Access to wwu chamat z. aka. i df.il/a B ock 1
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx |B ock 1
50.7.213. 42 Czech Republic [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/wp-1ogin. php Bl ock 1
197.37.37.121  |Egypt 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to nmaarachot.idf.il/xmrpc. php B ock 1
41. 44. 154. 80 Egypt 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
109. 65. 74.132  |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
93.172.33. 206 | srael 147.237.72. 156 [anan. i df . i | wan aman. i df . i1/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png Bl ock !
66.249.66.72  |Israel 147.237.77. 176 |nat pash. i df . i | thaut horized LR. Aocess to Bl ock 1
wwv cogat . i df . i | /useful i nfornati on/ pages/ reports. aspx
207. 46. 13. 88 Uhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
50.7.213. 42 Czech Republic [147.237.77.233|atal .idf.il Admin Bl ocki ng B ock
2.54.19. 154 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock
95. 108. 158. 144 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS Attack None 1
. . Uhaut hori zed URL Access to
66.249.78.248 [Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8853- he/ r ef uah. aspx Bl ock 1
54,153.32.246 |Wited Sates |147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
_ m ny- kosher-kravi .id _
198. 20. 69. 74 Lhited Sates 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 1
41. 44. 154. 80 Egypt 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
109. 65. 74. 132 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wawu aka. i df.i|/xmrpc. php B ock 1
i ww. chanat z. aka. i df .
207.241.226.42 |wited Sates [147.237.77.226 " Ostributed PHP A tenpt Bl ock 1
. . Unaut hori zed URL Access to
66. 249.66. 75 | srael 147.287.77. 176 |nat paSh' idf. il wn cogat . i df . i1/ usef ul i nfornati on/i dkoni n pages/ sf gsf sf s. aspx Bl ock !
193. 201. 224. 186|lkr ai ne 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 193. 201. 224. 186 B ock 1
Unaut hori zed URL Access to
105. 102. 253. 64 |A geria 147.237.77. 176 |mat pash. i df . i | W, cogat . i df . i |/t enpl at es/ hormepage/ www yout ube. cond v/ 3g51 |Bl ock 1
ei 5nuhg
79.179.125.77 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
54.153.33.233 |[thited Sates [147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to 147.237.0.19/ B ock 1
: . ] D stributed Unauthori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
157.55.39.64  [lhited Sates |147.237.77.176 [nat pash. i df . il Unhaut hori zed URL Access to 147.237.77.176/ Bl ock 1
41.109. 132.240 |Ageria 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
94. 180. 164. 253 RJsls;;ni on 147.237.77.216|dover . i df . i | D stributed Waut hori zed LRL Access on waw i df.i|/aman Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 126  Israel 147.237.77. 170 [n@ar achot . i df . i | 147.237.77. 170/ 71850- he/ nmar achot . aspx B ock 1
193. 201. 224. 186|kr ai ne 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
. . . Unaut hori zed URL Access to
2.54.166.109  [Israel 147.237.0.34 (tikshuv.idf.il v ti kshuv. i df . i |/ 1048- 7488- he/ t i kshuv. asp B ock 1
: . ] D stributed Unauthori zed URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216 [dover.idf. il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
80.246.130.36 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 25 B ock 1
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 [lLited Sates |[147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
157.55.39.185 |[lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df . il/894-he B ock 1
) ] . D stributed Unauthori zed URL Access on
41.109.132.240 |Ageria 147.237.77. 176 |mat pash. i df . i | Wi cogat . i df i 1/ xni r pe. php Bl ock 1
95. 30. 58. 76 R‘SS::I”i o 147.237.77.170 [n@ar achot . i df . i | Lhautt hori zed URL Access to naarachot.idf.il/pdf/files/ 9/ B ock 1
. wwv. chanat z. aka. i df
207.241.226.42 |Wnited Sates [147.237.77.226 . PHP Attenpt B ock 1
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 926- he/ r ef uah. aspx |Bl ock 1
197.37.37.121 |Egypt 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt Bl ock 1
5.175.193.164 [Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp |B ock 1
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