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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3543

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 17

192. 0. 163. 75 Canada 147.237. 76. 38 eeneitav.idf.il |Bock Up All Nets drop 3

134. 147. 203. 115 Ger many 147. 237. 76. 147 chinuch. aka.idf.il |Bock Np Al Net drop 2
202.112. 51. 96 Chi na 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 drop 1
14.167.175.121 M et nam 147.237.77. 234 hal ag.idf.il Frk_Under Attack Con_Tcp drop 1

54. 67. 60. 7 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
123.126.113.80 [China 147.237.72.166 |aka.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
46.165.197. 142  |Ger many 147.237.77.216 |dover. i df.i||CL000106: HITP. maj estic bot B ock 1

78.135.79. 101 Tur key 147.237.77.216 |dover.idf.i|[Q25: HITP. access to adnministrator/index. php -> Quarantine Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
113. 240. 250. 155|147. 237. 76. 86 |Chi na navy.idf.il . . - 3
deni al of service attenpt
. _ o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
113. 240. 250. 155(147. 237.0.34 |China tikshuv.idf.il ) . - 3
deni al of service attenpt
. . . |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
113. 240. 250. 155|147. 237. 76. 39 |Chi na nobi | e. nei tav. i df . i . . - 2
deni al of service attenpt
117. 25. 155. 164 |147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN NMAP -sS w ndow 4096 1
113. 240. 250. 155|147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 155|147. 237.0. 34  [China tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 202|147. 237. 76. 34 [lhited Sates yohal an. i df.il ET SCAN NMAP -sS w ndow 4096 1
. . L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
111.251.171.131|147.237.0.34 |Tai wan tikshuv.idf.il . 1
Potential Scan or Brute Force
199. 101. 186. 201|147.237.8.27 |Uhited Sates e.nadi matal .idf.il [ET SCAN NVAP -f -sS 1
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
69.10.115.222 |147.237.72.14 |Lhited Sates dover.idf.il(old) ) 1
Potential Scan or Brute Force
199. 101. 186. 178|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
46.151. 55. 35 147.237.8.45 |Wkraine eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237. 76. 199 |Sweden e.nakchal .idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 252. 84  |147.237.8.27 [China enadimatal .idf.il [ET SCAN NMAP -sS w ndow 1024 1
117. 25. 155. 164 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
218.108.132.58 |[147.237.76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
, , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113. 100. 254. 245(147. 237. 76.30 |Chi na hi nush. i df i . 1
Potential Scan or Brute Force
199. 101. 186. 201|147.237.8.27 [lLhited Sates enadimatal .idf.il [ET SCAN NMAP -sS w ndow 2048 1
Russi an . L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
95. 71. 85. 170 147. 237. 76. 30 . hi nush. i df . i | . 1
Federation Potential Scan or Brute Force
199. 101. 186. 178|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN NMAP -sS w ndow 4096 1
61.240. 144. 65 [147.237.72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 252. 84  |147.237.8.27 [China e.nadimatal .idf.il [ET SCAN NMAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine:

TP Invalid

Inval id segnent retransnission.

37.142. 68. 68 I srael 147. 237.76. 200 |ei tan. aka. i df . i . dr o 36
Ret r ansmi ssi on Packet dropped. P
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 11
167. 114. 156. 16 [Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
o SN retransnmit wth different .
79. 180. 34. 62 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence wi ndow scal e mnitor |7
46.19. 86. 218 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 78 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 112 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 78 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |6
46.19. 85. 112 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
213.57.178. 158 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 5
46. 19. 86. 65 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
Sreaning Engine: TGP Invalid i i ssi
213.8.174.69  |israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.117.17.231 |israel 147.237.77. 243 |nobi L e.i o i g =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179.224.27 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 120. 143 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
41.131. 100. 197 |Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
46. 19. 85. 83 | srael 147.237. 77. 170 [naar achot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.183.49.102 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
79.176.182.21 | srael 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
66.240.192. 138 |lLnited Sates [147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 2
79.180.123.57 [Israel 147.237. 72. 156 |anan. i df . i SYN At ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 65 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.147.171  |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence moni tor |2
208.115.111. 73 |Whited Sates |147.237.72.166 |aka.idf.il drop SMrule drop 2
46. 19. 85. 87 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.121. 189|lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41. 34. 96. 100 Egypt 147.237.77. 170 |n@ar achot . i df . i | drop SAMrul e drop 1
88.24.43.99  [pain 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNHACK retransmt with monitor |1
different w ndow scal e
5.29.203.75 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 1
208.115.111. 73 [Uited Sates  |147.237.77. 226 ™" chanatz. aka. 1df.1 |4 o SAMrul e dr op 1
46. 19. 86. 108 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
113. 240. 250. 155|Chi na 147.237.76. 176 |test. ncore.idf . i SYN At ack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.171 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
84.108. 23. 32 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 1
216.243.31.2 |wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
208.115.111. 73 |[thited Sates |147.237.76.31 |nakchal .idf.il drop SAMrule drop
141.212. 121. 190|Wnited Sates [147.237. 72. 167 |i shuri maka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41.107.109.238 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
5. 255. 253. 157 R‘Sf:;”ion 147. 237. 77. 216 |dover . i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
46. 19. 86. 204 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |1
195. 154. 146. 225|France 147. 237.77. 216 |dover.idf.il drop SAMrule drop 1
113. 240. 250. 155|Chi na 147.237.76. 176 |test. ncore.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
37.26.147.171 |lIsrael 147.237.72. 166 |aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
84.108. 23. 32 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
66.240.192. 138 |United Sates |[147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
208.115.111. 73 |Wited Sates |147.237.76. 200 |eitan. aka.idf.il drop SMrule drop 1
141.212.122. 64 |wited Sates [147.237.0.17 qunly kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
113. 240. 250. 155|Chi na 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 118 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 88
37.142.68.68  |Israel 147.237.76. 200 |ei t an. aka. i df . i | Too My of the Sane Response Cbde (404) in Session from Bl ock 83
37.142. 68. 68
46.19.85.118  |israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 37
46.19. 85. 118
207.241. 226. 40 gq;:eeg 147.237.77. 176 [mat pash. i df . i | Mil tipl e Unauthorized URL Access from 207.241. 226. 40 Bl ock 4
207. 241. 226. 40 g"att:: 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 3
2.52.131. 226 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
2.54.28. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
Lhi ted . . D stributed Uhaut hori zed URL Access on
204.13.200.200 fo . o 147.237.77. 216 |dover . i df .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
5.102.254.141 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
108. 61. 206. 225 g"att:: 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 2
2.52.131. 226 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock
46.19. 85. 234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
41. 69. 251. 43 Egypt 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xnirpc. php B ock
Lhi ted . . D stributed Unhaut hori zed LRL Access on
208.184.112.74 o o 147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Lhited . . D stributed Uhaut hori zed URL Access on
107.178.194.83 g 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
78.135.79.101  |[Turkey 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
i ted Unaut hori zed URL Access to
8.37.70.143 Sates 147.237.77.216|dover. i df .i | wwwv i df . i 1/1517-en/ dover . aspx&usg=al kj r hgohj cpv4nkz2l b5aOvingy |[B ock 1
nboygq
188.51.109. 18 |Saudi Arabia |147.237.77.176 |nat pash. i df . il Distributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249.67.133  |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ O/ 2690. | pg Bl ock 1
. . . Mil tiple Wntraceabl e SSL Sessi ons from 113. 240. 250. 155 (Pr ot ocol
113. 240. 250. 155|Chi na 147.237.76.86 [navy.idf.il viol ation (SSL CONN QLI ENT HELLO) None 1
m ny- kosher - kravi . i i i
109. 66. 127. 213 |Israel 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
46.19. 85. 118 I srael 147.237.0.19 [madi matal .idf.il Too Many 404: Response Code per Session B ock 1
104. 152. 168. 15 |Canada 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to maarachot . idf.il/bl og/ wp-adnin/ B ock 1
Wni ted Unaut hori zed URL Access to
8.37.71.70 147.237.77. 216 |dover. i df . il waw i df . i1/1395-en/ dover. aspx?pagenun¥4& ang=ené&sort di r =asc&us |B ock 1
Sates . L. o
g=al kj r hhnsaxdueo8j i r kx_f zxj kdi 4kj va
Lhi ted . . Unaut hori zed URL Access to
157.85.39. 17 Sates 147.237.77. 216 [dover . i df . i | wan i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
68. 180. 229. 239 g“'af(f;’ 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in LR /nai n/giyus/[[#11]]general . aspx B ock 1

. . Unaut hori zed URL Access to
66. 249. 66. 37 | srael 147.237.77. 216 |dover . i df .i | 147. 237.77. 216/ 1283- 18139- en/ dover . aspx B ock 1

S3. Whtraceabl e Gonnection - Protocol violation

113. 240. 250. 155|Chi na 147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT FELLO) None 1
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request net hod B ock 1
212.199.53. 161 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107.178. 194. 83 g‘;:ﬁd 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/1133-22461-he/ dover. aspx. |B ock 1
78.135.79.101 [Turkey 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/wp-1ogin. php B ock 1
Lhi ted . . Unaut hori zed URL Access to
8.37.70.163 Sates 147.237.77. 216 [dover . i df . i | wwy i df . il/english/&sg=al kj r hi ahr vyi nkt gl hqo9i aal2crrj a6q Bl ock !
188.51.109. 18 [Saudi Arabia [147.237.77.176 |nat pash. i df . i | D stributed Wauthorized URL Access on wwu cogat . idf.il/xmrpc. php |B ock 1
. . Unaut hori zed URL Access to
66.249. 67. 254  |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8675- he/ r ef uah. aspx Bl ock 1
. . . Mil tiple Untraceabl e SSL Sessi ons from 113. 240. 250. 155 (Prot ocol
113. 240. 250. 155|Chi na 147.237.76.86 |navy.idf.il viol ation (SS. CONN SERVER HELLO)) None 1
m ny- kosher - kravi . i _ .
109. 66. 127. 213 |l srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from109. 66. 127. 213 None 1
37.142. 68. 68 I srael 147.237.76.200|ei tan. aka.i df .i | Too Many 404: Response Code per Session B ock 1
105. 156. 186. 197 |Mbr occo 147.237.77. 216 |dover.i df .l Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
8.29.138. 132 g“'af(f;’ 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot . idf.il/ol d/ wp-adm n/ B ock 1
157.55. 39. 98 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/klali.aspx B ock 1
68. 180. 230. 244 g“'af(f;’ 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
66. 249. 66. 40 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ 1133- he/ dover. aspx  |B ock 1
. . . . SS. Untraceabl e Gonnection - Protocol violation
113. 240. 250. 155|Chi na 147.237.0.34 |tikshuv.idf.il (SSL CONN SERVER HELLO None 1
46. 19. 85. 62 | sr ael 147.237.77. 216 |dover.idf . il Mal for med LRL B ock 1
79. 180. 34. 62 I srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 108 cooki es B ock 1
Ui ted Unaut hori zed URL Access to
8.37.70.191 147.237.77. 216 |dover . i df . i | www i df . i 1/1395- en/ dover . aspx?pagenun¥28 ang=en&sort di r =asc8us |B ock 1
Sates L S
g=al kj r hgyut | f xs3ydp3qgyno5asv-j m h-w
196. 207. 134. 25 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
, W, chamat z. aka. i d |unaut hori zed URL Access to
118.212.117.8  |China 147.237.77. 226 f.il v chanat z. aka. i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock 1
66.249.78.236 | srael 147.237.76.42 |refuah.idf.il thaut hori zed LR Access to Bl ock 1

147. 237. 76. 42/ 994- 9699- he/ r ef uah. aspx
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