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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3583

66. 249. 66. 81 | srael 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 688
31.154. 170. 35 | srael 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 324

66. 249. 66. 107 | srael 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 47
202.112. 51. 96 Chi na 147.237.77.170 naarachot . i df . il |bl ock-sp-trafl drop 1

96. 40. 134. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il|Bl ock Wdp All Nets drop 1
202.112.51. 96 Chi na 147.237. 76. 86 navy.idf.il bl ock-sp-trafl drop 1
94.102. 56. 238 Net her | ands 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

123. 160. 147. 108 Chi na 147. 237.72. 166 aka.idf.il [3630: HITP. SQ Injection (Bool ean I dentity) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

66. 249. 66. 81 147.237.72.166 |Wnited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2

66.249. 64. 186 [147.237.77.74 |Wiited Sates [lawidf.il ET SCAN NVAP -sA (2) 2

193. 105. 134. 220|147. 237. 0. 34  [Sweden tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1

125. 65. 165. 215 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1

121.7.149.100 |147.237.0.19 |Singapore vadi matal idh il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

106. 51 217 201 |147 237 828 |india o nobi | e ks, i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

61.240.144. 67 [147.237.0.16 |China ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1

209. 126. 116. 147|147. 237. 77. 212 |Whited Sates |e dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1

125. 65. 165. 215 [147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1

125. 65. 165. 215 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1

114.43.3.4 147 237 0.16  |Tai ven ny-osher -kravi . df . i | ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

66.249. 67. 240 |147.237.72. 166 |Lhited Sates |aka.idf.il SERVER APACFE Apache med_ssl non-SSL connection to S8 port |,
deni al of service attenpt

61.240. 144. 65 |147.237.0.200 |China rdu. i df il ET SCAN NMAP -sS wi ndow 1024 1

209. 126. 116. 147|147.237.77. 170 |Lhited Sates |naarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.179. 56. 64 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 26
46. 19. 86. 126 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |20
46. 19. 86. 53 | srael 147.237.72. 156 |anan. i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
188. 120. 148. 176! srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6
79.180.123.57 |lIsrael 147. 237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
38.98.194. 2 Lhited Sates |147.237.72. 166 [aka.idf. il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
109. 64.133. 64 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi
176.12.136.15 |Israel 147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansmi ssi on Packet dr opped.
185. 3. 144. 168 |l srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TP Invalid i i ssi
37.26.147.128 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
84.228.148.33 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
5.29.173.22 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or
41.131.100. 197 |Egypt 147.237.77. 74 |lawidf.il drop SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi
207.232.55.184 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.189  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 117.37  |[israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.177.157.15  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
5.29.173.22 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert
2.54.11. 246 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Russi an Do S
195. 239. 16. 40 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Vb Server Enforcenent HTTP Deni
2.54.41. 66 I srael 147.237.76.42 |refuah.idf.il . Véb Servers S ow HITP Denial of - o 2
Mol ation Service
84.229.248.12 | srael 147.237.72. 166 |aka. i df . Bad TCP sequence SIHAK retransmt with different | oo |2
w ndow scal e
195.239. 16,53 |Ssian 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SWN drop 2
Feder at i on
Sreaning Engine: TGP Invalid i i ssi
66. 249. 66. 1 Lhited Sates |147.237.72. 166 [aka.idf. il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
104. 172. 207. 143|Wited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
. . SYNPAXK retransmit with different .
81.218.27.202 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
216.243.31.2 Lhited Sates |147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 88.210. 13 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 1
104. 172. 207. 143|United Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
82.166. 204. 178 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
216.243.31.2  |Wited Sates |147.237.8.27 |e.madimatal.idf.i|Geo-1 ocation enf or cenent Geo-locati on i nbound drop 1
enf or cenent
46. 19. 86. 237 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26.147.202 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122.75 |Uited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157.55.39.243 |Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
5. 29. 203. 75 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
109. 64. 64. 142 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
84.108. 174. 248 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
: R ] Geo- | ocati on i nbound
216.243.31.2 Lhited Sates  [147.237.72.217|eidf.il Geo- | ocati on enf or cenent enf or conent drop 1
46.120.95.168 |Israel 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 1
188. 120. 148. 188|l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.147.202 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber noni t or 1
141.212.122.76 |Wnited Sates |147.237.72. 156 |aman.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.150. 229 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker . ) Devi ce
Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.12.136.15  [Israel 147.237.0.19 |nadimatal .idf.i (120 MY of the Sane Response Code (404) in Session from B ock 172
176.12. 136. 15
176.12.136.15 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 152
176.13.20.115 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 18
176.12. 136. 15 | srael 147. 237. 0. 19 madimatal .idf.i Too Many of the Sane Response (ode (403) in Session from 8 ock 8
176.12. 136. 15
176.13.18. 155 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
86.121.13.253 |Romani a 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 3
87.69.109.119 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
5.175.193.164 |Ger many 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df . i/ navy/ B ock 2
} . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216(dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 2
176.12. 141. 101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
176. 13. 4. 197 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None
: ] . D stributed ULhauthorized URL Access on
204.13.200.200 |[Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
] . . D stributed Lhauthori zed URL Access on
208.184.112.74 [Wited Sates  [147.237.77.216|dover. i df .i | v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
109. 64. 133.64  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Atack None 2
5.175. 13. 138 Ger many 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df .il/qiyus/ general /default.a B ock
158. 69. 192. 220 |lhited Sates  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ favi con. i co B ock 1
Russi an ] ] Uhaut hori zed URL Access to
188.143. 232. 11 Federation 147.237.77.176 [nat pash. i df . i | ww cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
176. 10. 104. 240 |Saitzerl and 147.237.77. 216 |dover.i df . il Distributed Waut horized URL Access on 147. 237. 77. 216/ Bl ock 1
] . . Unknown Paraneter _ VI EASTATEENCRYPTED i n
38.98.194. 2 Lhited Sates  |147.237.72. 166 |aka. i df . i | v aka, i of . |/ rmai v sachar/ decl ar at i onexpl anat i on. aspx None 1
216.218.207. 138|hited Sates  |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw i df.il/1294- he/ v i df .| B ock 1
128. 70. 100. 153 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Parameter Type Mol ation IDin wuidf.il/1294-en/ dover. aspx B ock 1
183.82.141.82 [india 147.237.77.216|dover . i df . i Mil tipl e Uhaut hori zed URL Access from 183. 82. 141. 82 B ock 1
84.111. 155. 140 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 67 I srael 147.237.77. 170 |ma@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77.170/ pdf/files/ 1/ 106151. pdf |8 ock 1
173.208.136. 170|thited Sates  [147.237.77.176|nat pash.idf .i| [Admn B ocking B ock 1
192. 185. 6. 25 Lhited Sates 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot . idf.il/test/wp-admin/ B ock 1
178.152. 84. 185 |Gitar 147.237.77. 176 |mat pash. i df .i| [Distributed PP Atenpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar edl | ent scri pts/ si debar/ si debar | s Bl ock 1
66. 249. 66. 25 | srael 147.237.77.216|dover. i df .i |l Unhaut hori zed URL Access to wawidf.il/error. htm B ock 1
141.212.122.64 |Uited Sates  |147.237.72. 156 [anan. i df . i | Mal formed URL proxyt est . znap. i 0: 80 B ock 1
183.82.141.82 [India 147.237.77.216|dover . i df . i PHP Attenpt B ock 1
84.228.115.57 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Uhaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |mat pash. i df . i | [wan cogat . i df . i1/ usefulinformation/idkoni ni pages/ t ut und4012011. asp |Bl ock 1
X
173.208.136. 170|lhited Sates  [147.237.77. 176 [mat pash.idf .il [Miltiple Whauthorized LR Access from 173.208.136. 170 B ock 1
31.154.170.35 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw lawidf.il/sip storage/files/ B ock
] . . D stributed Lhauthorized URL Access on
107.178.194. 83 |Uited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
195. 154. 73. 222 |France 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to naarachot. i df.il/wp-adm n/ Bl ock 1
178.152.84.185 |Qtar 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df.il/xnrpc. php B ock 1
68.180.228.175 |lhited Sates  |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8974- he/ r ef uah. aspx |B ock 1
176.12.136.15 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Too Many 403: Response Code per Session B ock 1
. ] Uhaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p, st or agel fi | es/ 1/ 61341,  pg Bl ock 1
157. 55. 39. 18 Uited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp B ock 1
85. 181. 139. 194 |Ger many 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx Bl ock 1
185, 25. 151. 159 |Pol and 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to test pd. pospr. waw pl /t est pr oxy. php B ock 1
66. 249. 67. 240 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_CGONN CLIENT_HELOQ [None 1
173.208. 136. 170|Uhited Sates 147.237.77. 176 |mat pash. i df . i|  |[Wauthorized URL Access to ww cogat.idf.il/ftb.inagegal | ery. aspx Bl ock 1
31.154.170.35 |Israel 147.237.77. 216 |dover . i df . i | D stributed Unaut horized LRL Access on 147.237. 77. 216/ B ock 1
] . . Dstributed Lhauthori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover.idf . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
183.82.141.82 |[India 147.237.77. 176 [mat pash. i df . i| |PHP Attenpt Bl ock 1
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