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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3878
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3334
66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2759
80. 184. 113. 208 Kuwai t 147.237.76. 148 gacenter.aka. i df.il |[JLM Under Attack Con_Tcp drop 2
134.147. 203. 115 Cer many 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 2
202.112. 51. 96 Chi na 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1

94. 102. 56. 238 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1

61. 46. 185. 183 Japan 147.237.76. 177 ncore.idf.il B ock_Wp Al _Nets drop 1
93.174. 93. 130 Net her | ands 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
93.174.93. 130 Net her | ands 147.237.76. 202 e.halag.idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.0. 41. 197 147.237. 77. 216 | S t zer| and dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 2
198. 20. 69. 98 147.237.76. 147 |Whited Sates [chinuch. aka.idf.illET DRCP Dshi el d B ock Listed Source 1
193. 105. 134. 220|147. 237. 8. 46 |Sweden e.chinuch.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 155(147. 237. 76. 38 |Chi na eenmeitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
66.249. 67.224 |147.237.72.166 |Lhited Sates |akaidf.il SE?.\/ER-APAO-E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
204.151.29. 209 |147.237.76.202|lhited Sates [e halag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
149.78.154.69  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131|147. 237. 0. 200 |Canada . i df il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147. 237. 76. 202 [Net her | ands e halag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
204.151.29.209 [147.237.76.202|thited Sates |e.halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
46.118. 155. 187 [Wkrai ne 147.237.72. 166 |aka. i df .i drop SAMrule drop 18
5.102. 213. 4 I srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence Sszzge”a”s”“ wth different wndowl ooivor |15
46. 19. 85. 60 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber moni t or 9
100. 100. 32. 98 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
109. 64. 133. 64 |l srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 8
188. 120. 148. 148l srael 147.237.77. 216 |dover.idf.i| |[Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 22 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 7
66. 214. 39. 86 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
46.116.167. 119 [israel 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
66.249.75.94  |lnited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
46. 19. 85. 60 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert
85. 130. 244. 152 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval id ACK nunber noni t or
reamn ine: TCP Invali i i ssi
79.180.31.26  |Israel 147,237, 72. 166 |aka i i1 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.125.12.40  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.92.79  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
91.108. 167. 53 LKTI;gegom 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
24.252.217.196 |Wited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176.210.67 |Israel 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 250! srael 147.237.72. 156 [amn.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
2.54.37.130  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransnission. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 137. 220 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransnmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
82.81.9.215  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransnission. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.178.8.149  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.54.149.18  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 78 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179. 108. 168 |l srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransnission. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109.64.7.199  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransnssion. drop 3
Ret ransnmi ssi on Packet dropped.
79.181.117. 202 |l srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 2
68.180.230.29 |Lhited Sates |147.237.77.176|matpash.idf.il|{dr op First packet isn't SYN drop 2
208.115.111. 73 [Wited Sates [147.237.76.31 [nakchal .idf.il|dr op SAMrul e drop 2
50. 50. 50. 1 Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 2
94.230.86.172 |[lIsrael 147.237.72. 156 |aman.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 85. 78 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
91. 108. 167. 53 z';;gom 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
94.230.86. 174 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or
141.212.121. 192|Uhited Sates |147.237.77.227 |e. hamaz. i df .i1|{Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enforcenment |drop
109. 65. 186.79 |l srael 147.237.72. 156 |aman.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
66.249.66.61  |lLnited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransnssion. drop 2
Ret ransnmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
208.115.111. 72 |Uhited Sates |147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransnission. drop 2
Ret r ansnm ssi on Packet dr opped.
46.117.225.67 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
198.154.60.27 |wited Sates [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
79.180. 250.49 |lsrael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
208.115.111. 73 |Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 2
169. 229. 3. 90 Uhited Sates |147.237.77.227 |e.hanaz.idf.i1{Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf orcenent  [drop 2
Sreanming Engine: TCP Invalid i i ssi
66.249.75.110 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransnssion. drop 2
Ret ransni ssi on Packet dropped.
121. 146. 93. 228 Okfre& Republic |y 47 237, 77. 176 |nat pash. i of . i1]drr op SMrule drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
207.241.226.41 |lnited Sates|147.237.0.34 |ti kshuv.idf.il Mil tiple Unaut hori zed URL Access from 207.241. 226. 41 Bl ock 14
207.241.226.41 |Wnited Sates[147.237.0.34 |ti kshuv.idf.il PHP At t enpt B ock 5
121. 146. 93. 228 gﬁaic o |147-287.0.15  |kosher-kravi.idf.il [witiple Unauthorized UR Access from121.146.93.228 B ock 5
213.57.253.129 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
77.127.152.227 [israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock
109. 64. 133. 64 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
; . . Distributed Lhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77. 216 [dover.i df . i | v i dff . i 1/ 1133- 22638- hel dover . aspx. Bl ock 2
213.57.159. 246 |[lIsrael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
] . . O stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77. 216 |dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
79.176.125.59 [Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
Unhaut hori zed URL Access to
212.76.113.22 |[Israel 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ &sa=u&ved=0ahukewj g2l i j gspj ahvj vbakhbi cc [Bl ock 2
ksqgf ggi mma&usg=af qj cnhcvyyg7wlcqg- yhd5_ anmmrzoyodt wa
121. 146. 93. 228 g;ﬁa o |47-287.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 121.146.93. 228 B ock 2
Kor ea, . . . URL is Above Root Drectory
121.146.93. 228 Republ i ¢ of 147.237.0.34  [ti kshuv.idf.il wan ti kshuv. idf.il/../shared/ usercontrol s/ header upper/ # Bl ock !
66. 249. 66. 37 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237. 77. 216/ 1065- he/ dover . aspx Bl ock 1
Unknown Par arret er
38.98.194. 2 Uhited Sates [147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent Stat eshonth in None 1
ww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed Met hod HEAD for
79.182.175. 135 |[lIsrael 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ rai Y gi yus/ nai | box. aspx B ock 1
. . Uhaut hori zed URL Access to
77.127.150. 216 |lIsrael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
185. 32. 179. 179 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
Kor ea, . . URL is Above Root DOrectory
121.146.93.228 Republ i ¢ of 147.237.0.15  kosher-kravi . idf.il kosher-kravi .idf.il/../shared usercontrol s/ header upper/# B ock !
. wwnv, chamat z. aka. i .
54.153.33.152 |lhited Sates|147.237.77. 226 df il Unaut hori zed URL Access to 147.237.77.226/ Bl ock 1
91. 196. 50. 33 Pol and 147.237.77.74 [lawidf.il Unaut hori zed URL Access to testp3. pospr.waw pl / t est proxy. php B ock 1
79.176. 225. 235 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
- . Unaut hori zed URL Access to
66.249.66.40 |l srael 147.237.77. 216 |dover . i df . i | 147. 237. 77, 216/ 1133. 18724- he/ dover . aspx B ock 1
Kor ea, . . . Uhaut hori zed URL Access to
121.146.93. 228 Republ i ¢ of 147.237.0.34  [tikshuv.idf.il ww ti kshuv. i df . il /shared/ user control s/ header upper/ # B ock !
41. 69. 251. 43 Egypt 147.237.76.86 |navy.idf.il Dstributed PHP At tenpt B ock 1
109. 64. 7. 199 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/ B ock
84.109. 96. 23 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/ mai n/ sachar/ undef i ned Bl ock
] - . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |lhited Sates|147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Kor ea, .. . Uhaut hori zed URL Access to
121.146.93.228 |oilic of  |L47-237.0.15 kosher-kravi .idf. i1 | o\ ai idf.i1/nailto kosher@ail.idr.il Bl ock 1
54.153.33.233 |Wnited Sates [147.237. 77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
www. chamat z. aka. i _ . .
91. 196. 50. 33 Pol and 147.237.77. 226 df il Unhaut hori zed URL Access to testp5. miel no. | ubin. pl/testproxy. php Bl ock 1
2.54.42.102 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates|147.237.77.216 |dover. i df .| v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.180.97.164 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
- . Unaut hori zed URL Access to
66.249.66.43 |l srael 147.237.77. 216 |dover . i df . i | 147.237. 77, 216/ 1133. 19798- he/ | df gdover . aspx B ock 1
141.212.121. 176|lhited Sates |147.237.76.39 |nobile. ngitav.idf.il |Uauthorized URL Access to 147.237.76. 39/ Bl ock 1
41.69. 251. 43 Egypt 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to wwu navy. i df.il/xmrpc. php B ock 1
85.64.135.211 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
216.218. 207. 138|Lnited Sates |147. 237. 77. 216 |dover.i df . i | Uhaut hori zed LRL Access to v i df.il/1294-en/wan idf.il/english Bl ock 1
121.146. 93. 228 g}ﬁgiwf 147.237.0.19 |nadimatal .idf.il  |Uauthorized LRL Access to madimatal .idf.il/nailto: htn@df. il Bock |1
66.249. 64. 165 [l srael 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to ww nag. i df .il/163-7183-en/ pat zar aspx |B ock
2.54.42.102 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[Lhited Sates |147.237.77. 216 [dover.i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.181.18. 20 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
. - Unaut hori zed URL Access to
66. 249. 66. 72 I sr ael 147.237.77. 176 [nat pash. i df . i | v cogat i df . i 1/ about/ nenori al / pages/ el hozayel t al eb. aspx B ock 1
141.212.122. 64 |Uhited Sates [147.237.77.233|atal .idf.il Ml formed URL proxytest. zmap. i o: 80 B ock 1
46.19. 86. 74 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
109. 160. 181. 11 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
85. 250. 211. 109 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79 176.210.67 |1 srael 147.237.72. 166 |aka. i df . i | .l,hknovm Par' anet er gtl 0(_)$ct | 00$cphMai n$TochenP aceHol der $bt nSave None 1
in ww aka.idf.il/nain/giyus/faqg. aspx
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