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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 115667
141. 255. 148. 228 Net her | ands 147.237.77.216 dover.idf.il |HTTP Page H ood Attack forward 17299
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il |network flood | Pv4 TCP- FI N ACK drop 12579
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il |DOS HITP-firefl ood dest - r eset 4707
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS-Tool - Swi t chbl adG dest - r eset 3533
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1940
141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 463
141. 255. 148. 228 Net her | ands 147.237.77.216 dover.idf.il |SYN Hood unverified cooki e dr op 213
141. 255. 148. 228 Net her | ands 147.237.77.216 dover.idf.il |DOS- LA C- TCP- 80- cat dest - r eset 40
0.0.0.0 147.237.77. 216 dover.idf.il [SYN Hood unverified cooki e drop 18
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 11

66. 249. 66. 28 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10

90. 61. 6. 72 France 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
0.0.0.0 147.237.77.216 dover.idf.il |[SYNH ood del ete reset dr op 4

66. 249. 66. 31 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
104.131. 147.112 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 3

141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 2

199. 30. 16. 160 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1

146. 185. 239. 100 Russi an Federation 147.237.76. 86 navy.idf.il |bl ock-sp-trafl dr op 1

141. 255. 148. 228 Net her | ands 147.237.77. 216 dover.idf.il |F Dover Under Attack Con H ps drop 1
54.72.73.168 Irel and 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgna1 ure Devi ce Action |Count |
105. 156. 69. 180  |Mbrocco 147.237.72.166 |aka.idf.il [Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
123.126.113.80  [China 147.237.72.166 |aka.idf.il |[Cl03: HTTP. User Agent Sogou-+web+spi der B ock 1

141. 255. 148. 228 |Net herl ands 147.237.77.216 |dover.idf.il{10725: TCP. LA C DDoS Tool B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.93.129 |147.237.76.30 |Lhited Sates hi nush. i df . il ET SCAN NVAP -sA (2) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
43.229. 53. 89 147.237.0.15 |Japan kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
37.230.212.125 [147.237.72. 166 gj::;”ion aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
209. 239. 126. 72 |147.237.72.14 |Lited Sates dover.idf.il(od) |ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77. 216 |Wnited Sates dover.idf.il ET DRCP Dshield B ock Listed Source 1
98.119. 105. 221 |[147.237.76.196 |Lhited Sates e.sviva idf.il ET SCAN NMAP -sS wi ndow 4096 1
98.119. 105. 221 |147.237.76. 196 [Lhited Sates e.svivaidf.il ET SCAN NVAP -f -sS 1
91.218. 246. 103 |147.237.72. 14 g{j;:;‘im dover.idf.il(old) |ET SCAN NVAP -sS wi ndow 1024 1
43.229. 53. 89 147.237.0.35 |Japan akaws. i df i | ET SCAN Potential SSH Scan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 1
209. 126. 116. 147|147. 237. 77. 205 |Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 |147.237.76.196 |Lhited Sates e.svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
91.236.120. 178 |147.237. 72. 166 23::;'}0'1 aka idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
- ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
88.247.111. 112 |147.237.76.31 |[Turkey nakchal .idf.il .
Potential Scan or Brute Force
46.151. 55. 35 147.237.77. 61 |Wkraine e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
141. 255. 148. 228|Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3804
141. 255. 148. 228|Netherl ands ~ |147. 237. 77. 216 |dover. i df .i | drop drop 679
93. 150. 97. 54 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 286
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i dof . i | dr op First packet isn't SN drop 174
Sreamng Engine: TP Invalid i i ssi
79.176.38.48  |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 162
Ret ransm ssi on Packet dropped.
141. 255. 148. 228|Netherl ands ~ [147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 129
141. 255. 148. 228|Netherl ands ~ |147. 237. 77. 216 |dover. i df .i Bad TCP sequence I'nval i d ACK nunber aert 107
Sreaming Engine: TCP Invalid i i ssi
104.131. 239. 54 |Wnited Sates |147.237.76.200|eitan. aka. idf. il 9 =g nvalid segnent retransmssi on. drop 50
Ret r ansm ssi on Packet dropped.
141. 0. 14. 162 Eur ope 147. 237. 77. 216 |dover. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 38
sl SYNretransmt wth different .
79.176.72.221 |israel 147.237. 77. 234 |hal ag.i df . i | Bad TCP sequence wi ndow scal e noni t or 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
46.19. 85. 163 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 23
Sreaming Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72.166|aka idf.il 9 =g nvalid segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dropped.
176.127.22.15 |Sntzerland  [147.237.72. 166 |aka.idf .i | dr op First packet isn't SN drop 11
46. 19. 86. 34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
100. 100. 54. 210 147.237. 72. 166 [aka. i df .i | dr op First packet isn't SN drop 7
reamn ine: TCP Invali i i ssi
79.177.19. 2 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  ivalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.68.69.248  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
79.176.72.221 |israel 147.237.77. 233 |atal .idf. il Bad TCP sequence SNretransmt with i fferent monitor |6
w ndow scal e
212.143.91.134 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert
41. 46. 148.234  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
109. 67. 113. 109 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
212.143.91.134 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
188. 120. 148. 206 |I sr ael 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
87.69.237.157 |Israel 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN ACK -> Ti meout rej ect 4
93. 150. 97. 54 Italy 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 4
79.178.182. 217 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINCAQK retransmt with different | oovor g
w ndow scal e
188. 120. 148. 206| srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
79. 16. 45. 251 Italy 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 4
93. 150. 97. 54 Italy 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreanming Engine: TCP Invalid i i ssi
46.19.86.163  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
212. 150. 200. 20 |I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  ivalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
94.230.86.162 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.182. 161. 117 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  ivalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
84.110. 208. 137 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109.67.20.20  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  ivalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
213.57.101. 201 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.182. 168. 203 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 64. 137.32  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.177.187. 225 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 86 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
185.3.144. 114 |israel 147. 237. 72. 156 [anan.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi
109. 64. 170. 130 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
207.46.13.184 |Wnited Sates |147.237.72.166|aka idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
82.80.57.175  |israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
109. 65. 159. 203 |I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TGP Invalid i i ssi
66.249. 64. 198 |Wited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. dr op 3
Ret ransm ssi on Packet dropped.
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i of . i | drop drop 3
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41.46.148.234  |Egypt 147.237.77. 216 |dover. i df . Bad TCP sequence SNeAXK retransmt with different o0 2
w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
41.131. 100. 197 |Egypt 147.237.77.74 |lawidf.il PHP At enpt B ock 4
41.131.100. 197 |Egypt 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 4
m ny- kosher - kr avi _ _
149. 78. 250. 122 |l srael 147.237.0. 17 idf il Ostributed 111 egal Paraneter Encoding None 2
84.108.220.32 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
109. 65. 138. 192 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
5.102.254.103 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
37.26.146.216 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Attack None 2
. . Unaut hori zed Met hod HEAD for
46. 19. 85. 125 I 'srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 2
105. 156. 69. 180 |[Morocco 147.237.72. 166 |aka. i df . i | Distributed PHP At enpt B ock 1
66. 249. 66. 40 I srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77.216/ 1133- 8021- he/ dover. aspx |B ock 1
82.166. 233. 197 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ reset . css Bl ock 1
Lhited . - D stributed Lhaut hori zed URL Access on
204.13.200.200 g o 147.237.77.216|dover . i df . i v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
37.142.68.102 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Mal formed URL dA:[[#27]]" APxEAVAE OTA x3[[#1] ] x! u[ [ #16] ] hAE
79.114.212.166 |Romania [147.237.76.86 |navy.idf.il i 6ZA 1 [ [#4] ] A" x+5A2A;[ [ #23] ] AzAuxzx [ #31] ] A€} A™x’A- xs B ock 1
A z[ [#14]] [ [ #8] ] A—a&L[ k"l « ALY gxEA- AS- qcEtx'pn6AVj [ #28] ] A»v<va
. . Unaut hori zed URL Access to
66. 249. 66. 69 | srael 147.237.77. 176 |nat paSh' idf.il waw cogat . i df . il /usefulinformnation/idkoni m pages/ 16122010nasai yot . aspx Bl ock !
Lhi ted . . O stributed Unaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 66. 1 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df . i|/br><brot hers/ skiral defaul t.asp |B ock 1
94. 230. 84. 59 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter docld in wa aka. i df.il/chi nuch/klali/ None 1
79.182.219.62 |lsrael 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 1
46.120. 169. 250 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
185.32.179.14 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
Lhi ted . . Paramet er Type M ol ati on PageNumin
68.180.230. 224 [o o 147.237.76.31 |nakchal .idf.il vaw nakhal i df . i 1/ 1108- he/ nakhal . asp Bock |1
2.52.52.64 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
141. 212.122. 64 g‘;tt:: 147.237.0.19 |nadimatal .idf.il Mal formed URL proxytest. znap. i o: 80 B ock 1
105. 156. 69. 180 |Morocco  [147.237.72.166|aka. i df .i | Unaut hori zed LRL Access to wwy aka. i df.il/wp-1ogin. php B ock 1
66. 249. 66. 43 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 66. 43 B ock
61. 135. 190. 197 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ | ayout dev. css Bl ock
Lhited . - D stributed Lhaut hori zed URL Access on
208.184.112.75 g o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
40.77.167. 14 g‘;tt:: 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.12.137.70 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
NULL Character in Method A[[#0]][[#0]][[#0]]!| AAEA?UREREI} ~r A—
79.114.212.166 |Romania [147.237.76.86 |navy.idf.il A A« A2 Aa+[ [ #0] ] A- A¥4qAVA—A™[ [ #28] ][ [ #15] ] AsA?A. AYA.A'A?; A—  |B ock 1
A»A A A~
. . Unaut hori zed URL Access to
66.249.67.194 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | |Unhauthorized UR. Access to waw chi nuch. aka.idf.il/404. htm B ock 1
. . Paraneter Read Qily Molation in
94.230.86.162 |l srael 147.237.72.166 |aka. i df . i | vow aka i dff i |/ mai v sachar /£ o got passwor d. aspx None 1
79.182.219.62 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal.idf.il/xnirpc. php B ock 1
46.120.179.90 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
195. 154. 146. 225|France 147.237.77. 216 |dover.idf.il Mitiple Illegal HITP Version from 195. 154. 146. 225 B ock
141. 212.122. 64 g“;:s 147.237.77.19 |lawforumidf.il Nal formed URL proxytest. znap. i o: 80 B ock 1
79.114.212.166 |Romania |147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock
2.54.141.1 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
Lhited . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
61. 135. 190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ styl e/ 1. he/ 960. css Bl ock
Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112.75 o o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
84.111. 224. 246 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
176. 106. 226. 71 |l srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Unknown HTTP Request Method A[[#0]][[#0]][[#0]]!| AAEA?UAEA
&I Ar A=A A«[ A2 Bo+[ [ #0] 1 A- A¥AqAYA—A™[ [ #28] ] [ [ #15] ] AA?A- AYAGA’
. . . A?2; A—A>KAK in URL dAx[[#27]]" A2xEAVAE® OTA x§
79.114.212. 166 |Ronmani a 147.237.76.86 [navy. | df.il [[#1]] u[[#16]] hAGE 62A; 1 [[#4]] A XiSA’?A{,[ [#23]] AsA x3xT[ #31] ] A€ B ock 1
FA™MA- xoA Z[ [ #14] ] [ [ #8] ] A—a€L [ kM| « AVEY qx£A- AS- qcEtx’
pn6AYj [ #28] | Asv<va
66.249.67.202 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
117.78.13.55 Chi na 147.237.72. 156 |arman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ robot s. t xt Bl ock 1
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