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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3367
70. 39. 185. 218 Satellite Provider 147.237.77. 216 dover.idf.il JLM Dover_Gon_Linmt_Htps drop 28
109. 63. 214. 115 Russi an Federati on 147.237.77. 233 atal.idf.il Frk Purple Gon Limt Htp drop 3
109. 63. 214. 115 Russi an Feder ati on 147. 237.77. 233 atal.idf.il Frk_Under Attack Con Htp drop 2
70. 39. 185. 218 Satellite Provi der 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 2
192. 129. 227. 26 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1

66. 249. 64. 165 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1

51. 254, 212. 184 Uni ted Ki ngdom 147.237.76. 197 e hinush.idf.il [Bock Np Al Net drop 1
192. 129. 227. 26 Lhited Sates 147.237.76. 34 yohalan.idf.il |Block Np All Net drop 1

51. 254, 212. 184 Uni ted Ki ngdom 147. 237. 76. 202 e halag.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
209. 126. 116. 147|147.237. 77. 178 |Uited Sates |e.matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.8.45 |lhited Sates |e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 202|147. 237. 72. 167 |Uhited Sates |ishurimaka idf.il [ET SCAN NMVAP -sS wi ndow 1024 1
199. 101. 186. 201|147. 237. 77. 205 |Lhited Sates |prisha.idf.il ET SCAN NMVAP -sS w ndow 1024 1
_ _ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
187.36.50.5 147.237.0.34 |Prazil tikshuv.idf.il . 1
Potential Scan or Brute Force
161.202.41.12 |147.237.0.15 |Netherl ands kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
89.219.56.200 |147.237.77.176|Estonia nat pash. i df . i | ET SCAN NVAP -f -sS 1
220. 245. 240. 26 |147.237.76. 176 |Australia test.ncore.idf.il |ET SCAN NMVAP -sS w ndow 3072 1
209. 126. 116. 147|147. 237.76. 176 |Lhited Sates |[test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 202|147. 237. 72. 167 |United Sates |ishurimaka idf.il [ET SCAN NVAP -sS w ndow 4096 1
199. 101. 186. 201|147. 237. 77. 205 [Lhited Sates |prisha.idf.il ET SCAN NVAP -sS wi ndow 2048 1
199. 101. 186. 201|147. 237. 77. 205 |Lhited Sates |prisha.idf.il ET SCAN NVAP -f -sS 1
_ ! . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
190. 147. 216. 34 |147.237.8.27 |Col onbi a e.nadimatal .idf.il ) 1
Potential Scan or Brute Force
_ . |ET SCAN Behavi oral lLhusual |y fast inbound Tel net Connecti ons,
187. 36.50. 5 147.237.0. 15 Brazil kosher-kravi .idf.il . 1
Potential Scan or Brute Force
89.219.56.200 |147.237.77.176|Estoni a nat pash. i df .i ET SCAN NVAP -sS wi ndow 2048 1
220. 245. 240. 26 |147.237.76. 176 |Australia test.ncore.idf.il |ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
Russi an . . -
109. 63. 214. 115 eration 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 105
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
79.178.120.33 | srael 147.237.77. 234 |hal ag. i df .1 Bad TCP sequence SiNretransmt wth different moni tor |26
w ndow scal e
118. 238. 227. 101 |Japan 147.237.77. 233 |atal .idf.il drop SAMrul e drop 24
70.39.185.218 |[Satellite Providd147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
70.39.185.218 |Satellite Providd147. 237. 77. 216 [dover. i df .| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 18
Sreaning Engine: TCP Invalid i i ssi
77.125.125. 254 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
213.57.131.221 [Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
37.142.250. 172 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.94.56. 141 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TQP Invalid i i ssi
46.19.85.254  |Israel 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
109. 67.53. 151 |l srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d ACK nunber aert 6
109. 67.53.151 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 64.133.64  |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46.120. 159. 103 [Israel 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
141. 0. 15. 66 Eur ope 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
100. 127. 229. 117 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
213.57.132.99 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
176.13. 3. 181 I 'srael 147.237.0.19 |nadimatal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i sSi
79.178.30.102 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 157. 104 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
185.3.144.16  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
R SN retransnmit wth different .
79.178.120.33 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i sSi
31.210.178.197 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
185.3.146. 186 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
79.179.192. 188 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 49 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
79.176.34.93  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
5. 255. 253. 157 RJSf;:I”ion 147. 237. 77. 216 |dover . i df . i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 3
84.110.39. 144 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.181.186. 181 |Israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
94.178.79.155 |Wraine 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183. 211. 249 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.15.137 |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 103. 231 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 164. 85 |Israel 147. 237.72. 166 |aka. i df .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.102. 254. 47 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.117.224. 177 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
213.57.142. 187 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
176.13.7.5 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreanming Engine: TQP Invalid i i sSi
89.139. 61.192 [l srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
169. 229. 3. 90 Lhited Sates 147.237.8.28 |e.nobile-ks.idf.illGeo-1 ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 2
176.228. 175. 19 |l srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber alert 2
141.212.121. 192|Uhited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 2
169. 229. 3. 90 Lhited Sates [147.237.76.201|e.atal .idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 2
5.255.253. 157 |SSIan 147. 237.77. 216 |dover . i df .i | Bad TCP sequence SINA retransmt with different | oo |2
Federati on w ndow scal e
176.13.3.181 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d ACK nunber aert
46. 19. 86. 64 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.3.181 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 94
79.178.110. 138 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
46.121.128.78 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/8/ B ock
2.54.163. 114 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates 147.237.77. 216 |dover. i df .i | v i df i | / 1133 22638- he/ dover . aspx. B ock 2
’ . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |Lhited Sates 147.237.77.216|dover.i df . i | v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
185. 3. 146. 166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.52.50. 216 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.111.36.124 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
197.37.37.121  |Egypt 147.237.77. 170 |n@ar achot . i df . i | |thaut hori zed LRL Access to maarachot.idf.il/xnrpc. php B ock 1
66. 249. 66. 37 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx B ock 1
176.13.2.113 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
31.154.10.106 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
80.222.48.117 |FAnland 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw idf.il/xnrpc. php B ock 1
] . . . Unaut hori zed URL Access to
207.46.13.126 |Lhited Sates 147.237.0.34 |tikshuv.idf.il vawy ti kshuv. i df . i 1/t enpl at es/ opr ol escat egory/ opr ol escat egory. aspx B ock 1
192. 115. 100. 190l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwn aka.idf.il/iturimiasp/ wars. asp B ock 1
- - Unhaut hori zed URL Access to
66.249.78.236 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 6/ 3156. | pg B ock 1
109. 160. 177. 99 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46.121.128.78 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from46.121.128. 78 B ock 1
2.54.28. 236 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
84.228. 24. 89 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . Unhaut hori zed URL Access to
79.178.120.33 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates  [147.237.77.216 |dover.idf.i| v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Ml tipl e Whaut horized URL Access from 66. 249. 66. 61 B ock 1
37.26.149.133 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
84.94. 56. 141 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
197.37.37.121 |Egypt 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 1
. - Unaut hori zed URL Access to
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 3/ 3493, | pg B ock 1
141.212.122. 64 |Uited Sates 147.237.76.42 |refuah.idf.il Mal formed URL proxyt est . zmap. i o: 80 B ock 1
2.54.34. 14 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
85. 65. 60. 23 I srael 147.237.77. 216 |dover.idf . il O stributed Uhauthorized LRL Access on waw idf.il/https:/wwidf.il/ [B ock 1
79.179.192. 188 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
’ . . |Unaut hori zed URL Access to
207.46.13.117 |wited Sates 147.237.77. 170 |naar achot . i df . i | naar achot i df i1/t enpl at es/ gener al / gener al . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.67.214 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 2/ 3142. | pg B ock 1
185. 3. 146. 91 I srael 147.237.77. 216 |dover . i df . i | D stributed Whaut hori zed URL Access on wwwidf.il/https:/wanidf.il/ |B ock 1
109. 64. 12. 193 |Israel 147.237.77.216|dover.idf . il O stributed Unauthorized LR Access on waw idf.il/https:/wwidf.il/ [B ock 1
Russi an . . Unaut hori zed URL Access to
37.140. 141. 31 er ati on 147.237.77. 176 |mat pash. i df . i | vaw cogat i dff . i 1/t enpl at es/ nevs/ news. i n. aspx Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates  [147.237.77.216|dover.idf .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
84.94.161.113 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 84.94.161. 113 B ock 1
- . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Par anet er (+)
2.52.17.247 I srael 147.237.77. 216 |dover. i df .i | from2. 52 17. 247 B ock 1
197.37.37.121  |Egypt 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df .i|/xmrpc. php Bl ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/geut/english/index. ht n &gt B ock 1
54.152. 76. 94 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . il/602- 2215 B ock 1
149. 78. 184. 199 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
87.69.218.232 |[lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v i df.il/mat pash/ B ock 1
79.183.51.208 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for vww aka. i df.il/nai n/sachar/fag. aspx B ock 1
207.46.13.126 [lhited Sates 147.237.0.34 [tikshuv.idf.il [Miltiple Unauthorized URL Access from 207.46. 13. 126 Bl ock 1
66.249.78. 4 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1233- he/ at al . aspx B ock 1
109. 64. 133. 64 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
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