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|Top Attackers | n DDoS- Def ence |

Attacker Address
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Site

|Attacker Country

|Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3536
115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk_Under Attack_Con Htp drop 2
170. 161. 102. 40 Lhited Sates 147.237. 76. 44 e refuah.idf.il B ock Wp Al Nets drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il B ock Wp Al Nets drop 1
202.112. 51. 96 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk Purple Gon_Limt Htp drop 1
192. 129. 227. 26 Lhited Sates 147.237.76. 31 nakchal . i df .i | Block Np Al Net drop 1
71.6.167. 142 Lhited Sates 147.237. 76. 39 nobi | e.neitav.idf.il |B ock Udp All Nets drop 1
192. 129. 227. 26 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Udp Al Nets drop 1
71.6.167. 142 Lhited Sates 147. 237.76. 86 navy. idf.il Bl ock Udp All Nets drop 1
192. 129. 227. 26 Lhited Sates 147. 237. 76. 199 e. nakchal .idf.il Bl ock Udp All Nets drop 1
93.174. 93. 130 Net her | ands 147. 237. 76. 42 refuah.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Count
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8. 46 e.chinuch.idf.il ]13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
213.168. 248. 217|147. 237. 77. 205 |I rel and prisha idf.il ET SOAN Behavi oral musu?d ly fast Termnal Server Traffic, 1
Potential Scan or Infection
204.151.29.209 [147.237.76.44 |[thited Sates |e.refuahidf.il ET SCAN NVAP -sS w ndow 1024 1
195.88.209.6  |147.237.0.17 gzzi;'}m mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
177.43.233.5 147.237.76.31 |Razil nakchal . i df.il ET SCAN NVAP -sS w ndow 3072 1
96.22.224.103 |147.237.76. 202 |Canada e.halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
91.201.236.113 [147.237.0.19 |Wraine nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
204.151.29. 209 |147.237.76.44 |lhited Sates e.refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
200. 35.150. 97 [147.237.0.33 |Panana idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 227.212. 27 |147.237.76.30 |Taiwan hi nush. i df i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
96.22.224.103 |147.237.76. 202 |Canada e.halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent

ret ransni ssi on.

Action

107.72.164.34 |Wited Sates [147. 237. 77. 216 [dover. i df .i | > dro 88
Ret r ansni ssi on Packet dropped. P
100. 100. 7. 254 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
Sreaning Engine: TGP Invalid i i ssi
70.27.132.5 Canada 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 34
Ret ransm ssi on Packet dr opped.
o SYNretransmt wth different .
79.181.16. 75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence W ndow scal e monitor |32
100. 100. 6. 205 147.237. 72. 166 |aka. i df . i dr op First packet isn't SN drop 22
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 18
100. 100. 121. 226 147.237. 72. 156 |anan. i df .il dr op First packet isn't SYN drop 14
100. 100. 28. 123 147.237. 72. 166 |aka. i df . i dr op First packet isn't SN drop 12
76.106.154.29 |Wited Sates [147. 237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreaning Engine: TGP Invalid i i sSi
66.249.75.94  |Wnited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 10
Ret r ansmi ssi on Packet dropped.
94.159. 206. 43 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
109. 64.58.186 |l srael 147.237.72. 156 |anan. i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
109. 186. 184. 225l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
109. 64.58. 186 |l srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST aert 7
79.179. 8. 104 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 86. 59 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber monitor |5
95. 86. 100. 117 | srael 147.237. 72. 166 |aka. i df .il dr op Frst packet isn't SN drop 5
213.57.42.136 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber nonitor |4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
87.69. 87. 39 I srael 147.237.0.16 ll'le kosher-kravi.idf- |oyn At t ack SYN -> SYN-ACK -> RST rej ect 4
2.52.16.2 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
2.54.157.73 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213.57.175. 153 |lIsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
r ing BEngi ne: TCP Invali i i ssi
5.28.159.197  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
84.228. 164. 126 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.136  |Israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
79.181.27.109 | srael 147.237.72. 166 |aka i df .i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
5.102.254. 163 |lsrael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.176.119.88 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
37.26.148.158 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 67. 116. 186 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
213.57.137.185 |Israel 147.237.77. 216 |dover. i df . i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
r in ine: TCP Invali i i ssi
79.176. 150. 243 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109. 64. 160. 24 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, ) 3
Ret r ansmi ssi on Packet dropped.
r in ine: TCP Invali i i ssi
79.179.143.6  |Israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
176. 106. 227. 217|i srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, ) 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.176. 220. 103 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109. 64. 200. 103 i srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, ) 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 160. 181. 233|l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.102. 254. 56 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |3
46.121. 208. 162 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
79.178.112. 103 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 66. 158. 41 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
213.57.29.52  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79.178. 201. 165 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.67.62.41  |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
149. 88. 200. 251 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
201. 254.99. 158 |Argentina 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
208.115.111. 73 |lhited Sates |147.237. 72. 166 |aka.idf.il dr op SAMrul e drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
70.27.132.5 Canada 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 181
79.182.11. 86 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 112
79.182.11. 86 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 33
74.208.152.22 |Wited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut horized URL Access from 74. 208. 152. 22 B ock 5
167. 114. 156. 198|Canada 147.237.77. 216 |dover.i df . il Ml tipl e Unhauthorized URL Access from 167. 114. 156. 198 B ock 5
78.0.241. 37 CQoatia 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 4
78.0.241. 37 Qoatia 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmnrpc. php B ock 4
m ny- kosher-kravi .id
77.127.169.22 |lsrael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 2
41.131.100. 197 |Egypt 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock
79.182.210.79 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Uited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
37.142.64. 16 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 186. 172. 168|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
m ny- kosher - kravi . i d , ,
87.69. 87. 39 | srael 147.237.0. 17 £l Ostributed I11egal Paraneter Encodi ng None 2
; . . D stributed Lhaut horized URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
77.75.76. 168 gg;lhic 147.237.77. 216 |dover. i df . i | Ml ti pl e Unaut hori zed URL Access from 77. 75. 76. 168 B ock 2
5. 28. 159. 197 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
173.208.136. 170|thited Sates |147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to vww cogat . i df . il/adm n/ B ock 1
77.75. 76. 168 %&Eﬂ . 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to ww i df .i |/ page/ 25/ B ock 1
. . Uhknown Paranet er ct| 00$ct | 00$cphMai n$cphSachar $ctl34.y in
109. 66. 8. 93 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i o i |/ nai / sachar / pays! i ps. aspx None 1
66.249.66.61 | srael 147.237.72. 166 |aka. i df . i | Wnknown Paranet er 4d9c6f40 in None 1
waw aka. i df . i | / mai n/ kapat z/ cont act us. aspx
m ny- kosher-kravi .id
61.135.190. 197 |Chi na 147.237.0. 17 f inly Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
85. 64. 59. 174 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
37.187.56.47  |France 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77.176/robots. txt B ock 1
185. 32. 179. 118 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
70. 27 132. 5 Canada 147. 237.76. 200 lei t an. aka. i df . i | U1_aut horized URL Access to waw eitan. aka.idf.il/894-x8xz B ock 1
/ ei t an. aspx
141.212.121. 176|thited Sates |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
89. 139. 20. 92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 si p,_st o agel f | es/ 7/ 61487.  pg B ock 1
80. 246. 136. 168 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
41.131.100. 197 |Egypt 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on waw i df . il/xmrpc. php Bl ock 1
. . Unhaut hori zed URL Access to
212.179.42. 241 I srael 147.237.76.86 [navy.idf.il ww navy. i df.il/sip storage/fil es/6/si ze338x0/ 1796. j pg Bl ock !
5.102.254. 163 |[Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ Bl ock 1
176. 13. 13. 69 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 67. 62. 41 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i | /useful i nformation/i dkoni i pages/ 06092010nasai |Bl ock 1
yot . aspx
-kosher - kravi . i df . i i
66.220.146.23 |United Sates |147.237.0.16 |7 Wnaut hori zed URL Access (o . . B ock 1
| wan ny- kosher -kravi . i df . il/i nmages/tenp/ password_i nage. j pg
. - D stributed Lhaut hori zed URL Access on
85. 65. 60. 23 I srael 147.237.72. 156 |arman. i df . i | -~ i1/ bt ps: /v Y, B ock 1
. . URL is Above Root Orectory
198.51.75.165 [Canada 147.237.77. 216 [dover. i df . il wowvi of i1/ ../ shared/cl i entscri pts/j query/j query-1. 4.2, nin. | s Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 83 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. B ock 1
66. 249. 66. 37 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx |B ock 1
213. 8. 204. 15 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
82.166.242.20 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.117.83.50  |Israel 147.237. 72. 156 |anan. i df . i | Distributed thaut hori zed LR Access on B ock 1
vy anan. i df . il /https:/ww anan. idf.il/
37.26.149.208 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
176.13.20. 186 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unaut hori zed URL Access to
66.249. 67.194 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
109. 160. 177. 99 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unaut hori zed URL Access to
66.249.66.25  |Israel 147.237.77. 216 [dover. i df . il LI df i1/ 1133- 20896- he/ dover . aspxx"Ix@xMxoxs Bl ock 1
85. 65. 60. 23 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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