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12-04-2015-15:04:05 to 12-04-2015-16:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3557
159. 0. 231. 25 Saudi Arabia 147.237.77.216 dover.idf.il TP Scan (vertical) drop 756
172.242.236. 107 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Limt Htps dr op 28
109. 65. 151. 184 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
192. 129. 227. 26 Lhited Sates 147. 237. 76. 202 e.halag.idf.il ock Wip Al Nets drop 1
202.112.51. 96 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-trafl drop 1
71.6.135.131 Lhited Sates 147.237. 76. 202 e halag.idf.il B ock Np Al Net drop 1
141.212.122.130 Lhited Sates 147.237.76. 148 gogcenter.aka.idf.il |Bock Wp All Nets dr op 1
192. 129. 227. 26 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Udp All Nets drop 1
71.6.167. 142 Lhited Sates 147. 237.76. 201 eatal.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
151. 80. 31. 121 Italy 147.237.77.233 |atal .idf.il |28 HITP. AhrefBot craw er B ock 1
46.118.118.215 |Wkraine 147.237.77.74 |lawidf.il Q25 HITP. access to adninistrator/index. php -> Quarantine B ock 1

52.1.90. 117 Lhited Sates 147.237.72.156 |aman.idf.il [13840: TLS penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
100. 100. 119. 150 147.237.72. 166 |aka. i df.i | dr op Frst packet isn't SN drop 31
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
213.57. 140. 146 |l srael 147. 237. 72. 156 [anan.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 24
185. 120. 125. 11 147.237.77. 234 |hal ag.i f i Bad TCP sequence SNretransmt with i fferent monitor |24
w ndow scal e
2.52.170. 204 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 22
100. 100. 121. 226 147. 237. 72. 156 [anan. i of . i | drop First packet isn't SN drop 22
Sreamng Engine: TCP Invalid i i ssi
176.13.16.76 |l srael 147, 237. 72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. dr op 20
Ret ransm ssi on Packet dropped.
213.57.140. 146 |Israel 147. 237. 72. 156 |anan. i df . Bad TOP sequence SIWAK retransmt wth different oo |1
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
99.237.83.191 |Canada 147. 237.76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssi on. dr op 14
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.75.94  |uited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 14
Ret ransm ssi on Packet dropped.
46.116.217.85 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 12
79.179.193.70 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 11
reamng BEngine: TCP Invali i i ssi
79.179.18.53  |israel 147.237.77. 243 |t e iop i1 |7 €AMNg Engine: TP Invalid invalid segnent retransnissi on. drop 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
31.154.86.120 | srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
62.207. 60. 228  |Net her| ands 147.237.77. 74 |lawidf.il drop First packet isn't SN drop 8
. . SYNPAXK retransmit with different .
80. 246. 136. 176 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence wi ndow scal e noni t or 8
79.179. 8. 104 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 243 I srael 147. 237. 72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 6
176.228.7. 49 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert 6
77.125.74.225 |israel 147.237.0.34 |tikshuwv.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
176. 228. 7. 49 I srael 147. 237. 72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 86. 107 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
2.52.17.170 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.117.73.249 |israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
185.3.144.16  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
200. 10. 228. 145 |Par aguay 147.237. 77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
84.108. 132. 156 |l srael 147.237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN ACK -> Ti meout rej ect 5
84.108. 132. 156 |l srael 147.237. 72. 156 |anan. i f .| Bad TOP sequence SIHAK retransmt wth different oo |s
w ndow scal e
213.57.44.164 |lIsrael 147. 237. 72. 156 |anan.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
2.54.58. 227 I srael 147.237.72. 166 [aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
159. 0. 231. 25 Saudi Arabia  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
185. 3.146. 186 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 3
46. 19. 85. 63 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber moni t or 3
87. 68. 60. 39 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
reamng BEngine: TCP Invali i i ssi
109. 65. 151. 184 | srael 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid imvalid segnent retransnissi on drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
185. 120. 125. 11 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
2.54.13.218 I srael 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
77.126.27.124  |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi
109. 65. 182. 116 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 16 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 66. 142. 241 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
149.78. 246. 129 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.179.57.32  |israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
100. 100. 118. 134 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i Ssi
213.57.73.128 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109.65.12.183 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
2.54.162. 97 I srael 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176. 12. 140. 188 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
176. 12. 140. 188 |l srael 147.237.0.19 |madimatal .idf.il 100 My of the Sane Response Code (404) in Session from Bock |09
176. 12. 140. 188
99.237.83.191 |Canada 147. 237. 76. 200 |ei tan. aka. i df . i | Too My of the Sane Response Cbde (404) in Session from Bock |92
99. 237. 83. 191
87.68. 154, 31 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 82
176.12. 140. 188 |Israel 147.237.0.19 |madimatal.idf.il  |T°0 My of the Sane Response Cbde (403) in Session from Bock |11
176. 12. 140. 188
79.182. 11. 86 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 10
80. 246. 137. 137 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 3
m ny- kosher - kr avi . i _ ,
176. 13. 18. 112 | srael 147.237.0. 17 df il Ostributed |I11egal Paraneter Encodi ng None 2
80. 246. 137.190 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
Lhited . . Distributed Lhaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
m ny- kosher - kr avi . i
77.127.169. 22 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encoding None 2
. . Distributed Lhaut hori zed URL Access on
37.26.148.163 |l srael 147.237.72. 166 |aka. i df . i | voww aka, i o . i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 2
Lhi ted . . Distributed Lhaut hori zed URL Access on
208.184.112.74 g 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
46.118.118. 215 |Wkraine 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rag. i df . i |/wp- 1 ogi n. php B ock 1
88. 208. 252. 224 LKJ?'r:gegom 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua atal .idf.il/test/wp-admn/ B ock 1
46. 19. 85. 85 I srael 147.237.77.216|dover . i df . i Mal formed LR B ock 1
Lhi ted . . Unknown Pararet er 136¢d360 in
157.55.39.196  |g oo 147.237.72. 166 |aka. i df . i | vanw aka, i df . | / i n/ hone! def aul t . aspx None 1
77.127.220.118 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 1
199. 115. 117. 117 g‘;:: 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ _asteri sk B ock 1
94. 159. 183. 190 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
www. chamat z. aka. i ) o
66. 249. 66. 23 | srael 147.237.77. 226 df il Uhaut hori zed URL Access to waw chamat z. aka. i df . i|/894- he Bl ock 1
185. 3. 146. 120 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.116.217.85 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
176. 12. 140. 188 |l srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
85. 65. 231. 99 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 1
Lhited . - Unaut hori zed URL Access to
40.77.167.36 Sates 147.237.77. 170 [maar achot . i df . i | WAV ndar achot . i df . i1/t enpl at es/j our nal vi ew j our nal vi ew aspx Bl ock !
109. 93. 184. 159 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xnirpc. php B ock
79.181.98.103 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
Lhited . . Distributed Uhaut hori zed URL Access on
208.184.112.75 o o 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
74.82.47. 4 g“'af(f;’ 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
195. 130. 154. 128|Bel gi um 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
99.237.83.191 [Canada 147.237.76.200(ei tan. aka. i df.il Too Many 404: Response Code per Session B ock 1
89. 238. 188. 119 E?Ir:;gom 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/wordpress/ wp-adnin/ B ock 1
46.120.233.56 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
176.228. 7. 49 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
. . Distributed Lhaut hori zed URL Access on
84.110. 145. 252 |l srael 147.237.77.234|hal ag. i df . i | 147, 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46. 19. 85. 85 I srael 147.237.77.216|dover . i df . i Unknown HTTP Request Method ch in URL Bl ock 1
157. 55. 39. 218 g“'attssd 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waidf.il/english/" Bl ock 1
109. 64. 121. 190 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
79.176. 161. 153 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
Lhited . . Distributed Uhaut hori zed URL Access on
204.13.200.200 g o 147.237.77. 216 |dover.i df . i v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
95. 86. 86. 180 I srael 147.237.77.216|dover.i df . il www i df . i |/ 1780- he/ dover . aspx&sa=u&ved=0ahukewj vr khi g8l j ahub5ro |B ock 1
khax5bs0qf ggbnac&usg=af gj cheonoQj | kp3vqgi t _occnawsqgi k2sw
. . Unaut hori zed URL Access to
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel {1 | es/ 6/ 3426. ] pg Bl ock 1
185. 3. 146. 186 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
46.117.73.249 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
85.250.21.139 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vww aka.idf.il/ufi/reaction/ Bl ock
Unaut hori zed URL Access to
212.76.99.110 |lsrael 147.237.77.216|dover. i df . il wawy i df . i 1/1133-20978- he/ dover . aspx&sa=u&ed=0ahukew d4-f pnij |B ock 1
ahwf t r gkhgsi bf 4gf ggynay&usg=af gj cnf pecc5t shxnzef nkaohgj ychchi g
40.77.167. 78 g‘;:ﬁ 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
141, 212. 122. 64 g“'attssd 147.237.76.39 |nmobile.neitav.idf.il [Dstributed Malforned LR B ock 1
Lhited . . Unaut hori zed URL Access to
76.6.54.73 Sates 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df i | Bl ock !
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