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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

|Signature

|Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3381
159. 0. 231. 25 Saudi Arabia 147.237.77.216 dover.idf.il TP Scan (vertical) dr op 2065
84.111. 196. 22 | srael 147.237.72. 156 anan.idf.il Bl ock Udp All Nets drop 3
202.112.51. 96 Chi na 147.237.77. 226 wan chamat z. aka. i df . i | bl ock-sp-traf 1 drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
220. 244.50. 190 Australia 147.237.76. 196 e.sviva.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |
195.234.228.90  [Ger many 147.237.77.216 |dover.idf.il |3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
23.91.70.51 Lhited Sates 147.237.77.74 lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 7

159. 0. 231. 25 Saudi Arabia 147.237.77. 216 dover.idf.il [13444: HTTP: Wat Wb User- Agent Header B ock 4
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df .i drop SAMrule drop 30
77.87.228. 68 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
Sreaning Engine: TCP Invalid i i ssi
66.249.75.94  |twited Sates |147.237.76.86 |nawy.idf.il 9 =g Invalid segnent retransmssion. . 12
Ret ransni ssi on Packet dropped.
85. 250. 15. 52 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 12
46. 19. 85. 44 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 86. 250 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |10
- ) SYNtACK retransmt wth )
85. 250. 15. 52 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 9
100. 100. 62. 61 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop
5.102.254.102 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber rmoni t or
’ s SN retransmit wth different )
23.91.70.95 Lhited Sates |[147.237.72. 166 |aka.idf.il Bad TCP sequence wi ndow scal e monitor |7
77.127.220. 140 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 210 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
R SN retransnmit wth different
84.229.208. 145 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e aert 6
79.181.190.90 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 210 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or
84. 229. 208. 145 I srael 147.237.76.42 |refuah.idt.il Bad TCP sequence SWretransmt wth different oo g
w ndow scal e
79.181.190.90 |[Israel 147. 237. 72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber mnitor |6
5.102.254. 234 |l srael 147.237.72.166 |aka. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
77.127.220. 140 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
109. 186. 8. 39 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |5
2.54.54.116 I srael 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
132.70. 66. 10 | srael 147.237. 77. 170 |n@ar achot . i df .i | dr op Frst packet isn't SN drop 5
159. 0. 231. 25 Saudi Arabia 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.54.116 I srael 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 5
37.26.147.254 |[Israel 147. 237. 72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
2.52.44. 252 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.54.116 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 5
77.127.169.22 |israel 147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> RST rej ect 5
2.54.54.116 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber monitor |5
2.54.54.116 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber monitor |5
84.228.216. 124 |lsrael 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
188. 120. 148. 248|I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
95. 35. 153. 34 | srael 147.237.77. 212 |e. dover.idf.il dr op Frst packet isn't SN drop 4
212.109. 217. 154 RJSf;;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 4
46. 19. 86. 105 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
5.28. 175. 55 I 'srael 147. 237. 72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
46.120.199.19 [Israel 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |4
85. 250. 15. 52 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Tineout |[alert 4
. ) SYNtACXK retransmt wth )
5.28.175.55 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 4
Sreaning Engine: TCP Invalid i i ssi
85.64.179.82  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
5.28.175. 55 I 'srael 147. 237. 72. 166 |aka.i df . i drop First packet isn't SWN drop
37.26.147.254 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i Ssi
85.130. 181. 190 |Israel 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
46.120.199.19 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaning Engine: TCP Invalid i i ssi
77.127.94.36  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
149. 78. 27. 230 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
109.65.208.4  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
82.166. 248. 216 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3




12-04-2015-14:04:02 to 12-04-2015-15:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.68.154. 31 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
m ny- kosher - kravi . i i
31.154. 155. 131 |1 srael 147. 237 0. 17 rTy Pararret er Type M o! aFl on ct | 00$Cont entP! apel—bl de_r 1$t xt Ar eaRenar ks B ock 3
af.il in mny-kosher-kravi.idf.il/tenpl ates/trai ning/traini ng. aspx
185. 3. 146. 242 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock
2.54.148.32 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Qode B ock
. . Unaut hori zed URL Access to
46. 19. 86. 167 I srael 147.237.72. 166 |aka. i df . i | vaw aka. | df i 1/ i 1/ gi yus/ cont rol s/ at udal A B ock 2
m ny- kosher - kr avi . i
46.19.85.74 | srael 147.237.0. 17 df rriy| DOstributed |11 egal Paraneter Encoding None 2
213.57.166.219 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
’ . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
2.54.161.97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.19. 85. 185 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
m ny- kosher - kr avi . i
31.154.155. 131 |[Israel 147.237.0. 17 df rriy| DOstributed |11 egal Paraneter Encoding None 2
79.180. 106. 146 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
31.210.187. 198 |[lIsrael 147.237.77. 170 |maar achot . i df . i | Mil tiple Unauthorized URL Access from 31.210. 187. 198 B ock
; . . D stributed Lhaut horized URL Access on
107.178.194.87 |lhited Sates |147.237.77. 216 |dover. i df .i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
104. 152. 185. 163|Uhited Sates 147.237. 72. 166 |aka. i df . i | eMi | Hoar di ng B ock 1
84.108. 106. 2 I srael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
31.210.187.198 |[Israel 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/1 B ock 1
198.58.103. 114 |wnited Sates [147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
149. 78. 238. 105 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
79.178.179.60 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
2. 54. 160. 228 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77. 216 |dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf .l Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
85. 250. 110. 179 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
23.91.70.95 Lhited Sates |147.237.72. 166 |aka. i df . i | Mil tipl e signatures from23.91.70.95 B ock 1
176. 228. 166. 205| srael 147.237.77. 216 |dover.idf .l Lhaut hori zed URL Access to v idf.il/aman B ock 1
81.132. 151. 96 z";ggom 147.237.77. 216 |dover . i df . i | Ostributed PP A tenpt B ock 1
- - Unaut hori zed URL Access to
66.249. 75. 16 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 9/ 3369. | pg B ock 1
2.52.17. 248 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
Unknown Par anet er
109. 66. 118. 75 |l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshonth i n None 1
wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
104. 152. 185. 163|United Sates |147.237.77.233|atal .idf . il Enail collector robots 14 B ock
46.117.5.16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
84.229.208. 145 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
37.26.147.254  |[Israel 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO) None 1
149. 88.88.239 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
79.178.223. 206 |lsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
109. 64. 6. 141 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
66. 249. 66. 37 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx  |B ock
179.219.197.6 |Brazil 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock
81.132.151. 96 LK!i“r:gegom 147.237.77. 216 |dover.i df . il D stributed Waut hori zed UR. Access on ww i df .il/xmrpc. php Bl ock 1
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 937- he/ r ef uah. aspx B ock 1
2.52.173. 153 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 186. 172. 168]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
104. 152. 185. 163|Lhited Sates |147.237.77.233|atal .idf.il eMii | Hoardi ng B ock 1
. . Mil tiple Lhtraceabl e SS. Sessi ons from46. 117. 251. 233 (Pr ot ocol
46.117.251. 233 |Israel 147.237.72. 156 |arman. i df . i | vi ol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
85.130.133.17 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
37.26.149.173 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Wited Sates |147.237.77.216|dover. i df. il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
5.28.147.58 I srael 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
159. 0. 231. 25 Saudi Arabia |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawnidf.il/ar/® B ock 1
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