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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3339
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
118.193. 21. 98 Chi na 147.237.76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
54.67.60. 7 Lhited Sates 147.237. 76. 201 eata.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
197. 242. 159. 42 South Africa 147.237.72.166  |aka.idf.i| [3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 8
23.91.70.51 Lhited Sates 147.237.77. 74 lawidf.il 3808 HITP. SQ Injection Variable Declaration Bvasi on B ock 1
74.63. 228. 226 Lhited Sates 147.237.77. 74 law idf.il |3808: HITP. SQ Injection Variabl e Declaration BEvasi on Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry \Signature

197. 242. 159. 42 147.237.72. 166 South Africa akaidf.il SQ Injection - Select From 24
66. 249. 64. 165 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 12
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 1 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
196. 47.173. 21 147.237.77. 176 Qte Dlvoire nat pash. i df . i ET SCAN NVAP -sS wi ndow 1024 1
119. 73. 228. 130 147. 237. 76. 199 S ngapor e e. nakchal .idf.il ET SCAN NMVAP -sS w ndow 3072 1
91.218. 246. 103 147.237.77. 227 Russi an Federation e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
196. 47.173. 21 147.237.77. 176 Qte Dlvoire nat pash. i df . i ET SCAN NVAP -sS wi ndow 3072 1
119. 73. 228. 130 147. 237. 76. 199 S ngapor e e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

109. 64.68.63  |Israel 147, 237. 76. 200 | tan. aka i of i1 |2 €A NG Engine: TCP Invalid  invalid segnent retransnission drop 1338
Ret ransni ssi on Packet dr opped.

109. 160. 160. 47 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 39
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 152 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvalid ACK nunber noni t or 37

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

100. 100. 53. 141 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24

213.57.128. 161 |Israel 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 19

109. 65. 195. 1 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 12

84.228.217.52 |israel 147. 237, 76. 200 |ei tan aka i .11 | S2M NG Engine: TP Invalid —imvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.

109. 65. 195. 1 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12

2.54. 23,201 I st ael 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

100. 100. 125. 211 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop

217.132.2.10 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber noni t or

46. 19. 86. 212 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

2.54. 157. 55 I'srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.

37.142.110. 175 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert

84.94.54. 95 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

37.142.110. 175 |israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or

79.177.114.39  |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.

2.54.23.201 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

100. 100. 125. 211 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop

185. 3. 146. 100 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

217.132.2.10  |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁg@‘sg rea”S”“ wehdifterent Joonitor |5

2.54.23.201 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5

149.78.37.175 |lIsrael 147.237.72. 166 |aka.i df . i Bad TCP sequence noni t or 5

2.54.23. 201 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 5

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

217.132.2.10 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

46.120. 124. 165 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 85. 29 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4

213.57.128. 231 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4

217.132.2.10 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 4

149.78.37.175  |Israel 147. 237.72. 166 |aka. i df . i Bad TCP sequence m’gﬁsg ;ansm't wehdifferent | onitor  |a

46. 19. 85. 29 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4

46. 19. 85. 253 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

149.78.37.175 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4

2.54.23.181 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack rej ect 4

2.54.130. 36 I sr ael 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46.19.85.243  |Israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

79.178.35.169 | srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.

46.19.85.147  |Israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

77.125.147. 139 | srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.

5.102.254. 102 |[Israel 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 3

82.80.178.57  |israel 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.

109.66.32.79  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

158. 169. 40. 8 Bel gi um 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 3

5.28.186.118  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.

79.176. 116. 117 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.

149.78.37.175 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3

46.19.85.244  |Israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 64.68.63 | srael 147.237.76.200 |ei tan. aka. i df . i | Igg. '\g:{.]ye;g(;;he Sane Response (bde (404) in Session from Bock  [334
2.54.15.1 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 206
2.54.15.1 I srael 147.237.0.19 |[madi matal .idf.il Too Many of the Sane Response Code (404) in Session from2.54.15.1 |8 ock 70
2.54.15.1 I srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (403) in Session from2.54.15.1  |B ock 20
37.26.149.173 |[israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | Miltiple Malformed URL from 46. 117. 251. 233 B ock 5
46.117. 251. 233 |[lIsrael 147.237.72. 156 |anan. i df . i | Mitiple Il1legal Byte Qode Character in Method from46.117. 251. 233 B ock 5
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | Mil ti pl e Unknown HTTP Request Method from 46. 117. 251. 233 B ock 5
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | Miltiple Abnornal |y Long Request from 46.117. 251. 233 B ock 5
176.13.3.89 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Qode Character in URL from46. 117. 251. 233 B ock 4
79.179.59.199 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 4
66.249. 64.233  |lIsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 3
84.228.15.120 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | Mitiple Il11egal Byte Code Character in Header Nane from46. 117. 251. 233 |Bl ock 3
46.117. 251. 233 [l srael 147.237.72. 156 [anan. i df . i | Mil tiple NULL Character in Header Nane from 46.117.251. 233 B ock 2
2.54.189. 54 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
109. 65. 195. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: si gal gs oS Attack None 2
176.13.13.43  [israel 147.237.0.17 ?:jfny'i-lkosher- Kravi 1 i buted Illegal Paraneter Encoding None |2
5.29.110. 74 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 2
71. 65. 240. 113 g;g: 147.237.77. 216 |dover.idf .il Distributed PHP Attenpt B ock 2
176.228.128.6 |Israel 147.237.0. 17 in:jfrryi—lkosher- L Illegal Parameter Encoding None 2
46.117. 251. 233 |[lIsrael 147.237.72. 156 |anan. i df . i | Mitiple Illegal HITP \ersion from46. 117. 251. 233 Bl ock
5.29.189. 173 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
71.65. 240. 113 g];::: 147.237.77. 216 |dover.i df .i | D stributed Whauthorized UR. Access on www i df.il/xmrpc. php B ock 2
46.117. 251. 233 [l srael 147.237.72. 156 [anan. i df . i | Mil tiple Ml fornmed HTTP Header Line from46.117.251. 233 B ock 2
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | Abnormal |y Long Request request version B ock
197. 48.7. 139 Egypt 147.237.77. 216 |dover.idf.il Distributed Uhaut hori zed URL Access on www i df .il/xmrpc. php B ock 1

NULL Character in Method AE++k<AcAEAN[[#27]]" A-h[[#8]] ASAAZ
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | [ A28A%ARAYA-A%A ACAYAYRZ [ [ #17] 11 ABA%o] vE\ [ [ #14] ] ATA-r At Bl ock 1

gA»wWATA?AEA...O
176.13. 0. 81 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.142.236.217 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
94. 159. 182. 175 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.117.251. 233 |Israel 147.237.72. 156 |anman. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from46. 117. 251. 233 |B ock 1
149. 78. 229. 224 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1

Ui ted ) ) lhauF hor? zed URL Access to o _

8.37.71.25 Sates 147.237.77. 216 |dover.idf .i | wwy i df . i |/1133- 18659- he/ dover . aspx&usg=al kj r hi veyv3xt | zOof uyrap2j x |B ock 1

bvogp g
80. 246. 137. 154 |l srael 147.237.77.216|dover. i df .i | Mil tiple Untraceabl e SSL Sessions from 80. 246. 137. 154 (Qpen Mde) None 1
77.126. 96. 94 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
213.8.174.35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None

I_lI | ega_ll Byte Code Chara}ct er in Qery Strl ngA[x: xxompNFAPHER

G %, Q[ [#14]] xf on A¢[[#17]] m->x—O A—A-=[[#5]] b[ [ #29] ] 4€ce
46.117. 251. 233 |Israel 147.237.72. 156 [anan. i df . i | OoOyac2 « [ [ #27] ] { 9x+( ASA, AS[ [ #26] ] AcA»A2#} nbARA¥[ [ #19] | Afa€z B ock 1

A/O/BASr 9" Ol - A [ [ #8] ] O [ [ #25] ] { xft [[#6] ] i pnO

al [ #11] ] [[ #28] ] AceAE- cuvA?- x¥AL 4, ¢A ¢ G ae A [#30] ] [[#0]]
109. 66. 24. 160 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
46. 19. 86. 189 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107.178.104.79 |11 |147. 237.77. 216 |dover . i df .1 | D stri bt ec 1?;52%;;?&}?;&??:&” Bock |1
46.120. 144. 106 |l srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
185.3.144.101 |Israel 147.237.76.42 |refuah.idf.il ll’zé;f’tzg‘;r_ifgd‘éﬁpgffzutc%_i con- pr ecomposed. png Hock |1
37.142.109. 252 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
157. 55. 39. 217 gﬁ;ttg: 147.237.77.216|dover . i df . i | Distributed Uhaut hori zed URL Access on v idf.il/error. htm B ock 1

Mal formed URL A¢[[#ﬁ12] ] mx—0 ’:‘T’:\?=A[[#5]]P[A[ #29] ] a€ce
46.117.251. 233 [l srael 147.237.72. 156 |aman. i df . i | 2}3;;;;}&%;,{%??:2% g[[[#:gll]ﬁf;f[?ﬁgfﬁ?ﬁé[#19] 1Aacz Bock |1

af [ #11] ][ [ #28] ] AceAE- cuvA?- x¥AL 4 ¢A (3 G as A [#30] ][ [ #0] ]
141.212.121.176 ;“;tteeg 147.237.76. 147 |chi nuch. aka. i df . i| |Wauthorized URL Access to 147.237.76. 147/ B ock 1
2.54.178. 170 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
79.179.101.171 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
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