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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3327
77.75.74. 41 Czech Republic 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 147 chi nuch. aka.i df . i Block Np Al Net drop 2
118. 193. 21. 98 Chi na 147. 237.76. 201 e atal.idf.il Block Np Al Net drop 1
202.112. 51. 96 Chi na 147.237.76. 39 nobil e.neitav.idf.il |bl ock-sp-trafl drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
202.112. 51. 96 Chi na 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 dr op 1
180. 97. 106. 36 Chi na 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 1
118.193. 21. 98 Chi na 147. 237.76. 196 e svivaidf.il Block Np Al Net drop 1
202.112. 51. 96 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |9te |Signature |Count|
66. 249. 66. 18 147.237.77.170 |Wnited Sates n@ar achot . i df .i | ET SCAN NVAP -sA (2) 16
195.34.150. 18  [147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176.12.148. 155 |[147.237.0.19 |lIsrael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw (2
109. 105. 211. 204 [147. 237. 76. 202 |Bosni a and Herzegovi na |e.hal ag.idf.il ET SCAN Potential SSH Scan 2
66.249.81.175  [147.237.77.233 |Wited Sates aal .idf.il ET SCAN NVAP -sA (2) 2
109. 105. 211. 204 |147.237.77. 176 |Bosni a and Herzegovi na |natpash.idf.il ET SCAN Potential SSH Scan 2
209. 126. 116. 147 [147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 105. 211. 204 |147.237.76.30 |Bosnia and Herzegovi na |hi nush.idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.72. 166 |Bosni a and Herzegovi na |aka.idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.77. 226 |Bosnia and Herzegovi na |waw chamatz. aka.idf.il |ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.0. 15 Boshi a and Herzegovi na |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 [147.237.77.61 |Bosnia and Herzegovi na |e.cogat.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 |147. 237. 72. 156 |Canada anan.idf.il ET SCAN NVAP -f -sS 1
98.226.32.142  [147.237.76.147 |Wited Sates chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147. 237. 76. 197 |Bosni a and Herzegovi na |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
98.226.32.142  [147.237.76.42 |Wited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237. 76. 176 |Bosni a and Herzegovi na |test.ncore.idf.il ET SCAN Potential SSH Scan 1
98.226.32.142  [147.237.76.31 |Wited Sates nakchal . i df.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.76.44 |Bosnia and Herzegovi na |e.refuah.idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 [147.237.76.31 |Bosnia and Herzegovi na |nakchal .idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.72. 217 |Bosni a and Herzegovi na |e.idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.77. 233 |Bosni a and Herzegovi na |atal .idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.0.19  |Bosni a and Herzegovi na |nadi matal .idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 |147.237. 72. 156 |Canada anan. i df.il ET SCAN NMAP -sS wi ndow 2048 1
109. 105. 211. 204 |147.237.77.19 |Bosnia and Herzegovi na |l aw forumidf.il ET SCAN Potential SSH Scan 1
98.226.32.142  [147.237.76.148 |Wited Sates gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237. 76. 199 |Bosni a and Herzegovi na |e. nakchal .idf. il ET SCAN Potential SSH Scan 1
98.226.32.142  [147.237.76.44 |Wited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 [147.237. 76. 177 |Bosni a and Herzegovi na |ncore.idf.il ET SCAN Potential SSH Scan 1
98.226.32.142  [147.237.76.39 |Wnited Sates nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.76.86 |Bosnia and Herzegovi na |navy.idf.il ET SCAN Potential SSH Scan 1
98.226.32.142  |147.237.76.30 |Lhited Sates hi nush. i df .i | ET SCAN Potential SSH Scan 1
109. 105. 211. 204 |147.237.76.39 |Bosnia and Herzegovi na |nobile. neitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
66.249.81.175 [Wited Sates |147.237.77.233|atal .idf.il drop First packet isn't SWN drop 41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
109.65.57.52  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 127 I sr ael 147.237.72. 167 |i shurimaka.i of .i [Bad TCP sequence I'nval i d ACK nunber noni t or 20
46. 19. 86. 93 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 17
100. 100. 48. 52 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 14
46.19.85.2 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
77.125.147.97 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
2.54.173. 242 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
2.54.173. 242 | srael 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 10
113.87.123.167 |China 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mdgitvrsagngt wth different moni tor |10
84.228. 210. 140 i srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dr opped.
46.19.85.2 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 173 I srael 147. 237. 72. 156 |anan. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or
46.19.85.76 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
84.228.132. 243 |israel 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid imvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 127 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
100. 100. 15.0 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 6
46. 19. 85. 76 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
84.228.200. 252 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber alert 6
46. 19. 85. 127 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 68 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
84.228.200. 252 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 122 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 156 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 68 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 10 I'srael 147, 237. 77, 243 |mobi e icr 1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
66.249.81.179 |lhited Sates [147.237.77.233|atal.idf.il dr op First packet isn't SYN drop 5
109. 226. 26. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.173. 242 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
2.54. 145, 92 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.173. 242 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.173. 242 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 4
109. 64.128.49 | srael 147.237.0.19  |nadimatal iar.i1| > S2M NG Engine: TP Invalid —imvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
212. 143. 169. 102|i srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.
2.54.164. 146 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect
91.221.59. 25 Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
84.228.249.52 |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.
82.81.21. 68 I'sr ael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
109. 226. 26. 57 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
79.179. 114. 147 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.54.145. 92 I'srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.
91.221.59.25  |Germany 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
46.19.86.236 I srael 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent | onitor |3
2.54.179. 142 I sr ael 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
79.180. 168. 107 |israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
213.57.128.197 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
79.183.197. 137 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
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wan i df . il /. ./ shared/ user control s/ header upper/

At acker . ) Devi ce
count ry Target Address |Site Sgnature Acti on ‘Count
2.52.8.156 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 109
176. 12. 148. 155 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 104
109. 64. 128. 49 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 72
176. 12. 148. 155 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 72
109. 64.128. 49 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 41
100. 64.128.49 |Israel 147.237.0.19 |madi matal . i df i (1% "8 of the Sate Response Code (404) in Session from Bl ock 26
109. 64. 128. 49
2.54.155.172 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 15
176. 12. 148. 155 |l srael 147.237.0.19 |madimatal .idf.i[/20 M of the Sane Response Cbde (403) in Session from Bl ock 14
176. 12. 148. 155
2.52.8.156 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 12
85. 65. 55. 39 I srael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized UR. Access from 85. 65. 55. 39 B ock 6
2.54.185.73 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
50. 87.2.93 Lhited Sates |147.237.77.176 |nat pash. idf.il Dstributed PH Attenpt B ock 3
79.182.227.78 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
84.109.75.25 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . i |/ hi nush/ sit e/ he/ hi nush. asp B ock 3
109. 186. 32. 195 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 2
39.41.195.219 |Pakistan 147.237.77.74 |lawidf .il PHP Att enpt B ock 2
93.173. 226. 188 [I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 32. 179. 189 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
39.41.195.219 |Pakistan 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to www | aw i df.il/xnmrpc. php B ock 2
. . Paraneter Read Qnly Molation in
95. 86. 65. 9 I srael 147.237.72. 166 |aka. i df . i | wwv aka i o i |/ nai 1V sachar /  egi strati onvi zar i regi st er. aspx None 2
50.87.2.93 Lhited Sates |[147.237.77.176nat pash. i df.il |Uhauthorized URL Access to wun cogat.idf.il/index. php B ock 2
2.52.16. 107 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
82.166.242.20 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawidf.il/error. htm B ock 2
] . . DO stributed Whaut hori zed URL Access on
208.184.112. 74 |Wnited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
50. 87.2.93 Lhited Sates |147.237.77.176 |nat pash. idf.il DO stributed Adnin B ocki ng B ock 2
. . Unknown HTTP Request Method A2 $A! [[#22]1j [[#4]]1A...[[#31]] A- A DA"
93.172.141.56 |lsrael 147.237.72. 166 |aka. i df . i | A ! B ock 1
[[#31]TgAT[#25]] in URL
. . Unaut hori zed URL Access to
66. 249. 64. 240 |l srael 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 20451- he/ dover . aspx B ock 1
] . . DO stributed Whaut hori zed URL Access on
208.184.112. 74 |Wnited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
87.68.244.26 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.249.64.98 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
84. 228. 200. 252 [ srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DS Attack None 1
. . DO stributed Uhauthori zed URL Access on
66. 249. 81. 138 |l srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
37.26.146. 221 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
’ . . O stributed Whaut hori zed URL Access on
107.178.194. 79 |Uited States |147.237.77.216|dover. i df. il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in ww aka. idf.il/main/ hone/ None 1
185. 3. 144. 101 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
. . Illegal Byte Gode Character in Method AR $A [[#22]1j [[#4]1]A ..
93.172.141.56 [Israel 147.237.72. 166 |aka. i df . i | [[#31]] A A DAY [ #31]] g&T [ #25] ] B ock 1
. - Unaut hori zed URL Access to
85.65.55.39 |Israel 147.237.76.86 [navy.idf.il W navy. o i1/sip storagel fil es! 2/ si 2e338x0/ 1802 pg B ock 1
50.87.52.131 |lhited States |147.237.77.176|mat pash.idf.il |Miltiple Wauthorized LR Access from50.87.52. 131 Bl ock 1
173.252.74.121 |Whited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 64. 128. 49 |l srael 147.237.0.19 |[nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
2.54.167.122 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
: . .1 |Unaut hori zed URL Access to
66.249.67. 196 I srael 147.237.76.200 [ei tan. aka. i df . i viwu ei tan. aka. i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
’ . . O stributed Whaut hori zed URL Access on
208.184.112.75 |Lhited States |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ | es/ 7/ 69037. pf B ock 1
176.13.10.81  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
93.172.19.220 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
50. 87.2. 93 Lhited Sates |147.237.77.176|matpash.idf.il |Mitiple Wauthorized URL Access from50.87.2.93 B ock 1
113. 87. 123. 167 |hi na 147.237.77. 216 |dover . i df . i | LR i's Above Foot Orectory Bl ock 1
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