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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3588

66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 754

69. 31. 50. 186 Anonynous Proxy 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18

95. 154. 64. 37 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ock Up Al Nets drop 3

192. 3.170. 124 Lhited Sates 147.237.76. 147 chinuch.aka.idf.il |Bock Np All Net drop 1

180. 97. 106. 36 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al_Net drop 1

180. 97. 106. 36 Chi na 147. 237. 76. 201 eatal.idf.il Block Np All Net drop 1

192. 3.170. 124 Lhited Sates 147.237.76. 86 navy.idf.il Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

of

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
113. 240. 250. 155(147. 237.8.46  |China e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 155|147. 237.0. 17  [China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
85. 17. 156. 69 147. 237. 76. 201 |Net her | ands eatal.idf.il ET SCAN Potential SSH Scan 1
62. 38. 250. 31 147. 237. 72. 156 |G eece aman. i df.il ET SCAN NVAP -sS wi ndow 3072 1
222.186.56.32 |147.237.76. 148|Chi na gqcent er . aka. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
23.92.209.204 |147.237.77.216|Whited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
200. 35.150. 97  [147. 237. 77. 178 |Panana e. nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
23.92.209.204 |147.237.0.34 |thited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
116.121.137.5 |147.237.77.178 okfrea’ RepUbIC | ot pash. i 1 ET SCAN NVAP -sS wi ndow 2048 1
113. 240. 250. 155[147. 237.8. 46 |cni na e.chinuch.idf.il SERVER APACHE Apache nod_ss| non-SS. connection to SS. 1
port denial of service attenpt
113. 240. 250. 155|147. 237.0. 17 |Chi na mny-kosher-kravi .idf.il SERVER APAO_E Apac.he mod_ssl - non-SS. connection to SS. 1
port denial of service attenpt
85. 17. 156. 69 147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
65. 255. 43. 24 147.237.8.45 |wnited Sates |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 4096 1
222.186.56.32 [147.237.76. 196 |Chi na e.sviva idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.166.188.68 |147.237.77. 176 |Net herl ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
200. 35.150. 97  [147.237. 77. 178 |[Panana e. nat pash. i df.i| ET SCAN Potential SSH Scan 1
23.92.209.204 |[147.237.72.14 |Wited Sates |dover.idf.il(old) ET SCAN Potential SSH Scan 1
200. 35. 150. 97  |147. 237. 77. 176 |Panama nat pash. i df . i | ET SCAN Potential SSH Scan 1
23.92.209.204 |[147.237.0.19 |Wited Sates |nadimatal.idf.il ET SCAN Potential SSH Scan 1
116.121.137.5 |147.237.77.178 g?rea, RepUbl i C | st pash. i i ET SCAN NVAP -sS wi ndow 4096 1
116.121.137.5 [147. 237.77. 178 <07 FePUDIIC o o cash. i ET SCAN NMVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
63.141.217.227 |Whited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 144
Sreaning Engine: TGP Invalid i i ssi
66.249.66.39  |United Sates |147.237.77. 234 |halag.idf. i 9 =9 Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.19. 86. 143 | srael 147.237.72. 167 |ishurimaka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 27
100. 100. 32. 148 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 23
46. 19. 86. 114 | srael 147.237.72. 167 |i shuri maka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 13
100. 100. 33. 240 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 12
69. 31. 50. 186 ’;{”&’;V"D“S 147. 237. 77. 216 |dover. i of . i | drop First packet ismt SN drop 12
Sreanming Engine: TCP Invalid i i SSi
66.249.66.42  |Wited Sates [147.237.77. 234 |halag.idf il 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.75.94  |lWited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
77.125.116.55 | srael 147. 237. 72. 167 |i shuri maka. i of . i Streamng Engi ne: TCP Invalid|imvalid segnent retramsmission. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 115 |Wnited Sates [147.237.76. 200 |ei tan. aka. i df .l 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
69. 31. 50. 186 g”;(;ymus 147. 237. 77. 216 |dover. i df . SYN At t ack SYN -> SYN-ACK -> Tineout |reject 6
reaming BEngi ne: TCP Invali i i ssi
79.177.171. 146 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.16  |Lhited Sates |147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.117. 140. 158|l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
8.37.227.81 g”;(’;ymus 147. 237. 77. 216 |dover . i of .| B ock HTTP Non Conpl i ant Response out of state monitor |4
Russi an o Sreamng Engine: TGP Invalid|invalid segnent retransnissi on.
5. 255. 253. 188 er ot on 147.237.72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid ' i ssi
79.182.62.205 | srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
109.67.62.41  |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
62.90. 215.168 | srael 147. 237. 72. 167 |i shuri maka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
109. 129. 179. 57 |Bel gi um 147. 237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
reamn ine: TCP Invali i i ssi
77.127.85.130 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alidinvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
84.108.17.190 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 3
reaming BEngi ne: TCP Invali i i ssi
66.249.64.198 |Wnited Sates |147.237.77. 243 |nobile.idf.il Streaming Engi ne: TCP Inval i dinvalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
213.57.68.53  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 58 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
84.108.17.190 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
70.39.186. 218 |Satellite Provid{147. 237. 77. 216 |dover.idf.i| B ock HTTP Non Conpli ant Response out of state noni t or
reaming BEngi ne: TCP Invali i i ssi
79.178.125. 136 | srael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval i dinvalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
i Sreaning Engine: TGP Invalid i i ssi
89.145.95. 43  |Wted 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ki ngdom Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
212.29.192.93 | srael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval i dinvalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
185. 3. 146. 239 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber moni tor |2
Sreanming Engine: TCP Invalid i i sSi
66.249.81.209 |thited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
31.210.186. 129 |l srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d ACK nunier noni t or
95. 35. 181. 66 | srael 147.237.77. 212 |e. dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i sSi
66.249.66.45  |Wnited Sates |147.237.77.234 |halag.idf.il g =g Invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
8. 37. 227. 70 é{”&’;ym’“s 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |2
5. 102. 254. 166 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
. - i.id|Sreamng Engine: TCP Invalid i
113. 240. 250. 155l chi na 147 237.0.17 |™ny kosher-kravi.id g ENg Invalid checksum Packet drop 2
fil Checksum dr opped.
213.57.138. 205 |lsrael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreanming Engine: TGP Invalid i i sSi
66.249.75.110 |tited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
41.131.100. 197 |Egypt 147.237.76.42 |refuah.idf.il drop SAMrule drop 2
70.39.186.222 |Satellite Provid{147. 237. 77. 216 |dover.idf. il Bl ock HTTP Non Conpli ant Response out of state noni t or
113. 240. 250. 155|cni na 147.237.0.17 ][“lnly kosher-kravi.1d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
213. 175. 183. 170|Lebanon 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
85. 17. 156. 69 Net her | ands 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
196. 41.122. 249 [South Africa 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt B ock 3
] . . D stributed Unaut hori zed URL Access on
199. 16. 156. 125 |Uited Sates  [147.237.77.216|dover.i df . il Wi df i1/ p storagel files/ 1/si ze220x0/ 11591 | pg Bl ock 3
41.78.6.166 South Africa 147.237.77. 170 |nmar achot . i df . i | Ostributed PHP Attenpt B ock 3
; . ] D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 2
46.19. 85. 52 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13. 3. 152 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
41.78.6.166 South Africa 147.237.77. 170 |naar achot . i df . i | Dstributed Admin B ocking B ock 2
66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 66. 75 B ock 2
} . . D stributed Unaut hori zed URL Access on
199. 59. 148. 211 |lnited Sates  [147.237.77.216|dover.idf .il vawei i /i p st oragel i1 es/ 1/ si e220x0/ 11591 | pg Bl ock 2
196. 41. 122. 249 |South Arica 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/index. php B ock
41.78.6.166 South Africa 147.237.77. 170 maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/index. php B ock
; . ] D stributed Unaut hori zed URL Access on
199. 16. 156. 124 |lhited Sates  [147.237.77.216|dover.idf.il Wi df i 1/ip storagel files/ 1/si ze220x0/ 11501 j pg Bl ock 2
Russi an . . Unaut hori zed URL Access to
31.31.196. 39 Fedor at i on 147.237.76.42 |refuah.idf.il refua.atal i df i1/ wor dpr ess/ vp- adhi Bl ock 1
; . ] D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216[dover. i df. il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 78 | srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nobi | &/ rai rv r abanut/ gener al . aspx Bl ock 1
www. chamat z. aka. i df i
66.249.66.23  |Israel 147.237.77. 226 | Wnaut hori zed WR. Access to B ock 1
il Wi chanat z. aka. i df . i1/1133-ar/hamaz. aspx
, m ny- kosher -kravi . i d [s3. untraceabl e Gnnection - Protocol violation
113. 240. 250. 155|Chi na 147.237.0. 17 £l (SSL_OONN_SERVER HELLO) None 1
216.218.206.66 |Whited Sates 147.237.76.39 |nobile.neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
79.181.104. 221 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unknown Paraneter gt; in
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ mai n/ t abanut/ gener al . aspx None 1
. . Unknown Paraneter catid in
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | wiuw aka. i o . i |/ mai n r abanut / gener al . aspx None 1
’ . . D stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216(dover. i df .i| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.75.110 I srael 147.237.76.86 |navy.idf.il thaut hori zed LR Access to Bl ock 1
waw navy. i df . i | / navy/ navy/ gener al . aspx
’ . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
196. 41.122. 249 |[South Africa 147.237.77. 170 |naar achot . i df . i | Ml tipl e Admin Bl ocking from 196. 41. 122. 249 B ock
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v i df.il/hebrew an. . B ock
} . . Lhaut hori zed URL Access to
157.55.39. 106 Wited Sates 147.237.76.86 navy. | df.il wwv navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
46.19. 85. 100 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
. . Uhaut hori zed URL Access to
84.109. 230. 168 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. | df i |/ i 1/ gi yus/ cont rol S/ at udal A B ock 1
199. 30. 24. 57 Lhited Sates  |147.237.72.166|aka.idf .il Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 (dover. i df . i | 147, 237. 77. 216/ 1613- 15489- he/ dover . aspx Bl ock 1
185. 3. 146. 91 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwidf.il/https:/vwwidf.il/ B ock 1
] . . D stributed Unhaut hori zed LRL Access on
107.178.194. 87 |UWited Sates  [147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
69. 65. 3. 245 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/test/wp-admn/ B ock 1
] . . D stributed Unaut hori zed URL Access on
208.184.112.74 |Wited Sates  |147.237.77.216|dover.idf. il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
196. 41. 122. 249 |South Africa 147.237.77. 170 |nmar achot . i df . i | Mil tiple Unhauthorized URL Access from 196. 41. 122. 249 Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.26  |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1074- hel at al . aspx Bl ock 1
] . . Unaut hori zed URL Access to
157.55.39.196 |[Wnited Sates  |147.237.72.166(aka. i df.i | vaw aka. i df . i 1/ or got passwor d. aspx Bl ock 1
66. 249. 64. 74 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to v nakhal .idf.il/m B ock 1
. . Unaut hori zed URL Access to
93.172.143.100 |[lIsrael 147.237.77. 170 [maar achot . i df . i | naar achot i df i 1/ pdf /11 es/ 1/ 112901, pef Bl ock 1
66.249.66.75  |Israel 147. 237.72. 166 |aka. i df . i | thaut hor | zed URL Access to B ock 1
ww aka. i df . i |/ i mai n/ gi yus/ gener al . aspx
. . Unaut hori zed URL Access to
66.249. 64.240 |Israel 147.237.77. 216 |dover . i df . i 147, 237. 77. 216/ 1283- 15867- en/ dover . aspx Bl ock 1
188. 40. 0. 147 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/blog/ wp-admn/ B ock 1
109. 65. 171. 196 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
41.78.6.166 South Africa 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from41.78. 6. 166 B ock 1
72.229.130.220 |Wited Sates 147.237.77.216|dover. i df . i | PHP Attenpt B ock 1
209. 68. 5. 114 Lhited Sates  |147.237.76.42 [refuah.idf.il Unhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admin/ B ock 1
. . Unaut hori zed URL Access to
66.249.66.28  |Israel 147.237.77. 216 (dover. i df . i | i df i |/ v yout ube. cond v/ qgwd7- 425 m Bl ock 1
: ] . Unknown Paraneter 1225bd80 in
157.55.39. 196 |lhited Sates  [147.237.72.166|aka.i df .i | ww aka. i of i 1/i turi asp/ resul ts. asp None 1
66.249. 64. 166 I srael 147.237.76.31 |nakchal .idf.i thaut hori zed LRL Access to Bl ock 1

147.237. 76. 31/ 938- he/ nakhal . aspx
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