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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3478
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np All _Net dr op 2
180. 97. 106. 37 Chi na 147.237.76. 197 e. hinush.idf.il Bock Np Al Net drop 1
180. 97. 106. 36 Chi na 147.237. 76. 34 yohal an.i df .i | B ock Np Al _Net dr op 1
180. 97. 106. 37 Chi na 147. 237. 76. 200 eitan. aka.idf.il B ock Np Al _Net drop 1

66. 87. 119. 127 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
180. 97. 106. 36 Chi na 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
180. 97. 106. 162 Chi na 147.237. 76. 30 hi nush. i df . i | B ock Np All _Net dr op 1
71.6.135.131 Lhited Sates 147.237. 76. 39 nobile.neitav.idf.il |Bock Np Al Net drop 1
180. 97. 106. 37 Chi na 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 55 France 147.237.77. 216 dover.idf.il (228: HITP:  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66. 249. 66. 12 147.237.77.170  |Wited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 6
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
89. 248. 172. 27 147.237.0. 17 Net her | ands m ny-kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
218.249. 175. 231 147. 237. 0. 200 Chi na mdu. i df il ET SCAN NMVAP -sS wi ndow 4096 1
209. 126. 116. 147 147.237.76. 44 Wited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 202 147.237.8.28 Lhited Sates e nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 2048 1
118. 193. 23. 46 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
89.248.172. 27 147.237.76. 148 Net her | ands gacent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 172. 27 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 172. 27 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218. 249. 175. 231 147. 237. 0. 200 Chi na mu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 202 147.237.8.28 Lhited Sates e nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
199. 101. 186. 202 147.237.8. 28 Lhited Sates e. nobi | e-ks. i df . il ET SCAN NVAP -f -sS 1
178.79. 182. 42 147.237.77. 243 Lnited Ki ngdom nobi | e.idf.il ET SCAN Potential SSH Scan 1
89.248. 172. 27 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 172. 27 147.237.76. 31 Net her | ands nakchal . i df.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36
77.126. 3. 150 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
208.115.111. 73 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 10
Sreanming Engine: TCP Invalid i i SSi
66.249.75.94  |Uited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
80.246.137.18 |[lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Russi an . Sreamng Bngine: TGP Invalid|invalid segnent retransnission.
5.255.253.188 - - - 147.237.72. 166 |aka. i dof .i Ret r ansmi ssi on Packet dr opped. drop 6
Sreaning Engine: TGP Invalid i i ssi
93.172.46.145 | srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |lhited Sates [147.237.76.31 |nakchal .idf.il dr op SAMrule drop 4
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 4
208.115.111. 73 |Whited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 3
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
46. 120. 54. 62 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
208. 115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 3
reaming BEngi ne: TCP Invali i i ssi
40.77.167.9 Wited Sates |147.237.77. 243 |nobile.i df il Streamng Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.6.61 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 120. 54. 62 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert 2
Sreaning Engine: TGP Invalid ' i ssi
157.55.39.115 |Wited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
208.115.111.73 |Wnited Sates [147.237.77. 226 }”""“Chamz' aka.id-1 14 op SMrul e drop 2
Sreaning Engine: TGP Invalid ' i ssi
157.55.39. 244 |Wited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
66.249.66.61 |lhited Sates |147.237.72.166 |aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
184.105.139.99 |[Wnited Sates |147.237.77.61 e cogat.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 232|Wited Sates |147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent ;?O'r Sgii'm(’” I nbound drop 1
74.82.47.8 Wited Sates |147.237.76. 198 |e. yohal an.idf . il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
216.218.206.90 [lLnited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 255. 253. 188 R‘SIS::I”ion 147. 237. 72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
202.112.51.96 |China 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 99 |wnited Sates  [147.237.77. 121 |e navy.idf . i1 Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
103. 242. 216. 226|Bangl adesh 147.237.77. 216 [dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
2.52.15. 67 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
188. 100. 65.38  |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 1
172.4.4.120 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.18 Wited Sates [147.237.72. 167 |i shuri maka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 107|Uited Sates |147.237.0.200 |mdu.idf. il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
184. 105. 247. 208|Wited Sates [147.237.76.34 |yohalan.idf.il dr op drop
66.87.119. 127 |lhited Sates |147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
188. 120. 148. 192! srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or
184.105.139. 83 |[Uhited Sates |[147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enfor cenent ﬁfolggﬁ;'mon I nbound drop 1
216.218. 206. 124|Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
184. 105. 247. 231|wnited Sates  [147.237.0. 17 ;"I”Iy kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.142. 176 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates |147.237.77. 243 |nobile.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
184.105.139.96 |Wited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
46. 19. 86. 54 | srael 147.237.77. 170 |nmar achot . i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
208. 115.111. 73 |lhited Sates |147.237.76.200 |eitan. aka.idf.il drop SAMrul e drop 1
184. 105. 247. 231|Wited Sates [147.237.0.33 |[idf.il dr op drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 1
216.218.206.70 |lWnited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
202.112.51.96 [China 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 143 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 5
) . . D stributed Uhaut hori zed URL Access on
78.154.170.6 Ukrai ne 147.237.72.166 |aka. i df . i | wan aka. i df i | /i turimiresources/ i nages/ body/ i nages/ nai n. j pg B ock 3
84.228.147.85 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
! . . D stributed Uhaut hori zed URL Access on
199. 59. 148. 210 |Uhited Sates |147.237.77.216|dover.idf.il v i i /i p storagelfiles/ 1/ si ze220x0/ 11591 | pg B ock 2
: . . DO stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
! . . D stributed Uhaut hori zed URL Access on
199. 16. 156. 125 |Uhited Sates |147.237.77.216|dover.idf.il v i i /i p storagelfiles/ 1/ si ze220x0/ 11591 | pg B ock 2
199. 16. 156. 126 |Uhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 199. 16. 156. 126 B ock
109. 66. 124. 236 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
) . . Unaut hori zed URL Access to
199.59.148. 211 |Uhited Sates [147.237.77.216|dover.idf .il v i i1/ p storagelfi1 es/ 1/ si ze220x0/ 11591 | pg B ock 2
. . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df. il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.180. 55. 156 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249. 64. 244  [Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
: . . Unhaut hori zed URL Access to
199. 16. 156. 126 |Uhited Sates |147.237.77.216|dover.idf.il v i i 1/5i p_storagel 11 es/ 6/ si ze220x0/ 17646. | pg B ock 1
. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i | wwi i df . i | / 1283- 19239- en/ kkkkkkk=84f cc68ckkkkkkk_8af ccese |2 O !
87.69. 177. 65 I srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
202.98.157.50 |China 147.237.77. 170 [naar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
66. 249. 66. 74 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
198. 20. 69. 74 Lhited Sates [147.237.77.243|nobi | e.idf.il Uhaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
40. 77. 167. 83 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wa i df.il/nearfeaturedentities B ock 1
: . . DO stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited States |147.237.77.216|dover. i df.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
- . . Unaut hori zed URL Access to
66. 249. 66. 13 I srael 147.237.0.19 |madimatal .idf.il nadi matal i df i1/ appl e app-si t e associ at i on B ock 1
199.30.25. 141 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. m ny- kosher - kravi . i d _
184. 105. 247. 195|lLhited Sates |147.237.0. 17 £l Unhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
87.69. 177. 65 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 87.69. 177. 65 B ock 1
. . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 66. 111  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-association |B ock 1
: . . D stributed Whaut hori zed URL Access on
199. 16. 156. 124 |lhited Sates |147.237.77.216|dover.idf . il vowei i1/ p storagelfiles/ 1/ si ze220x0/ 11591 | pg B ock 1
! . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
87.69. 177. 65 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Ostributed PHP At tenpt B ock 1
66. 249. 66. 30 I srael 147.237.77. 216 |dover.i df.i Lhaut hori zed URL Access to wa i df.il/appl e-app-site-association |B ock 1
185.32.179.9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
87.69. 177. 65 I srael 147.237.77.233|atal .idf .il PHP Att enpt B ock 1
74.82.47.2 Lhited Sates [147.237.72.167|i shuri maka.idf.il Uhaut hori zed URL Access to 147.237.72.167/ Bl ock 1
) ww. chamat z. aka. i df .
54. 153. 33. 145 Lhited Sates (147.237.77. 226 | Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
. . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover. i df. il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
87.69.177. 65 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed LRL Access to waw chi nuch. aka. i df .il/xmrpc. php B ock 1
66. 249. 66. 37 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 66. 37 B ock 1
: . . D stributed Uhaut hori zed URL Access on
199.59. 148. 211 |Uhited Sates |147.237.77.216|dover.idf.il v i /i p_storagel i1 es/ 1/ si e220x0/ 11591 | pg B ock 1
197. 251. 138. 197|Ghana 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 1
107. 130. 122. 243|United Sates [147.237.72.166|aka.idf .il Lhaut hori zed Met hod HEAD for wwy aka. i df . il /mai n/ sachar/ B ock 1
! . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . Unaut hori zed URL Access to
66.249. 64.198 |Israel 147.237.77.243|nobi l e. i df . i | nobi | €. df i 1/ appl e-app-si t e- associ at i on B ock 1
87.69. 177. 65 I srael 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 68 I srael 147.237.77.216|dover.i df . il 147. 237. 77. 216/ appl - app-i t e- associ at i on B ock 1
197. 251. 138. 197|Ghana 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
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