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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3316
85. 243. 38. 101 Port ugal 147.237.76. 199 e.nakchal .idf.il |B ock Udp All _Nets dr op 3
202.112.51. 96 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess |Site |Sgnature Devi ce Action |Oount |
193.201.224.8  |Wkraine 147.237.77.216 |dover.idf.i| |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
151. 80. 31. 115 Italy 147.237.77.233 |atal .idf.il |28 HITP.  AhrefBot craw er B ock 1

188.165.15.5 France 147.237.76. 42 refuah.idf.il|c28: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 66. 61 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
198. 20. 69. 98 147. 237.76. 34 Lhited Sates yohal an. i df . i ET DRCP Bshi el d B ock Listed Source 1
178.79. 182. 42 147. 237.77. 176 Uni ted Ki ngdom nat pash. i df .i | ET SCAN Potential SSH Scan 1
91. 201. 236. 114 147.237.76. 31 krai ne nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.79. 136. 20 147. 237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
213. 168. 248. 217 147. 237. 77. 61 Irel and e.cogat.idf.il ET SCAN Potential SSH Scan 1
159. 122. 238. 133 147. 237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90 Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrule drop 9
167. 114. 156. 16 |Canada 147.237.77. 216 |dover . i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
5.255.253.188 [_ 0 . 147. 237. 72. 166 |aka.i of .il Ret 1 ansmi ssi on Packet dr opped. drop 6
Sreaning Engine: TGP Invalid i i ssi
140. 247.218.52 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Russi an s . Geo- | ocati on i nbound
37.18.51. 33 Foderat i on 147.237.72. 217 |e.i of il Geo- | ocati on enf or cenent enf or coment drop 4
212.179. 34.170 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 4
208. 115.111. 73 |lhited Sates |147.237.76. 200 |eitan. aka.idf.il drop SAMrul e drop 3
208.115.111. 73 |lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 3
Sreaning Engine: TGP Invalid i i ssi
2.54.168. 77 I srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5. 255. 253. 188 R‘F Sf:;”ion 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 2
2.54.138.26 I srael 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
Sreamng Engine: TCP Invalid i i ssi
208.115.111.73 |Wited Sates |147.237.76.200 |ei tan. aka.idf. i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
141.212.122. 122|Wnited Sates  |147.237.76. 201 [e. atal .idf . i1 Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
74.82.47.24 Lhited Sates |[147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
157.55.39.196 |Uhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.88 |lLnited Sates |147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 87 |Wited Sates [147.237.77.235(sviva idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 122|Whited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.42 Lhited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates |147.237.77.74 |lawidf.il dr op SAMrule drop 1
141.212.122. 115|wnited Sates  |147.237. 77. 226 "‘:"‘IW chanatz. aka. 1dl ey At t ack SYN -> SYN-ACK -> RST rej ect 1
42.62.74.74 Chi na 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop
216.218.206.88 [Wited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
202.112.51.96 |China 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 123| Wi ted sates  [147.237.76. 201 |e. atal i df . i1 Geo- | ocati on enf or cement gﬁ?;'rgzi'nfn i nbound drop 1
74.82.47.48 Lhited Sates |147.237.77.235|svivaidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an C e SYNtACK retransmt wth .
5. 255. 253. 188 eration 147.237. 72. 166 |aka.i df .i | Bad TCP sequence different vindow scal e noni tor |1
141.212.122. 116|Wnited Sates  |147.237. 77. 226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
73.42.42.202 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
216.218.206.90 |lited Sates |147.237.8.27 |enadimatal.idf.il |Geo-1ocation enfor cenment (effolrg‘e:ﬁ;'nto” i nbound drop 1
141.212.122. 133|hited Sates |147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.50 Wited Sates [147.237.77.179 e mazi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
11.11.11.2 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
184.105. 139. 80 [nited States [147.237.76.39 |nobile.neitav.icf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 121|Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
73.42. 42. 202 Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
141.212.122. 134|Wnited Sates |147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
79.176.146. 7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
184. 105. 139. 87 |Uiited Sates |147.237.0.19 |madimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 12. 146. 251 |l srael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code B ock 5
50. 87. 35. 180 Lhited Sates  [147.237.72.166|aka.idf .il PHP Attenpt B ock
] . . O stributed Whaut hori zed URL Access on
107.178.194.83 |lnited Sates  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
45. 55, 55, 229 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 45. 55. 55. 229 B ock 2
. . . Unaut hori zed URL Access to
77.247.30. 234 |Ukraine 147.237.72. 166 [aka. i df . i | wan aka. i df . i | /iturindresources/i nages/ body/ i nages/ nai n. j pg Bl ock 2
199. 30.16. 160 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
50. 87. 35. 180 Lhited Sates  [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/index. php B ock
. . Unaut hori zed URL Access to
66. 249. 66. 78 I srael 147.237.72. 166 [aka. i df . i | v aka, i of i1/ appl e-app. si t e- associ ati on Bl ock 1
50. 87. 35. 180 Lhited Sates 147.237.72. 166 |aka. i df . i | Adm n Bl ocki ng B ock 1
] . . DO stributed Whaut horized URL Access on
208.184.112.74 |lWited Sates  |147.237.77.216|dover.idf.i | v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
193.201.224.8 |lkraine 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/wp-1ogin. php B ock 1
54.153.32.246 |lhited Sates  [147.237.77.19 |lawforumidf.il |Uauthorized URL Access to 147.237.77.19/ B ock 1
208.115.111.73 [lhited Sates 147.237.76.200|eitan. aka. i df .i| |Dstributed Suspicious Response Code Qust om Tenporary B ock 1
157.55.39. 196 |Lhited Sates 147.237.72.166 |aka. i df . i | Unknown Paraneter c... in aka. idf.il/mluinitenpl ates/inner.asp None 1
50. 87. 35. 180 Lhited Sates  [147.237.72.166|aka.idf .il Mil ti pl e Adnin Bl ocking from 50.87. 35. 180 B ock 1
] . . O stributed Whaut hori zed URL Access on
208.184.112.75 [Wited Sates  [147.237.77.216|dover.idf .il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
; . . O stributed Lhaut hori zed URL Access on
107.178.194. 87 |Uhited Sates  |147.237.77.216|dover.idf.i | v i dff . i | / 1133 22638- hel dover . aspx. B ock 1
54.153.33.145 |[thited Sates  |147.237.77.170|nm@aarachot.idf.il |Wauthorized URL Access to 147.237.77.170/ B ock 1
. . Unaut hori zed URL Access to
45.55.55.229 147.237.76.31 [nakchal . i df . il v nakhal . i df . i |/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
208.115.113.89 |lhited Sates  |147.237.77.216|dover.idf.i | Par anet er Type Mol ation SearchText in wwidf.il/1129-he/ dover. aspx [B ock 1
175. 44.8. 19 Chi na 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to www i df.il/english/trackback/ Bl ock 1
79.180.55.156 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
50. 87. 35. 180 Lhited Sates  |147.237.72.166|aka. i df . il Mil tipl e Unaut horized URL Access from 50.87. 35. 180 B ock 1
’ . . DO stributed Uhauthorized URL Access on
204.13.200.200 |lhited Sates  [|147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
2.54.184. 144 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . Unaut hori zed URL Access to
140.247.218.52 |Wnited Sates  |147.237.77. 216 |dover. i df . il 147, 237. 77. 216/ 1133- 18485- he/ dover . aspx B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 37 I srael 147.237.77. 216 |dover.idf .i | 147. 237. 77. 216/ 1133- 20581- he/ dover . aspx B ock 1
46.19. 85. 10 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
208.115.113.89 |lLhited Sates 147.237.77. 216 |dover . i df .i | Paraneter Type Molation SortDr in v idf.il/1379-he/ dover. aspx B ock 1
87.68.240.186 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1412- he/ at al . aspx B ock 1
] P - |Whaut hori zed URL Access to
207.46.13.16 United Sates 147.237.0.15  kosher-kravi . i df.i wan kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock !
5. 255. 253. 188 stﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
140. 247.218.52 |wited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 17802- he/ dover . aspx B ock 1
46.19. 85. 10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
Unaut hori zed URL Access to
208.115.113.89 |lhited Sates 147.237.77.216|dover. i df .i | waw i df . i1/1133-17968- he/ dover . aspx<span B ock 1
styl e= font-fanily:tahona
193.201.224.8 |lkraine 147.237.77. 216 |dover. i df .i | PHP ALt enpt Bl ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lnited Sates  [147.237.77.216|dover.idf.il v i dff . i | / 1133- 22638- hel dover . aspx. B ock 1
207.46.13.176 |thited Sates  [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to vww navy. i df . il/yohal an/ hone/ hone. asp B ock 1
; ] . . |Waut hori zed URL Access to
40.77.167.14 United Sates 147.237.76. 147 chi nuch. aka. i df . i | wawe chi nuch. aka. i df . i |/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
141.212.122. 129|Wnited Sates  [147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to /x B ock 1
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