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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3403
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il [Block Np All Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

66. 249. 66. 61 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
85. 17. 156. 69 147.237.0. 16 Net her | ands ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
182. 254. 149. 138 147.237.0. 15 Chi na kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
114. 247.172. 61 147.237.77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
94. 102. 48. 195 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
85. 17. 156. 69 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
85. 17. 156. 69 147. 237.76. 38 Net her | ands eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 17. 156. 69 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
85. 17. 156. 69 147.237.0. 15 Net her | ands kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
218. 6. 168. 220 147. 237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
46. 151. 55. 35 147.237.77. 170 Wkrai ne naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
131.109. 15. 2 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
114. 247.172. 61 147.237.77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NVAP -f -sS 1
94. 102. 48. 195 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 17. 156. 69 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
85. 17. 156. 69 147. 237. 72. 156 Net her | ands anan.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46. 19. 85. 94 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 8
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
100. 100. 4. 94 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 6
46. 19. 85. 94 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
66.249.66.61  |United Qates  |147.237.72. 166 [aka i df. i1 Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
79.178.110. 199 |israel 147.237. 72. 166 |aka. i df . i Streaning Engine: TCP Invalid - invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.
109. 65. 100. 163 |Isr el 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 94 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
172.56.15.97  |hited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
5. 255, 253. 188 :Zg::t”i o 147.237.72. 166 |aka. i df .| ;: (:2':1“3?1? SE:ig(I):e: TP Invalid 'Fgéak];td dsreg:"fg;. retransmssion. g o, 3
76.89.147.15  |Wnited Qates |147.237.77. 243 |nobile.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
37.59.58. 28 France 147.237.72. 217 |e. i df.i Geo- 1 ocati on enf or cenent Sﬁfo'rggihfn I nbound drop 2
157.565.39.169 |[Whited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid |imvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
37.59. 58. 28 France 147.237.72. 14 |dover.idf.il(old) |drop First packet isn't SYN drop
37.59. 58. 28 France 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
141.212.122. 117|Uhited Sates  |147.237.77. 179 |e. nazi .idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
5. 255. 253. 188 gz::;”ion 147.237.72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 131 |thited Sates  [|147.237.72. 167 |i shurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
108.29.199.83 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.34 Lhited Sates [147.237.8.50 |e.tikshw.idf.il |Geo-location enforcement if;)'rggiin?n I nbound drop 1
141.212.122. 128|Wnited Sates  |147.237. 76. 148 [gqcenter. aka. i of . i [ dr op drop 1
5. 255. 253. 188 gs::;”ion 147.237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansm't wthdifferent | oitor |1
141.212.122. 133|thited Sates  |147.237.77. 234 |halag.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 34 Lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
37.130.227. 133 |Wnited K ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122.129|thited Sates  |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 171 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 134|Wnited Sates  |147.237.77. 234 [hal ag.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|chi na 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 1
74.82.47. 42 Lhited Sates |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 130|Wited Sates  |147.237.72. 167 [ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
107.201. 165. 186|thited Sates  |147. 237. 77. 216 |dover.idf .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.59.58. 28 France 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SN drop 1
141.212.122. 143|thited Sates  [147. 237. 76. 148 |gqcenter. aka. i f . i |dr op drop 1
141.212.122. 116|thited Sates  |147.237.77. 179 |e. nazi .idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 46 Lhited Sates |147.237.8.24 [elifestyle.idf.il |Geo-1ocation enfor cenent gﬁ?;)'rggiin?n I nbound drop 1
141.212.122. 130|thited Sates  |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
108.29.199.83 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
74.82.47. 14 Lhited Sates |147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 222. 237 |Israel 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
207.241.226.41 |United Sates [147.237.76.42 |refuah.idf.il Mil tipl e Unaut horized URL Access from 207.241. 226. 41 Bl ock 13
207.241.226.41 |Whited Sates |147.237.76.42 |refuah.idf.il PHP Attenpt B ock

66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 66. 75 Bl ock
216.224.172.76 |lhited Sates |147.237.77. 170 [n@ar achot . i df . il PHP At t enpt B ock
107.178.194.83 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri bt ec lT;;f;gggg?ﬂeﬁvﬁffssp;” Bl ock 2
216.224.172.76 |Lnited Sates |147.237.77.170 |maar achot . i df . i | Mil tiple Unauthorized URL Access from 216. 224, 172. 76 Bl ock 2
208.184.112.75 [United Sates [147.237.77. 216 |dover . i df . | D stri butec 1?;;2%;?%%\/2??:&” Bl ock 2
157. 55. 39. 18 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/ history/history/stm [B ock

79.179. 99. 94 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka.idf.il/xmrpc. php B ock

Unknown Paraneter _ VI EASTATEENCRYPTED i n

213.57.49.202 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i dff i |/ mai r/ sachar/ pi 1 suneymof et . aspx None 1
66.249.66.61 | srael 147.237.72. 166 |aka. i df . i | Unknown Par anet er4d9c6f 40 i n None 1
wan aka. i df . i |/ mai n/ kapat z/ cont act us. aspx
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | Ml tipl e Uhauthorized URL Access from 178. 255, 215. 87 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 81 I srael 147.237.72. 166 [aka. i df . i | vaww aka. i df i |/ si p_storage/ fil es/ 6/ xexgxexax™sa 3 Bl ock 1
66. 249. 66. 25 | srael 147.237.77.216|dover . i df .i | Distributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . . Unhknown Par aneter 1225bd80 in
157.55.39. 115 |Uhited Sates |147.237.72.166|aka.idf .l ww aka. i df i1/ turi ndasp/ resul ts. asp None 1
82. 166. 240. 204 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - (pen Mde None 1
216.224.172.76 |Wited Sates [147.237.77.170 |naar achot . i df . i | Ml tiple Admin B ocking from 216.224. 172. 76 B ock
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx [None
: . . Uhaut hori zed URL Access to
199.59. 148. 211 |thited Sates |147.237.77.216|dover.idf .il Wi f i 1/5i p_storagel il es/ 6 si ze220x0/ 17646, | pg B ock 1
141.212. 122. 129|thited Sates |147.237.72.167|i shuri maka.idf.il Uhaut hori zed URL Access to /x B ock 1
68.180.228. 112 |Wited Sates [147.237. 77. 216 |dover. i df . i | Wnaut hori zed URL Access to waw idf.il/english/ och B ock 1

ht t p: / waw i df bl og. cond
. . Unaut hori zed URL Access to
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . i | waw i of i1 /atal 1/i zkor/ print_bott omasp B ock 1

Uhaut hori zed URL Access to

207.241.226.41 |Lhited Sates |147.237.76.42 |refuah.idf.il refua.atal .idf.il/tenpl at es/ nevs/ pi vi k. php B ock 1
157.55.39. 243 |lhited Sates |147.237.72.166|aka. i df .i | Uhknown Paraneter docid in aka.idf.il/main/sachar/klali.aspx None
84.108.32.126 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
} . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates (147.237.77.216|dover.idf.i| v i df i | / 1133 22461- hel dover . aspx. B ock 1
141.212.122. 129|thited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to /X Bl ock 1
Uhaut hori zed URL Access to
68.180.231.40 |lnited Sates [147.237.77.74 (lawidf.il wa | aw i df.il/tenpl at es/tenpl at econt rol s/ news/ si p_storage/ files/ 7/ |B ock 1
1437. pdf /
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1235- he/ at al . aspx Bl ock 1
} . . D stributed Lhauthorized URL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover.idf.il v i df . i | / 1133- 22461- he/ dover . aspx. B ock 1
157.55.39. 244 |Uhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/main/recruitlane. aspx Bl ock 1
107.178.194.79 |Wited Sates |147.237.77. 216 |dover.idf.i | Distributed Whaut hori zed LR Access on B ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
. . Uhaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | vaww aka. i df i |/ si p_storage/ fi | es/ 6/ xexgxexaxmixa 2 Bl ock 1

Unaut hori zed URL Access to

45.35.71. 181 147.237.77. 216 dover . i df . i1 v i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
207.46.13.119 |Wited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to ww i df.il/894-he Bl ock 1
141.212.122. 129|thited Sates |147.237.77.234|hal ag.i df .| Unaut hori zed URL Access to /x B ock 1
79.179. 99. 94 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1232-he/ at al . aspx Bl ock 1
www. chamat z. aka. i d
173.45.108.26 [lLhited Sates |147.237.77.226 i Adnin Bl ocki ng Bl ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.83 |[Lhited Sates |147.237.77.216|dover.idf .il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
216.224.172.76 |Wited Sates [147.237.77. 170 |n@arachot . i df . i | Unaut hori zed URL Access to www maar achot . i df . il/i ndex. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |nat pash. i df . i | Wi cogat i df i | /about/ | ayout s/ aut henti cat . asp B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1234-he/ at al . aspx Bl ock 1
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