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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3287
162. 212. 253. 227 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Bock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.93.213 |147.237.76.86 |Lited Sates |[navy.idf.il ET SCAN NVAP -sA (2) 2
31 154 91 212|147 237 76.30 |5 el Hrush i il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 5
DDos attack
177.43.233.5 147.237.72. 166 |Brazi aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 25. 155. 164 |147.237.8.28 |China €. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 4096 1
84. 61. 168. 38 147.237.77.19 |Ger many | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 65 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240. 144. 65 [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
199. 101. 186. 178|147. 237. 77. 179 |Uhited Sates |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
180. 153. 104. 125|147.237.0. 17  [China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
177.43.233.5 147.237.72. 166 |Brazi aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
177.43.233.5 147.237.72. 166 |Brazi akaidf.il ET SCAN NVAP -f -sS 1
88.249.106.23 |147.237.76.34 |Turkey yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144.65 [147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
212.47.242.34 |147.237.72. 166 |France aka. idf.il BT SCAN Behavi or al Uqusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
199. 101. 186. 178(147. 237. 77. 179 |Lhited Sates |e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 153. 104. 125|147.237.0. 17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
180. 153. 104. 125|147.237.0. 17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
100. 100. 51. 29 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 12
82.145.219. 149 |Europe 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
109. 65. 160. 25 I srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval id invalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 125 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
79.177.204. 150 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nval id ACK nunber noni t or 6
100. 100. 51. 29 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 6
31.154.91.212 [Israel 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
212. 33. 108. 189 g";'cis;iig;a” Territory.ly 47, 237.77. 216 |dover. icf.il  |Bad TOP sequence I'nval i d ACK nunber monitor |6
100. 100. 90. 252 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 6
2.52.136. 147 | srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
31.154.91.212 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber aert 5
213.139.52. 106 |Jordan 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 4
176.12. 136. 175 |Israel 147. 237, 72. 167 | shurimaka i of . [ S NG Engine: TCP | nval i d invalid segnent retransnissi on. drop 4
Ret ransni ssi on Packet dropped.
212.143.142.56 |Israel 147.237. 77. 216 |dover . i df .i | drop First packet isn't SWN drop
46. 19. 85. 125 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
95.65.34.177  [Ml dova, Republic of |147.237.77.121e.nayy.idf.il  |Geo-1 ocation enf or cerment Geo-1 ocat ] on 1 nbound drop 3
2.52.38.90 I'srael 147.237.72. 166 |aka. i of . i Streamng Engi ne: TCP Inval id |invalid segnent retransnission. |y 3
Ret r ansmi ssi on Packet dropped.
79.180. 143. 126 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
41.129.198.96 |Egypt 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
109.67.13.14  [israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
5.102. 254. 240 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.52.40.181 | srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
109. 67. 116. 186 I srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
94.230.86.249 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |3
46.118.123. 213 |Wraine 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 2
41.129.198.96 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
46. 19. 86. 23 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 86. 64 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
157.55.39.196 |United Sates 147.237.72. 166 |aka. i of . i Streamng Engi ne: TCP Inval id |invalid segnent retransnission. |y 2
Ret r ansmi ssi on Packet dr opped.
37.142.68.130 | srael 147.237.72. 166 |aka i df . i Bad TCP sequence ﬂe}ﬁtﬁggﬁggth moni tor |2
77.237.138.51 |Czech Republic 147.237.77. 212 |e.dover.icf.il  |Geo-1 ocati on enf or cerent gﬁ? olrggﬁ;no n i nbound drop 2
66.249.66.39  |Wnited Sates 147.237.77. 234 |hal ag.i of . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 2
Ret ransni ssi on Packet dropped.
141.212.122. 116|lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
5.255.253.188  |Russian Federation  |147.237.72. 166 |akaidf.il Bad TCP sequence ;ﬂ'\fﬁtﬁxgzz&gth moni tor |1
149.78.77.5 I srael 147.237.77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
5.29. 47.148 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
84.109. 81. 39 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 1
67. 246. 5. 205 Lhited Sates 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 3. 144. 166 |l srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 120|nited Sates 147.237.72. 167 |i shurimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.40.181 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 1
46.118. 123. 213 |krai ne 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
84.109. 81. 39 | srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
70.39.186.222 [Satellite Provider 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
192, 115. 21. 116 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 121 |nited Sates 147.237.72. 167 |i shurimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.82.215.199  |Ger many 147.237.77. 216 |dover i df i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
66.177.56.225 [lLited Sates 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

At acker

ountry ‘Target Address |Site Sgnature Action ‘Count
66.249.66.25 |Israel 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on ww idf.il/error. htm B ock 3
2.54.19. 226 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
Lhited . .
195.62.28.134 | . ngdom 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 3
2.52.131.226 |Israel 147.237.0.19 |nadimatal . i df . i I|Suspi ci ous Response Code B ock
37.26.146.236 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None
. . . D stributed Uhauthorized URL Access on
107.178.194. 83 |Wited Sates |147.237.77.216(dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
185. 32. 179. 159 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
] . . O stributed Whaut horized URL Access on
107.178.194. 83 |Wited Sates |147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 2
195. 62. 28. 134 z';;gom 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wuw | aw i df.il/index. php B ock 2
] . . O stributed Waut horized URL Access on
204.13. 200. 200 [Wited States (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 2
93.160.60.22 |Denmar k 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/newsitel english B ock 1
195. 62. 28. 134 E?'rf;gom 147.237.77.74 |lawidf .il Ml tipl e Unaut hori zed URL Access from 195. 62. 28. 134 B ock 1
. . S Untraceabl e Gonnection - Protocol violation
109. 65. 160. 25 |l srael 147.237.77. 216 |dover.i df . i | (SSL_CONN_ APPLI CATI ON_DATA_EXCHANGE) None 1
79.182.33.191 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
208.115.113. 89 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 1
- ; Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover. i df . il i df i |/ 1154- he/ kkkkkkk=bf d17debkkkkkkk bf d17deb B ock 1
66.249.66.31 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39.17 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww idf.il/inages/call.svg B ock 1
84.108. 212. 201 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
] . . DO stributed Whaut hori zed URL Access on
208.184.112. 75 [Wited States (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
37.142.231.13 |[Israel 147.237.72. 156 |anan. i df . i | Mil tiple Lhtraceabl e SSL Sessions from 37.142. 231. 13 (Qpen Mde) None 1
66.249.66. 61 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/nain/rabanut/general . aspx None 1
37.26.146.201 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
157. 55. 39. 64 Lhited Sates |147.237.77.176 |nat paSh. idf.il Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
84.111.76.9 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS. Sessi ons: Unhknown SSL Sessi on None 1
Unknown Par anet er
213.151. 44. 43 |Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oyment St at eshbnt h i n None 1
aka. i df.il/nai n/sachar/ payslips. aspx
54.153.32.246 |lnited Sates |147.237.0.19 |nadimatal .idf.il[Uauthorized URL Access to 147.237.0. 19/ B ock 1
105.62.28. 134 |1 ted 147.237.77.74 |lawidf.il Adm n Bl ocki ng B ock 1
Ki ngdom
. . . .|S. Wntraceabl e Gonnection - Protocol violation
109. 65. 160. 25 |I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.66.61 |lIsrael 147.237.72. 166 |aka. i df . i | Unknown Parareter pop in www aka.idf.il/nain/ hore/ None 1
37.26.146. 236 |1srael 147.237.72. 166 |aka. i df . i | gls;;é)rll)e Uhtraceabl e SSL Sessi ons from 37. 26. 146. 236 (Lhknown SSL None 1
) . ; O stributed Whaut horized URL Access on
204. 13.200. 200 |Lhited States |147.237.77.216 [dover. i df.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
157.55.39. 106 [Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . i/ navy/ navy/ B ock 1
84.111.76.9 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
54.153.33.233 |Whited Sates [147.237.76.200(eitan. aka.idf.i| |Unauthorized URL Access to 147.237.76. 200/ B ock 1
195. 62. 28. 134 gi"rf:gom 147.237.77.74 |lawidf .il Ml tipl e Admn Bl ocking from 195, 62. 28. 134 B ock 1
. ; Mil tiple Uhtraceabl e S Sessi ons from109. 65. 160. 25 (Protocol viol ation
109. 65. 160. 25 |l srael 147.237.77. 216 |dover . i df . i | (SSL._CONN APPLI CATI ON_DATA EXCHANGE) ) None 1
66.249. 78. 159 |Israel 147.237.77. 216 |dover.idf .i | D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm B ock 1
37.26.146. 236 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
157.55.39. 196 |Lhited Sates |147.237.72.166|aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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