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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3368

66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 197

149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

192. 3. 170. 124 Lhited Sates 147.237.76. 148 ggcenter. aka idf.il|B ock Np Al Net drop 1

195. 60. 232. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1




12-04-2015-00:04:09 to 12-04-2015-01:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sl gnature Devi ce Action |Oount
123. 126. 113. 80 Chi na 147. 237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 29 France 147.237.76. 30 hinush.idf.il [@28 HITP  AnrefBot craw er B ock 1
188. 165. 15. 205 France 147.237.77.74 lawidf.il 28: HITP. ArefBot craw er Bl ock 1




12-04-2015-00:04:09 to 12-04-2015-01:04:09

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61.240. 144.65 |147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
208.67.1.109 [147.237.0.16 |lnited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
167. 114. 156. 16 [147. 237. 77. 216 [Canada dover.idf.il portscan: TGP D stributed Portscan 1
151.11.201.3 [147.237.76.34 |italy yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 |147. 237. 76. 200 |kr ai ne eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.90.247.26  |147.237.77. 227 |Uni ted Ki ngdom|e. hanaz. i df.il ET SCAN Potential SSH Scan 1
80, 246.130. 21 |147 237 77 233 sr el sl idh il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
61. 240. 144. 65 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240. 144. 65 |147.237. 72. 166 |Chi na aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
208.67.1.109 |147.237.0.33 |wnited Sates [idf.il ET SCAN Potential SSH Scan 1
151.11.201.3 |147.237.76.34 [itay yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
125. 65. 165. 215 [147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 |147. 237. 76. 200 |kr ai ne eitan aka idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
85.90.247.26  |147.237.76. 201 |Uni ted Ki ngdomle.atal .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 67 |147.237.77. 233 |Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

79.179.166. 97 |Israel 147.237.76. 200 |ei tan. aka.i df .i | > dro 534
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
188, 139. 236. 88 %L‘gﬂf a 147.237.77. 216 |dover.icf.il  |Bad TOP sequence Inval i d AGK nunber alert 19
Syrian Arab S . .
188. 139. 236. 88 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 19
80.246.130.21 | srael 147.237.77. 233 |atal i df i Bad TCP sequence Stretransmt wth i fferent moni tor |14
w ndow scal e
104. 236. 61. 18 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 14
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
100. 100. 116. 203 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 12
2.52.40. 181 | srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 85. 88 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or
213.57.132.99 |Israel 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i sSi
79.179.166.97 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
212.235.31.43  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
195. 60. 232. 57 |l srael 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect
100. 100. 27. 239 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 102 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi
37.26.149.217 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
. . SYNPAXK retransmit with different .
46. 117. 246. 253 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 5
37.26.149.228 | srael 147.237. 77. 216 |dover i df . i Bad TCP sequence SINAK retransmt with different | oo |5
w ndow scal e
46.19. 86. 75 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
37.18.51. 244 RJSIS:;”i o 147.237.77.227|e.hamez.idf.il  |Geo-| ocati on enf or cement Geo-1 ocat i on i nbound enf or cerent |dr op 4
Sreaning Engine: TQP Invalid ' i ssi
66.249.66.61  |United Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
84.111. 156. 140 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |y 4
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 187 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
185.3.146. 208 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.228.104. 186 I srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 155]I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
80.246.130.21 [ srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with i fferent moni tor (3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.183.66.30  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 155! srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
62.219. 163.57 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
94.230.86.129 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaming Engine: TCP Invalid i i SSi
79.176.149.55 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
80.246.130.21 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |3
46. 19. 86. 75 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
108.89.193.21 |[nited Sates 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
128.232.110. 28 |United Ki ngdom |147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
89.35.91. 68 Romani a 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.46.39.2 I srael 147.237.72. 156 |anan.idf .i | Bad TCP sequence I'nval i d AGK nunier monitor |2
128.232.110. 28 |United Ki ngdom |147.237.77.170 |maarachot.idf.il [SYN Attack SYN -> SYN ACK -> Ti meout rej ect 2
2.52.40.181 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |2
62.210. 136. 206 |France 147.237.77. 212 |e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |dr op 2
94.230.86.129 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber monitor 2
79. 176. 20. 37 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
149. 78. 166. 186 |l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
o SYNVACK retransmt wth different .
87. 69. 97. 250 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence wi ndow scal noni t or 2
185. 3. 146. 208 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreaning Engine: TQP Invalid ' i ssi
157.55.39.196 |Wited Sates  |147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. |, 2




12-04-2015-00:04:09 to 12-04-2015-01:04:09

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
79.179.166.97 i srael 147.237.76. 200 |ei tan. aka. i df . i | ;g?l'\gfylgé' ;?e Sane Response (bde (404) in Session from B ock 70
75.119.200. 140 |lhited Sates |147.237.72.166aka.idf.il Ml ti pl e Unhaut horized URL Access from 75. 119. 200. 140 B ock 5
149. 88. 216. 168 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149. 210. 199. 137 |Net her | ands 147.237.77. 176 |mat pash. i df . i | Ostributed PHP Attenpt B ock 3
197. 0. 25. 165 Tuni si a 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw idf.il/' B ock 3
149. 210. 199. 137|Netherl ands ~ |147.237. 77. 176 |mat pash. i df . i | Unaut hori zed LRL Access to wa cogat . i df . il/index. php B ock 2
176.13.11. 24 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149. 210. 199. 137|Netherl ands ~ |147. 237. 77. 176 |mat pash. i df . i | Dstributed Admin B ocki ng B ock 2
46.19. 86. 219 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
204.13.200.200 |United Sates |147.237.77.216|dover. i df .| D stri bt ec lng;;’ggé?ﬁeﬁvﬁf?;pﬁn B ock 2
77.125.92. 41 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
207.46.13.103 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
40.77.167. 83 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df.il/inages/ email . svg B ock 1
207.46.13.103 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wweidf.il/inages/live chat.svg B ock 1
94.132.110. 135 |Portugal 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df . il/gen204 B ock 1
173.45.86.10  |Uited Sates |147.237.77.216|dover. i df .| b str but Ie‘/jlggg‘fte:?uof;‘:.g)x'fccess on Bl ock 1
80.246.130.21 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock
107.178.194.83 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133- 22461- he/ dover . aspx. Bl ock 1
54.153.33.152 |lhited Sates |147.237.77.234|hal ag.idf.il Unhaut hori zed URL Access to 147.237.77.234/ B ock 1
208.184.112. 74 |Uited Sates [147.237.77. 216 |dover. i df .| w1l 11 1155, 25461 nel dover. s B ock 1
89. 35. 91. 68 Romani a 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css B ock 1
2.52.44.236  |Israel 147.237.77. 234 |hal ag. i df .i | o ;'35“73‘1Zﬁ?fzgg:sfiiaﬁlﬁffi Lot Bl ock 1
109.16.156. 126 |Uhited Sates |147.237.77.216|dover. i df . il VLW?;V“: (;}?riilzli?pﬁofggsﬁ L o<l 262200/ 5320, pg Bl ock 1
157.55.39.196 |lhited Sates [147.237.72.166|aka.idf.il PHP Att enpt B ock
77.126.66.226 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
66.249.78.28 | srael 147.237.76.42 |refuah.idf.il murter;oura:_%afgl Lﬁj_f ﬁiiisnp: Ztes/ shar ed/ user cont r ol s/ header upper / Bl ock !
46. 19. 86. 138 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwu i df . il/hi nush/ site/ hel hi nush. asp Bl ock 1
207.46.13.110 |Lhited Sates |147.237.77.176|nmat pash.idf.il Lhaut hori zed URL Access to waw cogat.idf.il/english B ock 1
95.35.171.124 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
81. 190. 49. 64 Pol and 147.237.77. 216 |dover.i df . il Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
75.119.200. 140 |Wited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
157.55.39. 2 Uhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to www nakhal .idf.il/articlel/gethits.asp B ock 1
107.178.194.87 |Uhited Sates |147.237.77. 216 |dover . i df . i | w111 1155, 25656 nel dover. s B ock 1
66.249. 64. 177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
208.184.112.75 |Wited Sates [147.237.77. 216 |dover. i df .| Dstri buted H‘g?"‘_t:g;g_eﬂeﬁv’;‘ic_fsspf” Bl ock 1
93. 86. 26. 63 147.237.77.216|dover.idf .il Dstributed PHP At enpt B ock 1
2.52.135. 56 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
199.59.148.210 |United Sates |147.237.77. 216|dover. i df . i | stt Lﬁ‘ﬂtle/dsif;‘for:‘g oo 6320, pg Bl ock 1
157.55.39.196 |Wnited Sates |147.237.72. 166 [aka. i df .i| m“;?;rii jfe.oi' Iﬁmi‘;ﬁ;ﬁttjw f edf rare. php Bl ock 1
77.127.196.205 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin www i df . i|/1379- he/ dover . aspx Bl ock 1
207.46.13.119 [nited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
Unaut hori zed URL Access to
104. 236. 61. 18 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i 1/894-he/ ti kshuv. aspxshar ed/ user cont r ol s/ header upper |B ock 1
/

82.166.242.20 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
176.13.13.3 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.125.7.86 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157.55.39.106 |[lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed LR. Access to navy.idf.il/ishurim Bl ock 1
109. 66. 198. 152 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66. 249. 66. 26 I srael 147.237.77.233|atal . i df . il Unaut hori zed URL Access to 147. 237.77. 233/ 994- 9067- he/ atal . aspx  |B ock 1
93. 86. 26. 63 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
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