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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3590
79.183. 27. 42 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
198. 20. 69. 98 Lhited Sates 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 1

46, 186. 253. 201 Kuwai t 147. 237.76. 199 e.nakchal .idf.il |[Bock Wip Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

’Tar get Address

Site

Sgnature

Packet

Country
41.140. 186. 251 |Morocco 147.237.77. 216 |dover.i df .i | 12373: HITP. W@rdPress admin Logi n B ock 12
78.177.209. 255 |Turkey 147.237.77. 216 |dover. i df . i | Q25: HITP: “access to admni strator/index. php -> B ock 1
Quar anti ne
. wawy chanat z. aka. i df . i .
157.55.39. 243 |Whited Sates 147.237.77. 226 | @76: HITP. Access to - action=.. (General) B ock 1
167. 114. 242. 198|Canada 147.237.76.86 |navy.idf.il 1389L: TLS CpenSSL Encrypt ed/ Lhencrypted Feart beat Pernit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 66. 28 147.237.77.216|Wnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
61.240.144.65 |[147.237.8.50 [China e tikshuv.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
37.157.245.38 |147.237.77.176 LKJ?ir:;gom nat pash. i df .i ET SCAN NVAP -sS wi ndow 4096 1
218. 249. 175. 236(147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
209. 126. 116. 147|147. 237.77. 121 |Lhited Sates |e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 178|147. 237. 77. 234 |Uhited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
108. 47. 14, 226  |147.237.77.212|lhited Sates |e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84. 61. 168. 38 147.237. 77. 178 |Ger many e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
61.240.144.65 [147.237.8.24 |China elifestyleidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
37.157.245.38 |147.237.77.176 LK?i;gegom nat pash. i df .i | ET SCAN NVAP -sS w ndow 3072 1
219.92.4.74 147.237.0.17 [Mlaysia mny-kosher-kravi .idf.il ET $0N Behavi or al Lhusu?] ly fast Terminal Server Traffic, 1
Potential Scan or Infection
218. 249. 175. 236|147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209.126. 116. 147(147.237.8.50 [Lnited Sates [e. tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.230.84. 198|147 237 77 233 |1 1 ael atal idh il ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
82.117. 208. 243 |147.237.77. 226 wwwv chanat z. aka. idf . il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

‘Attacker Qountry

Target Address

Ste

Signature

37.26.149.250 |israel 147. 237, 76. 200 [ei tan. aka i of 1| €M NG Engine: TP Invalid invalid segnent retransmissi on. drop 57
Ret r ansni ssi on Packet dr opped.

94. 230. 84. 198 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence md;ir:‘:;rit wth different monitor |52

77.125.74.113 |israel 147.237.77. 234 |hal ag. i of .| Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 42
Ret r ansni ssi on Packet dropped.

85. 64. 4. 30 I'srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdﬁr:‘:;"lt wth different monitor  [35

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

109. 64. 25. 174 |Israel 147.237.76.42 |refush.icf.il |Bad TCP sequence SN retransnit wih different monitor |28

w ndow scal e

46. 32. 200. 145 g":lcis;iig;a” Territory.l147. 237. 77. 216 |dover.icf.il  |dr op First packet isn't SWN drop 26

79.177.7.166  |Israel 147.237.72. 166 |aka. i df .1 Bad TCP sequence mdgirin:l"lt wth dfferent monitor |21

46. 32. 200. 145 Ecis;ii;‘;a” Territory.)147. 237. 77. 176 |nat pash.if.il  |dr op First packet ism't SWN drop 20

100. 100. 86. 195 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16

66.249.75.94 |lnited Sates 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 14
Ret ransni ssi on Packet dropped.

100. 100. 78. 64 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 14

100. 100. 70. 49 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

109. 65.173.4 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

46.116. 124. 237 I srael 147.237.77. 243 |rwbit i 11 || €3 NG Engine: TP Invalid fimvalid segnent retramsmssion. | 10
Ret r ansni ssi on Packet dropped.

100. 100. 17. 237 147.237.72. 166 |aka i of .i | dr op First packet isn't SN drop 10

100. 100. 32. 98 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop

149. 78.119. 22 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

213.57. 138. 102 || sr ael 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

79.179. 165. 123 |I srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.

79.183. 28. 187 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 70 I sr ael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN - > SYN-ACK -> RST rej ect

79. 180. 155. 187 |l srael 147.237.0.34 |[tikshuv.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect

77.127.133. 238 |I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence noni t or

213.57.138. 102 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence wﬁtrs\:;ﬁ?c;fth monitor |8

2.54.174.144 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 58 I sr ael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence I'nvalid ACK nunber alert

46.19.85.181 |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert

79. 182. 165. 169 || sr ael 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

212. 150. 62. 145 |1 srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 58 I srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 6

46.19.85.181  |[lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |6

85. 250. 123. 117 || srael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

84.108.1.162 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5

172.56.21.69 |Wited Sates 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5

85.65.17.228 |l srael 147. 237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

77.127.133. 238 |I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 4

77.127.133. 238 |I srael 147. 237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

80. 246. 133. 249 || sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4

77.127.133. 238 |l srael 147.237.72. 166 |aka. i df.il drop First packet isn't SN drop 4

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

5.102. 254. 231 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4

85. 65. 17. 228 | srael 147.237.72. 166 |aka. i df.il drop Frst packet isn't SN drop 4

77.127.133. 238 |I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 4

66. 249. 75. 102 |lhited Sates 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dr opped.

87.68.46.218 |Israel 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid invalid segment retramsmission. |y ) 3
Ret r ansni ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect

37.26.148.133 |l srael 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 81 | srael 147.237.77. 170 |n@arachot . i df . i [[Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 147 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 63
109. 66. 81. 64 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
23.254.201.150 [lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 6
80.178.157.40 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
176. 12. 146. 251 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
. . Unaut hori zed Met hod HEAD f or
176. 106. 227. 27 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx B ock 3
176.12.145.91 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
149. 88.100. 84 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock
] . . O stributed Unaut hori zed URL Access on
107.178.194. 87 [Wnited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
46.19. 86. 73 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
95.108. 158. 144 |Russian Federation [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs oS Atack None
m ny- kosher - kravi . i [Prameter Type Molation
89.138.32.143 |lsrael 147.237.0. 17 of niyl ct | 00$Cont ent A acetbl der 1$t xt AreaRenarks i n B ock 2

mny- kosher-kravi.idf.il/tenpl ates/traini ng/ trai ni ng. aspx
; ] ] D stributed Lhaut horized URL Access on
107.178.194.87 |Uhited Sates 147.237.77. 216 |dover. i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

Paraneter Type M ol ati on PageNumin

68.180.230.29 [Uited Sates 147.237.77. 176 (@t pash. i df . i | v cogat . i df . i 1/ 1038- he/ cogat . aspx B ock 1
213.57.189. 170 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in URL /maikapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
46.121. 68. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
} . . Unaut hori zed URL Access to
199. 59. 148. 210 |lLhited Sates 147.237.77. 216 |dover . i df . i | v i i 1/5i p_storagel i1 es/ 2/ si ze220x0/ 13032, | pg Bl ock 1
85. 250. 154. 200 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
82.205.125.83 [ASStinan 147 237.77. 176 |mat pash.idf.il Whaut hor i zed LR. Access to waw cogat . i df . il/894-ar B ock 1
Territory, Qcupi ed
37.26.148.217 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/val tam Bl ock 1
77.125.160. 160 |[Israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
109. 64. 119. 242 |Israel 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ B ock 1
89. 145, 108. 202 |Wnited Kingdom  [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249. 64. 230 I srael 147. 237.77. 216 |dover . i df . i | thaut hori zed LR Access to Bock |1

147.237.77. 216/ 1153- 8890- he/ dover . aspx
; ] ] D stributed Lhaut horized URL Access on
208.184.112.75 |[Wited Sates 147.237.77. 216 |dover. i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

Unknown Par anet er

84.111. 161. 205 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
185. 32. 179. 138 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5.102. 254. 86 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.176.174.96 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
213.57.206. 248 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
70.39.157.198 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
54, 153.33.152 |Wnited Sates 147.237.0.15 |kosher-kravi.idf.il |Uauthorized URL Access to 147.237.0. 15/ B ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 |Lhited Sates 147.237.77.216|dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
m ny- kosher - kravi . i j i
89.138.32. 143 |l srael 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
84. 108. 36. 89 I srael 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Erors None
37.26.149.163 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.126.40.195 |Israel 147.237.72. 166 [aka. i df . i | vaw aka. i df .i |/ nai nv sachar/ nai | box. aspx None 1
. . Unaut hori zed URL Access to
94.230.84.198  |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1501- hel at al . aspx B ock 1
66.249. 64. 233 |Israel 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1
’ . . O stributed Unaut hori zed URL Access on
208.184.112. 75 |Lhited Sates 147.237.77.216|dover.i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
187.63.7.99 Brazil 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 1
. . D stributed Lhaut hori zed URL Access on
85. 64. 4. 30 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
5.255.253.151 |Russian Federation |147.237.72.166|aka.idf.il Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
] . . Unaut hori zed URL Access to
157. 55. 39. 17 Lhited Sates 147.237.77.216|dover.i df .i | vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
. . Mil tiple Fullwdth/Hal fw dth Uhi code Encodi ng on
79.177.7. 166 I srael 147.237.72. 166 |aka. i df . i | URL/ Par amet er (+) from 79. 177, 7. 166 Bl ock 1
70.39.157.199 [lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
217. 132. 208. 137l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 64. 3. 164 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS A tack None 1
62.219.130.24 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
204.13.200. 200 |United Sates 147. 237.77. 216 |dover . i df . i | Distributed thauthorized URL Access on Bock |1

wawv i df i | /1133- 22638- he/ dover . aspx.
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