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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3374
37.26. 148. 130 | srael 147.237.77.216 dover.idf.il Invalid TGP H ags drop 6

110. 35. 238. 165 Korea, Republic of 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
37.153. 159. 21 Rormani a 147.237.0. 19 nadi matal .idf.il |L4 Source or Dest Port Zero drop 1
94.177.122. 69 Rormani a 147.237.76. 31 nakchal .idf.il L4 Source or Dest Port Zero drop 1
94.177.122. 69 Rormani a 147.237.76. 34 yohal an.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 97 147.237.72.166|Whited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
176.12. 141 63 |147. 237 77. 233 |1 57 e atal il ET DO5 Large anount of TCP Zer oWndow - Possible Nkiller2 5
DDos attack
66.249.81.212 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
76.110.163.61 [147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -f -sS 1
209. 126. 116. 147|147. 237. 77. 234 |Whited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76.39 [lhited Sates |nobile neitav.idf.il ET DROP Dshiel d B ock Listed Source 1
84. 61. 168. 38 147. 237. 77. 234 |Ger many hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
76.110.163. 61 [147.237.77.216|Wited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
46. 19. 85. 227 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
920, 135, 148. 245|147 237 76. 30 |Tai vian i v il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
209. 126. 116. 147|147. 237. 77. 226 |United Sates |wwe chamatz. aka. idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
114.247.172.61 |147.237.8.46 |China e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84. 61. 168. 38 147. 237. 76. 176 |Ger many test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Jte Signature i\tnif;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.138. 102 |Israel 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 30
o SYNWPAXK retransmt with )
213.57.138. 102 |[Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal e monitor |29
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
5.22.134.121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |24
5.120. 173. 116 'Féz:bl i'i'z'fm 147.237.77. 170 |n@arachot . i df .11 |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 16
Sreaning BEngine: TCP Invalid i i ssi
46.116. 124. 237 i srael 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. |, 16
Ret ransmi ssi on Packet dropped.
r ing Bngine: TCP Invali i i sSi
79.179. 165. 123 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
46.19. 86. 128 I srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
85. 65. 20. 47 I srael 147.237.77. 233 |atal i il Bad TCP sequence S retransmt wth different monitor |8
w ndow scal e
5.102. 254. 65 I srael 147. 237. 77. 216 |dover.i of .i Bad TCP sequence Invalid ACK nunber monitor |7
37.26.148.130 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
93.173. 26.91 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 143 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
37.26.149.168 |Israel 147.237.0.34 |tikshuv.icf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 143 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
85. 250. 3. 142 I srael 147.237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 86. 128 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.121.83.5 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
109. 64. 8. 95 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
176.12.141.63  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102. 254. 24 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber nonitor |5
84.228.46.244 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |5
213.57.130.121 |israel 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout aert 4
r in ine: TCP Invali i i SSi
5.29.1.22 I srael 147. 237, 76. 200 |ei tan akaich.i1 || @M NG Engine: TGP alid finvalid segnent retransnissi on drop 4
Ret ransmi ssi on Packet dropped.
176.12.141.63 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert
213.57.130. 121 |[lIsrael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
212.143.142.56 |Israel 147. 237. 77. 216 |dover.i of .i | drop First packet isn't SWN drop
. . SWretransmit wth different :
85. 65. 20. 47 I srael 147.237.77. 234 |hal ag.i of .i Bad TCP sequence wi ndow scal & nonitor |4
37.46. 39. 159 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
80. 246. 136. 149 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
84.109. 73. 80 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
r in ine: TCP Invali i i SSi
109. 67. 178. 254 |1 srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 3
Ret ransmi ssi on Packet dropped.
79.183. 145. 221 |Israel 147. 237. 72. 156 |aman.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
185. 3. 146. 249 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79.179.52. 246 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
5.255.253. 188  |Russi an Federation [147. 237. 72. 166 |aka.i df .i1 9 =9 Invalid segrent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 64.114.74  |Israel 147. 237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79.182. 135. 247 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.68.82.125  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |y 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.54.189. 21 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.15.198 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
84.228.46.244 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
37.26.148.198 |Israel 147.237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i SSi
109. 67. 214. 172 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
5.102. 254. 138 |l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 1 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
216. 169. 136. 106|Lhited Sates 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
2.54. 20. 206 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 64.137.32 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. |, 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46.120.121. 196 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wiw aka. i df .il/ B ock
80. 246. 136. 112 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 65. 168. 190 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
89.138.5.135 | srael 147. 237.72. 166 |aka. i df . i | Distributed Uhauthori zed RL Access on B ock 3
vy aka. i df . il /sip storagel/fil es/ 8/
46.120.121. 196 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/8 |B ock
176.13.14.174 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
37.142.125. 248 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to v aka.idf.il/sip_storage/files/1/ |B ock
- . . |Waut hori zed URL Access to
109. 64. 112. 66 |l srael 147.237.0.19 |nadimatal .idf.il naci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
79.183.106.80 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 2
. - Unhaut hori zed URL Access to
79.176.222.12 |[Israel 147.237.72. 156 |aman. i df . i | - Cid i1/ https: /wan il B ock 2
5.29. 4,37 I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in None 2
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
176.13. 7. 54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
66.249.67. 242 I srael 147. 237.72. 166 |aka. i df . i | D stributed thaut hori zed LR. Access on Bl ock 1

147.237. 72. 166/ r obot s. t xt
. . Uhaut hori zed URL Access to
46.163.68.109  [Ger many 147.237.77. 216 [dover . i df . i | vy i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock !

D stributed Uhaut hori zed URL Access on

208.184.112.74 [Wited Sates 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
85. 250. 210. 235 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI Sessions: sigal gs oS Attack None 1
82.166.242.20 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
31.210.182.52 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
178. 148. 242. 156 147.237.77.216|dover.idf .il Unaut hori zed LRL Access to waw i df.il/xmrpc. php B ock 1
77.125.108.229 |[israel 147.237.76.31 |[nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php B ock 1
149. 78. 166. 151 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lLnited Sates 147.237.77.216|dover . i df . i v i df i | / 1133 22461- he/ dover . aspx. B ock 1
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
85.64.3. 17 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock
- . |Waut horized URL Access to
46.117.175.75  |Israel 147.237.77. 170 |maar achot . i df . i | naar achot i df i 1/ pdf /11 es/ 9/ 112359, pf B ock 1
’ . . DO stributed Unhauthori zed URL Access on
204.13.200.200 |Lhited Sates 147.237.77. 216 |dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
5. 29. 68. 33 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176. 13. 10. 76 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.183. 96. 82 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
. . Unaut hori zed Met hod PCBT for
109. 64. 114. 74 |l srael 147.237.72. 166 |aka. i df . i | v aka. i dff i 1/ mai v sachar / nas. aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 67.250 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
66.249.64.177 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to wwe chi nuch. aka. i df.il/404. htm |[B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.75 [Uited Sates 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
87.68.84.99 I srael 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie _atrfs: Expected ab/ None 1
: . . URL is Above Root Drectory
82.223.23.52 Spai n 147.237.77.216|dover.idf .il ww i of i1/ / shared/cl i entscri pts/j queryj query-1 4. 2.nin. | s Bl ock 1
37.34.89.3 glcis;ilgéan Territory, 1147 237.77. 216 dover.idf.il Uhaut hori zed URL Access to waw i df . il/hebrew news/ B ock 1
180. 76. 15. 162  |Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
77.125.108. 229 |lIsrael 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock 1
157.55.39.196 |Uhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Uited Sates 147.237.77.216|dover.idf .il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . i|/yohal an. B ock 1
207.46.13.103 |[thited Sates 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/1560-en/ dover. aspx" B ock 1
. - DO stributed Lhaut hori zed URL Access on
85. 65. 20. 47 I sr ael 147.237.77.233(atal .idf .il 147, 237.77. 233/ 1501- hel at al . aspx B ock 1
. . Uhaut hori zed URL Access to
5.29.164.247  |israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1501- he/ at al . aspx B ock 1
176.13.14. 101 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
68.180.228. 112 |lWhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/hal ochamim B ock
. - D stributed Lhaut hori zed URL Access on
66. 249. 66. 2 I srael 147.237.77.216|dover . i df . i ww i o1/t enpl at es/ art i cl ef vat ch B ock 1
212.76.114. 148 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
84.108.18.220 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
37.142.125. 248 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 37.142. 125, 248 B ock 1
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