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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3358

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1144

66. 249. 66. 23 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 769

66. 249. 64. 191 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 359
77.245.76.118 Uni ted Ki ngdom 147.237.77. 170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 186
2.54.153.120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
31.133. 0. 67 Pol and 147.237. 76. 38 eeneitav.idf.il|B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address Site |Sgnaiure Device Action |Oount
198. 20. 69. 74 Lhited Sates 147.237.76.196 |e.sviva.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address Signature
Gountry
Lhited o ET DO5 Large anount of TCP Zer oWndow - Possible Niller2
77.245.76.118 |147.237.77.170|,. naar achot . i df . i |
Ki ngdom DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
66.249.66.81  |147.237.72.166|Wited Sates [aka idf.il ET SCAN NVAP -sA (2)
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan
43.229. 53. 89 147.237.0.34 |Japan tikshuv.idf.il ET SCAN Potential SSH Scan
. ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
176. 13. 15. 36 147.237.77. 233 |l srael atal .idf.il
DDos attack
149. 88. 25. 240  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan
128. 199. 245. 191|147. 237. 72. 166 |S ngapor e aka. idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il portscan: TCP O stributed Portscan

ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,

212.47.242.34 |147.237.76. 197 |France e. himush.idf.il Fotential Scan or |nfection

89.248. 168. 213 [147.237.0.19 |[Netherlands nedi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920
84.111.72.12 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan

183. 60. 48. 25 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan

183. 60. 48. 25 147.237.76.34 |China yohal an. i df .i | ET SCAN Potential SSH Scan

180. 76. 15. 155  |147. 237. 72. 166 |Chi na aka.idf.il portscan: TCP O stributed Portscan
43.229. 53. 89 147.237.0.33  |Japan idf.il ET SCAN Potential SSH Scan

139. 162. 155. 21 |147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN NVAP -sS wi ndow 1024

Korea, Republic

RlRlR P [Pl » [P » [P INTo ©

122.128.36.250 |147.237.76.34 | yohal an. i df il ET SCAN Potential WNC Scan 5900- 5920
91.201.236. 114 |147.237.72.14 |kraine dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024
210. 19. 182. 230 |147.237.77. 226 |\l aysi a ww chanat z. aka. i df . il [ET SCAN NVAP -sS wi ndow 1024
84.228.92. 17 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan
L SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
192.118.11. 120 [147.237.72. 166 |I srael aka idf.il ) . - 1
deni al of service attenpt

84. 61. 168. 38 147. 237. 76. 147 |Ger many chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1

. . o ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
74.108.166.36 |147.237.76.39 |lLhited Sates |nobile neitav.idf.il 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Target Address

Ste

Signature

‘Attacker Qountry

Iran, Islamc Republic

5.120.173.116 of 147.237.77. 170 |maarachot.idf .il |Bad TCP sequence Invali d ACK nunber noni t or 276
5.120. 173. 116 ;a”' Islanic Republidly 47 53777, 170 |naarachot i df. i1 |Bad TCP sequence Invalid ACK nunber aert 275
5.120. 173. 116 :);an Islanc Repudlidly /7 537 77. 170 |mmarachot. iof.i1 |SYN Att ack SYN -> SYN-ACK -> Timeout |reject 275
46. 19. 86. 42 I 'srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
. . SWNretransnit wth different .
109. 226. 28. 143 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 32
100. 100. 18. 6 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 28
46.19.85.227 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYMCACK retransmt wth monitor |24
different w ndow scal e
Pal estinian Territory, . R SWNretransmit wth different .
37.34.89.3 Cecup ed 147.237.0.34  [tikshuv.idf.il Bad TCP sequence wi ndow scal moni tor |23
176.13.15.36  |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert 14
138. 134. 102. 16 |l srael 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
176.13.15.36  |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |14
5.120. 173. 116 :);an Islanc Repudlidly /7 537 77. 170 |mmarachot. i of.i1 |SYN Att ack rej ect 13
100. 100. 47. 118 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
217.23.11.95 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
94. 159. 171. 151 |l srael 147.237.0.34 |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 7
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
85. 65. 34. 51 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor 6
213.57.129. 222 | srael 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 6
109. 74. 61. 210 |Hungary 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
79.176. 170. 148 |1 srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
109. 74. 61. 210 |Hungary 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.176.57.196 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
109. 65. 13. 143 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
Sreaning Engine: TCP Invalid i i Ssi
66. 249. 93.205 |lnited Sates 147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
5.255. 253. 188 |Russian Federation  |147.237. 72. 166 |aka.idf . il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.152.65  |Israel 147. 237. 72. 167 |i shuri maka. i df .| 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
5.120. 173. 116 :);an stanc Repblicly 47 237, 77. 170 |nmarachot i f i1 |dr op First packet isn't SWN drop 6
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19.85.109 |lsrael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.109 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |5
79.177.200. 128 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
8.37.227.69 Anonymous Proxy  |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 5
. . SYNFACXK retransmt wth .
95. 35. 252. 152 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 5
R SYNtACXK retransmt wth .
149. 78. 204. 165 |l srael 147.237. 72. 166 |aka. i df .i1 Bad TCP sequence di fferent vi ndow scal e monitor |4
Sreanming Engine: TCP Invalid ' i ssi
66.249.93. 213 |Wnited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
87.69.228.141 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |4
79.177.183. 116 |l srael 147.237.77. 216 |dover.i df i dr op First packet isn't SWN drop 4
79.176.123.35 |[lIsrael 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.141.204 |[Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
138. 99. 164. 30 147. 237.77. 216 |dover. i df .1 | Bad TCP sequence SINFACK retransmt wth monitor |4
different w ndow scal e
84.229.11.88 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning BEngine: TQP Invalid i i SSi
157.55.39. 115 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i1 g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dr opped.
46. 19. 85. 10 | srael 147. 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
149. 78. 204. 165 |l srael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Tineout [reject
Sreaning Engine: TCP Invalid i i SSi
79.177.8.69  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.125.76.80 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
62.90.131.58 |Israel 147. 237.72. 166 |aka. i of . i Bad TCP sequence SINFACK retransmt wth monitor (3
different w ndow scal e
94. 230. 86. 169 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
5.29.17.24 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Wnaut horized URL Access fromb5. 29. 17. 24 Bl ock 14
89.139.54.57 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 10
89.139.54.57 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 7
5.28.170.119 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 5. 28.170. 119 Bl ock 6
213.57.61.61 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 4
107.178.194.83 [J"1 147 237.77. 216 |dover . i df . | Dstri buted lL{‘g?"’_t:g;g_eﬂeﬁvicrc_fssp;” Bock |2
149.88.34.36 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
46.116.68.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.19.85.189 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CGode B ock 2
66.249. 64. 177 |[lIsrael 147.237.76. 147|chi nuch. aka. i df .i| |[Distributed Lhauthorized UR. Access on www chi nuch. aka.idf.il/404. htm |B ock 2
46.19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
204.13.200.200 |10 |147.237. 77. 216 |dover . i df . | D stri bt oc 1?;3?;;’25?&%\//:??;&” Bock |2
31. 154, 153. 182 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Illegal Byte Code Character in URL x“ x—A x—9%f;x"x’AY8udx ™A€ AEX3 A
109. 65. 145. 225 |l srael 147.237.72. 156 [arman. i df . i | vﬁ@'[[#4]]x'nA>3: /§Vx,nV\{[#24]][[#;9]A] yb[ Opt A¢5oe}l€§! a ~ |Brock 1
ak [ #4]] 2x! | aACA x¢x" b [ #23] 1] O/A AeA?7" 8: hx£C) [ [ #20] | ATA«AE] A2
82. 166. 237. 150 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249.78. 236 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1628- he/ r ef uah. aspx Bl ock 1
197. 34. 176. 174 |Egypt 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 1
93.172.4.97 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.120. 142. 235 I srael 147.237.0.17 Tgfy.-iliosher ~kravi ?;ﬂ o LR Phooding - o Z’I:eﬁtog :_uaLpL” Bock |1
85. 250. 210. 235 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19.85.45  |israel 147.237.77.233|at al . i df . i | e ot hor zed W 'A:‘SCS)?S on Bock |1
109. 65. 145. 225 |l srael 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Qode Character in Method from 109. 65. 145, 225 B ock 1
5.28.170.119 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i1/ mai n/ gi yus/ Bl ock 1
109. 65. 145. 225 |I srael 147.237.72. 156 [aman. i df . i | Abnormal |y Long Request net hod Bl ock 1
79.181.103.18 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
208.184.112.74 | ' |147.237. 77. 216 |dover . i f . | D stri bt oc 1T;g;§g;§?ﬁeﬁv§°f;pﬁn Bock |1
95. 155. 6. 99 147.237.77.74 |lawidf .il PHP At t enpt B ock
66.249. 66. 26 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
176.13. 6. 52 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None
109. 65. 145. 225 I srael 147.237.72. 156 |aman. i df . i | %sféggilibgpﬁngﬁi &;DZT?;_C)C&(;%?E;O” None |1
89.138.87.31 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
84.108.32.126 |lIsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
31. 210. 186. 143 |I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 31.210. 186. 143 B ock 1
Illegal URL Path Encoding x* x—A x—%f;x"x’AY8udx ™A€ AEX3 A
109. 65. 145. 225 |l sr ael 147.237.72. 156 [anan. i df . i | VA [ [ #4]] xnA»: AVxnw[ [ #24]] [ [ #19] ] yb[ Ofpt AcAce} Asa€s!a, ~ |Brock 1
ak[ [ #4]]2x! | aACAsx¢x" b[ [ #23] 1] O/A AceA27" 8: hx£( [ [ #20] | AfA«ag; A2
68. 180. 228. 112 g;tts: 147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin ww i df . i|/1806- he/ dover . aspx B ock 1
197. 34. 176. 174 |Egypt 147.237.77.216|dover.idf .il D stributed Whaut hori zed URL Access on w i df . il /xmrpc. php B ock 1
107.178.194. 83|10 |147. 237 77. 216 |dover . i f . | D stri bt oc 1T;g;§g;§?ﬁeﬁv§°f;pﬁn Bock |1
94.65.244.14 |G eece 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 1
59.94.64.239 |India 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
157. 55. 39. 115 glattssd 147.237.76.200(ei tan. aka. i df . il Uhknown Paraneter v4 in ww eitan. aka.idf.il/comon/iscroll/iscroll-lite.js |None 1
87.68.150. 129 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/giyairportshuttle. huus B ock 1
46.19. 85. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 65. 145. 225 || srael 147.237.72. 156 |anan. i df . i | Mil tiple Ml formed URL from 109. 65. 145, 225 B ock 1
Illegal Byte Qode Character in Header Nane k[ [#12]] EAA® ASXAf
A ' AuAS[ [ #11] ] AfGMAA(As A2 P] A-JWAEA" AshA-A€
109. 65. 145. 225 |l srael 147.237.72. 156 |arman. i df . i | [[#11]]" 8AA°E AcAESB] M [ #20] ] VA%e[ [ #21] ] t cRAYA[ [ #4] ] $SAtH-AA A (Bl ock 1
AvR?>1 #] [ #30] | P2AS5] A29* A%[ [ #4] ] ABA—WAZA® Acej A-ASA: As##tA—
A A" =~A! BmAce
79.181.103.18 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ B ock 1
208.184.112.75 |41 147, 237. 77. 216 |dover. i df . | D stri butec lfsgggégg?ﬁeﬁvﬁf?:pﬁ” Bock |1
66.249.66.29 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1143-he/ at al . aspx B ock 1
176.13.8.202 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/1371-he/ ref uah. aspx6t B ock 1
95. 155. 6. 99 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
46.116. 121. 134 I srael 147.237.77.216|dover . i df . i Unaut hori zed HTTP Met hod Bl ock 1
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