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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
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|Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3396
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 75
94. 102. 56. 238 Net her | ands 147.237.76. 39 nobi le.neitav.idf.il |Block Np All Net dr op 1
94.102. 56. 238 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np Al Net drop 1
94.102. 56. 238 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1

94. 102. 56. 238 Net her | ands 147.237. 76. 199 e. nakchal .idf.il Block Np Al _Net drop 1

94. 102. 56. 238 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il Block Np Al _Net drop 1

94. 102. 56. 238 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1

94. 102. 56. 238 Net her | ands 147.237.76.176 test.ncore.idf.il Block Np All Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount
188. 165. 15. 117 France 147.237.77.234 hal ag.idf.il C228: HITP.  ArefBot craw er B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.28 e.nobi | e-ks.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 15 147.237.77. 170 Lhited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 3
212.143.181. 110 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
31.154. 25. 122 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
213.57.149.6 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
198. 23. 176. 210 147.237. 76. 147 Lhited Sates chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
85. 65. 170. 120 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
37.26. 146. 232 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘Ste ‘Signature
reamn ine: TCP Invali i i ssi
212.179. 21. 194 |I srael 147. 237, 76. 200 |ei tan. aka. i o | | S NG Engi ne: TP alid invalid segnent retransnission drop 336
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79. 176. 223. 134 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. |y, 87
Ret r ansni ssi on Packet dropped.
213.57.137. 195 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 33
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
176. 12. 150. 217 |l srael 147. 237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 29
213.57. 137. 195 |I srael 147.237.72. 166|akaicf.il  [Bad TCP sequence SINGAGK retransmt with different |oivor |28
w ndow scal e
100. 100. 10. 184 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 27
100. 100. 51. 39 147.237.72. 166 |aka. i df .i drop First packet isnt SN drop 25
176. 12. 150. 217 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber aert 25
100. 100. 59. 253 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 24
85.65.120.49  |Israel 147.237.72.166|aka iof il |Bad TCOP sequence SN retransmt wih different monitor |19
wi ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
185.3.146. 169 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y, 18
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
109. 67. 155. 160 |1 srael 147.237.72. 166 |aka i i1 | €AMNg Engine: TGP Invalid invalid segnent retransmssi on drop 12
Ret ransmi ssi on Packet dropped.
100. 100. 1. 245 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 10
84.108. 56. 248 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
212.179. 21. 194 |1 sr ael 147.237.8.45 |e.eitan.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.54.10. 243 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
5.102. 254. 129 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 8
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
46.19.85.178  |Israel 147.237.72. 156 [anan.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19.85.238 |Israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SINAK retransmt with different oo |7
wi ndow scal e
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
185. 3. 146. 249 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |6
46. 19. 85. 45 I srael 147.237.77. 216 [dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
37.26. 146. 222 |lsrael 147.237. 72. 156 |anan. i df .i | dr op Frst packet isn't SN drop 6
81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
79.183.63.81 |Israel 147.237. 72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 45 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
87.68.145. 193 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65.24.53  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
79. 183. 163. 119 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
46.19.85.189 | srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54. 0. 206 I srael 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. |y ., 6
Ret r ansni ssi on Packet dropped.
79.176.61.134 |lIsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber alert 6
Sreanmng Engine: TCP Invalid i i ssi
2.54.136.119  |israel 147.237.72. 166 |aka i df i 9 =9 Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dropped.
79.176.61. 134 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
77.125.156.38 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
185. 7. 121. 252 g“;’cisgi':éa” Territory. |147. 237. 77. 176 |nat pash. i of .1 |dr op First packet isn't SN drop 5
46.19. 86. 23 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
212.179. 21. 194 |l srael 147.237.77. 121 |e.navy.idf.il |SYN At ack SYN -> SYN- ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i ssi
199.30.24.131 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. | 4
Ret ransni ssi on Packet dropped.
37.26.149.151 |[lIsrael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
5.29.101.229 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
2.54.157.184 |[Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
157.55.12.82 |wited Sates 147. 237. 76. 200 |ei tan. aka. i of . i 9 =9 Invalid segnent retransmssion. g, 4
Ret r ansni ssi on Packet dropped.
37.26.146. 222 |lIsrael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
79.183.201.7 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber monitor |4
167. 114. 156. 16 [Canada 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.208 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
Sreanmng Engine: TCP Invalid i i ssi
157.55.39. 244 |nited Sates 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g ., 4
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 8874
2.54.174. 44 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 48
176. 12. 143. 162 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 31
37.26.146.180 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 29
212.179.21.194 |israel 147.237.72. 166 |aka. i df . i | m“;f: ' idﬁdl /'\’:;ihnc;dgi?zg i\tsh;grl cati onser i ce, as get aut huser Bl ock 4
46.118. 155. 216 |krai ne 147.237.77. 176 [mat pash. i df . i | Mil tiple Unhauthorized URL Access from 46. 118. 155. 216 B ock 4
5.29. 4.204 | srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock 3
85. 64. 134. 53 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.183.213.224 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/8/ B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
46.19. 86. 226 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85.11 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
212.179.21.194 |lIsrael 147.237.76.200(ei tan. aka. i df . i| |Miltiple Wauthorized LR Access from212.179.21. 194 B ock 3
103. 53. 225. 47 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 2
81.218. 140. 238 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
2.52.131. 226 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
68.180.229.173 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 2
197. 119. 207. 241|A geria 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/arr/ B ock 2
24.37.107.158 |Canada 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/ 6/ B ock 2
46.19. 86. 104 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
103. 53. 225. 47 147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock 2
46. 19. 85. 190 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 2
2.54.138. 11 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 2
79.182. 163. 205 |l srael 147.237. 76. 147 |chi nuch. aka. i df . j| 12Ut hori zed Method PCST for None 1

waw chi nuch. aka. i df . i 1 /900- he/ chi nuch. aspx
D stributed Unaut hori zed URL Access on

208.184.112.75 |Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
46.19. 86. 173 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin v i df.il/1399-en/ dover. aspx Bl ock 1
185.32.179.81 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.26.149.172 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
93.173.13.237 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
58.59.236.99  |China 147.237.76.42 |refuah.idf.il  [T2U"r %'fzfﬁﬁcciﬁetnf/ ol ugi s/ 1 ogi vl | -yscow | ogi n_val 1.php | 9K 1
157.55.39.222 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
109. 64. 37. 36 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df . i | |Unaut hori zed Met hod PCST for www eitan. aka. i df.il/1105-en/ eitan. aspx |None 1
46.116. 121. 134 |[Israel 147.237.77.216|dover. i df . il Unhaut hori zed LRL Access to 10. 100. 102. 2/ upnpcp/ not i fy/ event B ock 1
46. 19. 85. 250 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
94.102.49.210 |[Netherlands  |147.237.77.19 |l awforumidf.il iLﬂkLr};"‘” HITP Request Method A"ZRI[#7] ]t RATHOTIASSLI#BIITI#SNT gy oy 1
77.126.212. 165 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
204.13.200. 200 [United Sates |147.237.77.216|dover. i df .i D stri uted lLf;;f;;’g'gg?ﬂe%ﬁ‘ffssp;” Bl ock 1
66. 249. 66. 64 I srael 147.237.77. 170 |maar achot . i df . i | |Uhauthori zed URL Access to 147.237.77.170/ pdf/fil es/ 6/ 107996. pdf |8l ock 1
176.13. 2. 204 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
86. 123. 240. 150 |Romani a 147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
141.212.122. 129|Uhited Sates |147.237.76.200(ei tan. aka. i df.il |Whauthorized LR Access to /x Bl ock 1
79.183.163. 119 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
208.184.112.75 |Uited Sates [147.237.77. 216 |dover. i df .| D stri buted 1?;;};;&;;?&%&??5&” Bl ock 1
107.178.194.79 [Wited Sates |147.237.77.216|dover. i df . il b stri bt oc 1?;;}:;;5?&%&??;&” B ock 1
68.180. 228. 112 |[Wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/anan B ock 1
192. 114.23. 211 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/achar Bl ock 1
94.102.49.210 [Netherlands  |147.237.77.19 |lawforumidf.il [Il1lega Byte Qode Character in Header Nane B ock 1
5.102.203.114 [israel 147.237.0.19 |[madimatal .idf.il|Miltiple Uauthorized URL Access fromb5. 102. 203. 114 B ock 1
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