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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Target Address |[Site

|Attacker Country

Signature Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3358
46.19. 85. 72 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 72
121.224.91. 182 Chi na 147.237.76. 148 gocenter.aka.idf.il |B ock Udp Al Nets drop 4
119.123. 146. 16 Chi na 147.237.76. 148 gocenter.aka.idf.il |B ock Udp All Nets drop 3
39. 115. 45. 16 Korea, Republic of 147.237. 76. 200 eitan aka.idf.il B ock Udp Al _Nets drop 2
124.130. 148. 254 Chi na 147.237. 76. 38 eeneitav.idf.il Invalid TGP H ags drop 2
59.172. 176. 47 Chi na 147.237.76. 148 ggcenter.aka.idf.il |B ock Up Al _Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock_Udp Al _Nets drop 1
113. 64. 53. 224 Chi na 147.237.76. 148 gocenter.aka.idf.il |B ock Udp Al Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 198 e.yohal an.i df.il B ock Np Al Net drop 1
116.21.163. 117 Chi na 147.237.76. 148 gogcenter.aka.idf.il |B ock Udp Al Nets drop 1
84. 23. 52. 242 Russi an Federation 147.237. 76. 86 navy.idf.il B ock UWp Al _Nets drop 1
49.71.192. 155 Chi na 147.237. 76. 148 ggcenter.aka.idf.il |B ock Up Al _Nets drop 1
175. 136. 133. 219 Ml aysi a 147.237. 76. 148 ggcenter.aka.idf.il |B ock Udp Al Nets drop 1
94. 102. 56. 238 Net her | ands 147.237. 76. 31 nakchal .idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

|Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
93.172. 46. 145 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
79.177.118.241  [147.237.77.216 |israel dover. i df.il portscan: TCP D stributed Portscan 1
2.54.138.11 147.237.72.166 |lsrael aka idf.il portscan: TCP Distributed Portscan 1
198. 23. 176. 210 147.237.76.202 |lLhited Sates e.halag.idf.il ET SCAN Potential SSH Scan 1
185. 27. 105. 92 147.237.77.216 |[lIsrael dover. i df.il portscan: TCP D stributed Portscan 1
115. 186. 125. 104 |147.237.0.17 Paki st an mny- kosher -kravi . i df il ET SCAN NVAP -sS w ndow 3072 1
84.94.181. 18 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.13. 27 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
23.254.217.114  [147.237.76.30 |Lnited Sates hi nush. i df .i | ET SCAN Potential SSH Scan 1
209. 126. 116. 147 |147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
128. 199. 41. 249 147.237.77.216 |5 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1




12-03-2015-16:04:04 to 12-03-2015-17:04:04

|Top Attackers In FW |

A tacker

Target Address

dte

Signature

Gountry

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79.176. 223. 134 |I srael 147.237.76. 200 |ei tan. aka.i df .i | . dro| 894
Ret r ansni ssi on Packet dr opped. P
Sreaming Engine: TCP Invalid i i ssi
212.179. 21. 194 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 |Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 24
81.218.241.26 |[lsrael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 21
46.19. 85. 14 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 15
76.102.242. 251 |Wited Sates |147.237.76.42 |refush.icf.il  |Bad TCP sequence SN retransmt with i fferent monitor |14
w ndow scal e
100. 100. 28. 123 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 13
76.102.242. 251 |Wnited Sates |147.237.76.42 |refush.idf.il  |Bad TCP sequence SN retransmt wth i fferent alert 11
W ndow scal e
79.176.29. 100 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
212.179. 21. 194 |l srael 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 86.250 |Israel 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TQP Invalid i i sSi
79.180. 162. 60 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 9
Ret r ansmi ssi on Packet dr opped.
143.112.32. 4 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 86. 96 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19.85.252  [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
84.229.11.88 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber alert 7
5.102. 254. 100 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
84.229.11.88 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
Sreaning Engine: TGP Invalid ' i ssi
93.173.250. 71 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi
79.177.54.62 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid ' i ssi
77.125. 129. 197 |I sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
84.229. 155. 197 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
37.26.146. 147 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.178.60. 164 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 65. 138. 65 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.52.164.113 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TQP Invalid i i SSi
145.108. 40. 164 |Netherlands  |147. 237. 72. 166 |aka. i df .1 g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.178.123.99 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
79.176.29.100 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid ' i ssi
79.181.15.122 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
84.109.3.6 | srael 147.237.77. 170 |n@arachot . i df .il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
100. 100. 95. 92 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
100. 100. 103. 55 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 6
2.54.161.140 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
42.118.11.178 [V etnam 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54,189. 30 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
197.37.49. 160 |Egypt 147.237.77. 170 |nmarachot . i df .il [dr op SAMrul e drop 4
100. 100. 86. 195 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SN drop 4
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
2.54.34.175 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 82 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
89.217.19.193 |Swtzerland 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 4
Sreaning Engine: TGP Invalid i i sSi
157.55.39. 147 |Wited Sates |147.237.72. 166 |aka icf.il 9 =g Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
192. 118. 27. 253 |l srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
109. 186. 42. 158 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
2.54.143. 96 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
84.108. 56. 248 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SW drop 4
89.217.19.193 [Swtzerland  |147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.117.80. 182 |Israel 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
212.179.21.194 |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bl ock 2518
212.179.21.194
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 678
79.176.223.134 |[Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Miny of the Sane Response Code (404) Bl ock 174
46.19. 85. 142 I 'srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 85
5.102.254.141 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 23
e LT e R bl bttt et T
212.179. 49. 226 |lIsrael 147.237.77.234|hal ag. i df . i | Ml tipl e Unauthorized LRL Access from 212.179. 49. 226 B ock
79.183. 62. 10 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 183. 62. 10 Bl ock
5. 29. 145.204 I srael 147.237.72.166 [aka. i df . i | mu;gri Id???l /,\':Te:aihn(;dgi (;Zg g\ﬂsh;rzri cat i onser vi ce. asnx/ get aut huser Bl ock 4
79.183.62.10  |Israel 147.237.72. 166 |aka. i df . i | m;&:‘f def[.jiIL?i;'t :/";;Cf;r /'\”/?Luggygﬂrp_':;‘?(" L on Bl ock 3
2.54.144.10 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
192. 117. 183. 158l sr ael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from192.117.183. 158 Bl ock 3
109. 64. 185. 179 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
192. 117. 183. 158l sr ael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for wan aka. i df.il/ Bl ock 3
192. 117. 183. 158l sr ael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagel/files/6/ Bl ock 3
5.29. 141. 65 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
2.52.163.73 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 131. 200 sr ael 147.237.76.42 |refuah.idf.il VL:]NZ“: ;OJ;;egl %.ﬁ‘;‘zis‘:’)_;f’orag o/ 51| s/ si 2622050 1635, . Bl ock 2
84.94. 25. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
5.29.145.204  |Israel 147.237.72. 166 |aka. i df . i | m ;L;L:t d‘?i ﬁi;t :,0;: ;SSC; g":rfe':‘;?. ;‘S’;XK”O‘““ UL on Bl ock 2
84.108.194. 134 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock
79.183. 146. 159 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock
157.55.39. 147 |lnited Sates|147. 237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
107.178.194.79 |Uhited States[147. 237. 77. 216 [dover . i df . i | Dstri buted ff;é”;;;geﬂe%fe‘icf;p;” Bock |2
79.181.173.164 |Israel 147.237. 72. 166 |aka. i df . i | mu;:z:riidzfe.?|ﬁmﬁlcgfjjs/tgomrd o et o A Bock |2
79.183. 165. 249 |[Israel 147.237.77.233|atal .idf.il Ostributed Whaut hori zed URL Access on www atal .idf.il/xmrpc.php [B ock 1
173.252.90.100 |[Uhited Sates|147.237.72. 166 |aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 85. 178 | sr ael 147.237.76.42 [refuah.idf.il Mal for med URL B ock 1
109. 65. 145. 225 |l srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
23.25.225.221 |Wited Sates|147.237.77.216|dover.idf . il D stributed Suspici ous Response Code Bl ock 1
109. 65. 145. 225 |l srael 147.237.72. 156 |aman. i df . i | Abnormal |y Long Request ret hod Bl ock 1
212.179.49. 226 |Israel 147.237.77. 234 |hal ag. i df . i | ;?rwa{?gie;tz‘;_ea\tﬁ;'_? st g a5 Bock |1
157.55.39.46  |Uited Sates|147. 237.76.30 |hi nush.idf.il Distributed PHP A tenpt B ock 1
2.54.138. 55 I srael 147.237.72. 166 |aka. i df . i | m”:k‘f:i foiﬁfgglgxmlimi;& None 1
87.69.241.218 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
207.46.13. 25 Lhited Sates|147.237. 77. 216 |dover.i df .i | Unaut hori zed URL Access to wwyidf.il/894-he Bl ock
66.249.67. 234 I srael 147. 237. 72. 166 [aka. i df . i | ot od Mot hor ;efuslgexles_sa‘s’gx Bock |1
109. 67. 186. 148 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
65.182.127.13 |lnited Sates|147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 65. 145. 225 |l srael 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
82.81. 45. 133 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
185. 120. 125. 55 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
Unknown Paraneter v in
157.55.39. 247 |Uited Sates|147.237.76.30 |hi nush.idf.il ww chi nush. atal . i df.i|/cdn/ 1515/ appl i cat i ons/ adcnet / mai n-apc- nin. |None 1
css
46. 19. 85. 90 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
109. 65. 145. 225 |l srael 147.237.72. 156 |anan. i df . i | Mal formed HTTP Header Line 1 B ock 1
213.57.91.166 |[Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df . i |/ hi nush/sitel hel hi nush.asp  [B ock 1
76.102.242. 251 |Wited Sates|147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ st yl e/ shar ed/ 960. css B ock 1
157. 55. 39. 28 Lhited Sates|147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy. i df.il/yohal an/ news/ news. asp |Bl ock 1
107.178.194. 87 |Uhited Sates[147. 237. 77. 216 [dover . i df . i | Dstri buted ff;é”;;g;;eﬂe%fe‘icf;p;” Bock |1
84.228.52.140 |lIsrael 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 1
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