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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3516
81.218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 116
190. 113. 90. 36 Quat enal a 147.237.76. 148 gocenter.aka.idf.il |JLM Under Attack Con Tcp drop 2
2.134.43.118 Kazakst an 147. 237. 76. 201 eatal.idf.il Bl ock Udp All Nets drop 1
192. 3. 170. 124 Lhited Sates 147. 237. 76. 201 e atal.idf.il Block Np Al Net drop 1
195. 62. 52. 177 Russi an Federation 147.237. 76. 148 ggcenter.aka.idf.il |B ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnalure Devi ce Action |Oount |

105.105.124.25  |Ageria 147.237.77.216 |dover.idf.il [3807: HITP. SQ Injection Evasion Inline SQ Conment B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
176.13.9. 89 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
91. 218. 246. 103 147.237.77.61 Russi an Federation e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
82. 80. 196. 44 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
218.108. 132. 58 147.237.0. 35 hi na akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
176.12. 139. 35 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 64. 6. 227 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 114 147.237.76. 42 kr ai ne refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.126. 24. 245 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

212.179.21. 194 |israel 147, 237 76. 200 |ei tan aka i of i1 | S NG Engine: TP Invalid  Jinvalid segnent retransnission drop 250
Ret ransm ssi on Packet dropped.

107. 167. 112. 234|tnited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 28

213.57.130. 251 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 25

213.57.130. 251 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence S e Lansm wehdifferent | onitor |24

46.19.85.203  |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dropped.

100. 100. 44. 90 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22

100. 100. 1. 245 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 22

82.166.53.161 |lsrael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d sequence nunber noni t or 22

212.179.21.194 |israel 147.237.8.45 |e.eitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 20

46.19. 85. 14 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid ACK nunber noni t or 16

46.19. 85. 221 I srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Inval i d ACK nunber alert 14

46. 19. 85. 221 I sr ael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 14

66.249.66.39  |United Sates |147.237.77.234|halag.idf. il Streaning Engine: TCP Invalid invalid segnent retransissi on drop 14
Ret ransni ssi on Packet dr opped.

62.219.234.71 |Israel 147. 237. 72. 166 |aka.i of . i | dr op First packet isn't SN drop 12

194.90.167. 11  |Israel 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 11

84.109.3.6 | srael 147.237.77. 170 |naarachot . i df .il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10

2.52.9.96 I sr ael 147. 237. 72. 166 |aka.i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10

2.54.171.162  |israel 147. 237 72. 167 |y shuri maka i o .| €M NG Enginex TP Inval id - finvalid segnent retransnissi on drop 9
Ret ransnm ssi on Packet dropped.

213.57.136.97 |lsrael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 9

2.52.48.94 | srael 147.237. 72. 167 |i shuri maka. i df .i | Stream ng El’.lgl ne: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.

188. 120. 148. 151l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 8

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

100. 100. 62. 61 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 8

46. 19. 86. 108 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

176.13.1.125  [Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdroitvrsacnasl"lt wth dfferent monitor |6

77.127.244. 240 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 6
Ret ransni ssi on Packet dr opped.

100. 100. 10. 184 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6

79.179.36.148 | srael 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.

100. 100. 105. 146 147. 237. 72. 166 |aka. i df .i | drop First packet isn't SN drop

79.183.22.188 |Israel 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

149. 88.190. 192 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

84.110. 110. 212 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.

100. 100. 40. 177 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 6

84.228.208. 113 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.

105. 105. 124.25 |Ageria 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence noni t or 6

194. 90. 233.126 | srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransissi on drop 6
Ret ransni ssi on Packet dr opped.

46. 19. 86. 127 I sr ael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber noni t or

149. 88. 54. 29 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

46. 19. 86. 108 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or

77.125.92.25  |israel 147. 237.72. 166 |aka. i f . Streaning Engine: TCP [nvalid il id segrent retransnission drop 6
Ret ransm ssi on Packet dropped.

46. 19. 86. 127 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop

84.108.90.190 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  invalid segrent retransnission drop 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 88 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 251 I srael 147. 237. 72. 156 [anan. i df . | Bad TCP sequence I'nvali d ACK nunber noni t or 6

100. 100. 105. 146 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 6

2.52.9.96 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5

46. 19. 86. 124 I sr ael 147.237.0.19 |nadimatal.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 32 I srael 147.237. 76. 147 |chinuch. aka. i of . i I[Bad TCP sequence I'nval i d ACK nunber noni t or 5

100. 100. 3. 218 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.179.21.194 |israel 147.237.76. 200 |ei tan. aka. i df .| |1°0 MY of the Sane Response Cbde (404) in Session from B ock 3456
212.179.21.194
176.12. 151. 212 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 13
212.199.75.55 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed UR. Access from 212.199. 75. 55 Bl ock 10
105. 105. 124. 25 |Ageria 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 105. 105. 124. 25 B ock 6
79.181.13.7 I srael 147.237.77. 170 |maarachot . i df . i | |Distributed PHP Attenpt Bl ock 5
197.37.49.160 |Egypt 147.237.77. 170 |maarachot . i df . i | |Distributed PHP Attenpt B ock 4
197.37.49.160 |Egypt 147.237.77. 170 |maarachot . i df . i | |Di stributed Unhaut hori zed UR. Access on naarachot. i df.il/xmrpc. php B ock 4
79.181.13.7 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to maarachot . idf.il/xnirpc. php Bl ock 4
37.142.221.19 [israel 147.237.72. 166 |aka. i df . i | m”;kgorl 'd]feldl /'\fa:j wgaﬁ\; :/\paysl . aspx Bl ock 3
212.150. 161. 210! srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip storage/files/ 9/ Bl ock 3
46.19. 86. 124 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
197.37.49.160 |Egypt 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 2
72.9.148.10 Lited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to ww navy. i df . i|/994-8613- he/ navy. aspx. aspx B ock 2
176. 13. 22. 53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
208.184.112. 75 [United Sates [147. 237.77. 216 |dover . i df . i | D stri utec H;;_t;gg;;?ﬁeﬁvﬁcfsspzn Hock |2
176. 12. 144. 164 |l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
37.26.148.249 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
181. 110. 196. 104 |Argenti na 147.237.77.216|dover.i df . il D stributed Unhaut hori zed LRL Access on waw i df.il/xnrpc. php B ock 2
197.37.49.160 |Egypt 147.237.76.42 |refuah.idf.il D stributed Lhaut hori zed URL Access on waw refua. atal .idf.il/xmrpc.php [B ock 2
107.178.184.79 |United Sates |147.237. 77. 206 |dover i df i1 [ 1S9 TRIRU I TR eeess on Bock |2
207.46.13.103 |Lhited Sates |147.237.77. 216 |dover.idf . il D stributed Lhauthori zed URL Access on wawidf.il/error.htm Bl ock
85. 64. 46. 41 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
80.246. 136. 33 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None
107.178.194. 87 |ited Sates [147. 237.77. 216|dover . idf i1 |0 o1 oS 1?;;}2;;5?&%\/’2‘;‘??;‘);” Bock |2
176. 13. 19. 70 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
177.44.122. 247 |Brazil 147.237.77. 216 |dover. i df . i | bar ameL et Jyl%%:;']/aéci)\?gr F;'Sg?@m ent P acetbl der 19t xt Last Nare i n Bl ock 2
2.54.6.168 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
79.183. 219. 221 |lIsrael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 2
181. 110. 196. 104|Argentina 147.237.77.216|dover . i df . il Ostributed PHP Attenpt Bl ock 2
157. 55. 39. 17 Uited Sates [147.237.77.216|dover.idf . il Ostributed Wnaut horized URL Access on waw i df.il/error.htm Bl ock 2
79.181.19.245 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ gi yus/ gener al . aspx B ock 1
37.142.172.29 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 65. 98. 129  |Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.33. 46 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None 1
89. 138. 245. 130 |l srael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock 1
213.8.247.238 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ Bl ock 1
84.108.220.32 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
66. 249. 66. 5 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in wuw aka.idf.il/main/rabanut/general . aspx None 1
46.19. 85. 123 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
Unknown Par arret er
149. 78.13. 34 I srael 147.237.72. 166 |aka. i df . i | ct100%$ct | 00$cphMai n$TochenP aceHol der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
80. 179. 225. 230 |l srael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Gonnection - Whknown SSL Sessi on None 1
204.13.200. 200 [United Sates [147. 237. 7. 216 |dover . i df . i | Dstri uted 1?;‘;};;;5?&%\/’2‘??25;’3;” Bock |1
105. 105. 124. 25 |Ageria 147.237.77.216|dover. i df.il Unaut hori zed URL Access to waw i df.il/iragi host ages/ B ock 1
79.180. 135. 221 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/consol e/ core/ doc_ngr/ nul | Bl ock 1
176.13.13.183 |Israel 147.237.77.216|dover. i df.il Unt raceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
87.69.252.212 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df . i | [Too Many 404: Response Code per Session Bl ock 1
84.108. 11. 92 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None 1
207.46.13.52  |Uited Sates [147.237.76.30 |hi nush.idf.il mnfmm?f;"girdf\"i'lr/'aplstaticlap/them/di /i s/ opp i s None 1

12-03-2015-15:04:01

to 12-03-2015-16:04:01




