12-03-2015-14:04:07 to 12-03-2015-15:04:07

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

2, 800"

Nunber ]

a 7004
At acks

: § 3 § > . § N
& %1\6 e>6 é.\b S ~<\'\6 % 4:\6 & )
S ’ : < Y O 3 e
o P & & S
N 6\& < O ST o
) & &
Top Tar get

M dover.idf.il

M aka.idf.il

M i shuri maka.idf.i

M nadi matal .idf.il

M anan.idf.il

M refuah.idf.il

[ atal.idf.il

M tikshuv.idf.il
nmaarachot . i df . il

M e dover.idf.il

S N ST
\/r\ . & & S qy’\' N /\/\ .
. . Q- OX . Q- N
> % LA S S Y
,\(;0 cbrl/ > N qu N

Top Attackers

M 167. 114. 156. 16
176. 106. 40. 250
I 41.33.231.90
176.13.17. 193
W 82. 102. 169. 113
W 149. 20. 63. 13
I 46.19.85. 14
W 81.218.241. 26
100. 100. 1. 245
M 89. 138. 177. 220




12-03-2015-14:04:07 to 12-03-2015-15:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3598
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 105
79.183. 145. 154 | srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6

79. 183. 145. 154 I srael 147. 237.76. 42 refuah.idf.il Bl ock Wdp All Nets drop 2

195. 62. 52. 177 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 1
82.221.105.7 | cel and 147.237. 76. 198 e.yohalan.idf.il |Block Udp All Nets drop 1
141.212.121. 210 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Gountry

Target Address

|Site

|SgnaIure

Devi ce Action

‘Count

151. 80. 31. 150 Italy 147.237.77. 233 atal .idf.il 228: HITP.  AnrefBot craw er B ock 1
151. 80. 31. 152 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AnhrefBot craw er B ock 1
193.111. 140. 153 Ger many 147.237.77. 216 dover.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
109. 64. 81. 76 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87. 68. 39. 113 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 217 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
2.54.46. 114 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.116. 164. 7 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 106. 94. 46 147. 237. 76. 148 ggcenter. aka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
151.11. 201. 3 147.237.8. 14 Italy e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
88. 249. 106. 23 147.237.0. 19 Tur key madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 66. 61 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 1
46. 19. 85. 252 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.77. 233 Lhited Sates atal.idf.il ET DRCP Dshiel d B ock Listed Source 1
194. 90. 178. 146 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
185. 106. 94. 46 147.237. 8. 14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf .i | drop SAMrul e drop 34
176. 106. 40. 250 g‘zjcisgi';'ja“ Territory.ly 47, 237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 31
176. 106. 40. 250 | St an Territory,l) 42 537 77, 216 |dover.idh.il  [Bad TOP sequence SINGACK retransm t with monitor |25
Qccupi ed di fferent w ndow scal e
149.20.63.13 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 24
176. 106. 40. 250 2;5;'2;6‘” Territony. 47 237.77. 216 |dover.icf.il  |Bad TCP sequence Invalid ACK nunber monitor |22
46.19.85. 14 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval id ACK nunber noni t or 22
100. 100. 1. 245 147.237.72. 166 |aka. i df . i dr op First packet isn't SYN drop 22
176. 106. 40. 250 2‘5&':{;&” Territory,ly 47, 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 20
46.19.85.180 |[lsrael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence I'nval i d ACK nunber noni t or 17
100. 100. 14. 116 147. 237. 72. 166 |aka.i f . i | drop First packet ismt SN drop 16
Sreamng Engine: TCP Invalid i i SSi
82. 166. 140. 117 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 15
Ret ransnm ssi on Packet dropped.
46. 19. 85. 46 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (14
46. 19. 85. 225 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d AK nunber noni t or 13
40.77.167.47 |uited Sates 147.237.77.212|e.dover.idf.il  |Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 12
enf or cenent
62.219.234.71 |lsrael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 11
81.218.241.26 |lsrael 147. 237. 72. 166 |aka.i df . i | drop First packet isn't SWN drop 11
176. 106. 40. 250 g‘ijcisgi';'ja“ Territoryly 47, 237. 77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber dert 11
84. 109. 202. 149 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 92 I 'srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Invali d ACK nunber noni t or
R SYN+tACXK retransmt wth .
82.102. 169. 113 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence g fferent Wi ndow scal & nonitor |8
176. 106. 40, 250 | " SStiNi an TrTitory.ly 47 537 77. 216 |dover. i df il Bad TCP sequence monitor (8
Cceupi ed
82.102. 169. 113 [l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
reamng Engi ne: TCP Invali i i ssi
82. 166. 145. 181 |l srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id |invalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.
100. 100. 28. 123 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop
31.44.135.78 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop
46.19.85.249 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TP Invalid i i ssi
46.19.85.117 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.210. 187. 138 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
79.183. 118. 147 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
87.69.244.40  |lsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Inval i d ACK nunber noni t or
2.52.128.193 |[Israel 147.237. 72. 166 |aka.i f . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
46.19.86.142 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
82.166. 134. 69 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
212.179. 28. 215 || srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor (6
Sreanming Engine: TCP Invalid i i ssi
185.27.105. 71 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19.85.233 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 45 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
89. 138, 177. 220 |1 srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |6
132.72. 208. 231 |I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence I'nval i d ACK nunber noni t or 6
213.57. 141. 181 | srael 147. 237. 72. 156 [anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout  [reject 6
Sreamng Engine: TCP Invalid i i SSi
46.19.86.68 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
46.19.85.233  [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 45 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
. . SYNtACXK retransmt wth .
213.57.141. 181 |l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent w ndow scal e noni t or 6
Sreamng Engine: TCP Invalid i i ssi
109. 65. 192. 225 |I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
. . SYNtACXK retransmt wth .
62.219. 167. 150 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
94. 230. 86. 226 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (5
197.37.49.160 |Egypt 147.237.77. 170 |marachot .idf .il |dr op SAMrul e drop 5
62.219. 167. 150 [l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
212.179. 21. 194 |l sr ael 147.237.8.45 |eeitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
176.13.17.193 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 27
2.54.54, 211 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 11
46.121.219. 194 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
176.13.3.179 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
85.64.178.245 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for wwy aka. idf.il/ B ock
85.64.10.172  [Israel 147. 237.72. 166 |aka. i df . i | m”;‘;riidﬁe_?lb’:‘mﬁ,cgiejjsltfomrol o at ude A Bl ock 7
157.55. 39. 128 Lhited Sates |147.237.77. 176 |nat paSh idf.il Mil tiple Whaut horized URL Access from 157.55. 39. 128 B ock 4
50.58.175.230 |[United Sates [147.237.77. 216 |dover. i df . i | mult Qfo.ri'fﬁdenﬁﬁﬁfiﬁ;ég/ user cont ol s header Upper Bl ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
176.12.139.49 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
85.64.178.245 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Unaut hori zed URL Access from 85. 64. 178. 245 B ock 3
109. 253. 36. 149 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
85. 64. 46. 41 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in LR B ock 3
208.184.112. 75 |United Sates [147. 237. 7. 216 |dover . i df . i | D stri buted 1T§;t;§gggeﬂe%fe‘jcfsspf” Bock |2
37.142. 64. 49 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock
107.178.194.83 |Uhited States [147. 237. 7. 216 |dover . i df . i | w1 1) 1155, 25461 el dover. aume Bock |2
46.19. 86. 149 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
37.26.146.182 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/ nai n/ gi yus/ gener B ock
109. 66. 125. 161 |l srael 147.237.0.19 |nadi matal .idf.il Easlt;]' :tu;e.? dtfj??ﬁ"/r;fgrz;jajﬁ/ :;g:f:n;kr;t qaunti ty. aspx B ock 2
85. 64.178.245 |lIsrael 147.237.72. 166 |aka. i df . i | VEB-I1S vti_inf access B ock 1
176.13. 1. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
82.166. 182. 175 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46.19. 86. 21 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
149. 88. 29. 69 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
31.168.11.194 I srael 147.237.0.16 n?l|_ Kosher-kravi. Tdf \Auqu;auu:r;-olici)szhee(:-ﬁvﬁcicgs.si It/Ot enpl at es/ | ogi n/ | ogi n. aspx Bt ock 1
109. 64. 157. 106 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.179.152.10 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il /mai n/ sachar/undefi ned Bl ock 1
197. 34.109. 143 |Egypt 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 1
176. 13. 10. 76 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
89. 138. 245. 130 |l srael 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 1
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 1
174.129. 237. 157|Wited Sates [147. 237.76.86 [navy.idf.il mu;:\?;.'izdiéiw{eﬁcplc:fzsltshare W user cont ol header Upper Bl ock 1
85. 64. 99. 17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None
80.246.136.81 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
207.46.13.67  |Lhited Sates |147. 237. 77. 170 [mmar achot . i df . i | %;;:;t?%furf‘;’} Zfigﬁﬁdneﬁiﬁzﬁzz o i B ock 1
132. 65. 120. 187 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.66.67  [Israel 147. 237.77. 170 |n@ar achot . i df . i | e L o achor aspx Bl ock 1
185.32.179.53 |Israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
2.54.143. 42 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
95.35.232.162 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
Unknown Par arret er
87. 68. 50. 225 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$cphSachar $enpl oynent S at us i n None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
84.108.12.50  |Israel 147.237. 72. 166 |aka. i df . i | pultipe Pl Ay P Twdth Uicode Encoding on LRUPraneter() g oo |
46. 19. 86. 99 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
157.55.39.80  |Wnited Sates [147. 237. 77. 176 |nat pash. i df . i | m”é:;;t'_zif;_ m‘ajpacfpiz/s Ctng_ cat ol oguer et eve, cat al yst . veb, on. astoc_|P O 1
37.26.146.131 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1
109. 66. 113. 221 |l srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. i df.il/https:/ww anan.idf.il/ [B ock 1
79.180. 135. 221 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
197. 34.109. 143 |Egypt 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xmrpc. php B ock 1
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