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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3382
91.197. 62. 30 | srael 147.237.76. 42 refuah.idf.il |JLMPurple Gon Limt Htp dr op 32
62.0.34.177 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Site

Signature

213.57.182. 163 |147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
66. 249. 64. 143 [147.237.72. 166 |Lhited Sates |aka.idf.il portscan: TCQP D stributed Portscan 1
185. 32. 179. 130 |147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
59.45.79.117  |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
. L SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 162 |147. 237.76. 31 |Chi na nakchal . i df. il ) . - 1
deni al of service attenpt
37.26.149. 203 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 161 |147. 237. 77. 234 |Chi na hal ag.idf.il ) . - 1
deni al of service attenpt
31.210. 187. 173 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
: - SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 161 |147. 237. 76. 86 |Chi na navy. i df .il ) . - 1
deni al of service attenpt
_ L SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97. 106. 161 |147.237.0.16 |Chi na ny-kosher -kravi .idf.il . . - 1
deni al of service attenpt
84.111.30.126 |147.237.77.216|lsrael dover.idf.il portscan: TP D stributed Portscan 1
82.166. 144. 24 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.182. 215. 34 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
59.45.79.117  |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
_ o SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
180. 97. 106. 162 [147. 237. 77. 179 |Chi na e.nazi.idf.il ) . - 1
deni al of service attenpt
59.45.79.117 |147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
_ , L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 162 [147.237.0.19 |Chi na nadi matal .idf.il ) _ - 1
deni al of service attenpt
37.26.146.211 |147.237.72.166|Israel aka.idf.il portscan: TQP D stributed Portscan 1
. L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 161 |147. 237. 76. 177 |Chi na ncore.idf.il . . - 1
deni al of service attenpt
31.154.4.36 147.237.77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
. . |SERVER APAGHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 161 |147.237.0.17 |Chi na mny- kosher-kravi .idf.il . . - 1
deni al of service attenpt
95.9.199 254|147 237 77. 74 |Turk Lanidh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
. 9. . . . . ur Ke' awiar.t .
Y Potential Scan or Brute Force
84.108.214. 39 |147.237.72. 166l srael akaidf.il portscan: TGP D stributed Portscan 1
79.183.226. 72 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

109. 201. 154. 162|Netherl ands ~ |147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 86

37.26.148.178 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 44
Sreanming Engine: TGP Invalid i i ssi

66.249.66.39  |lited Sates [147.237.77.234|halag.idf il 9 =g Invalid segnent retransmssion. drop 40
Ret ransm ssi on Packet dropped.

100. 100. 10. 184 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 30

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

79.176.19. 147 [israel 147.237.72. 156 |anan. i f .| Bad TCP sequence SN retransmt wih different monitor |26

w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

2.54.61. 244 I srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.

194.90.25.122 |Israel 147.237.77. 212 |e.dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 20

185. 120. 126. 74 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 18

100. 100. 116. 203 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 16

2.54.165. 37 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreanming Engine: TCP Invalid i i ssi

46.19. 85. 22 I srael 147. 237.72. 166 |aka. i of . i1 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.

37.26.148.154 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

100. 100. 84. 135 147.237.72. 166 |aka. i of .i | drop First packet isn't SN drop 12

40.77.167. 47 Lhited Sates |147.237.77.212]e.dover.idf.il |Geo-1ocation enforcenent Geo-l ocati on i nbound enf or cenent |drop 11

46. 19. 85. 41 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 9
Sreaning Engine: TGP Invalid i i ssi

66.249.75.94  |Wited Sates |147.237.76.86 |navy.idf.il 9 g Invalid segnent retransmssion. drop 8
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi

37.142.68.87  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dropped.

46.19. 86. 79 I srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 8

31.210. 186. 149 |lIsrael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
Sreanming Engine: TGP Invalid i i ssi

46.19.85.212  |israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.177.102.23  |israel 147. 237.72. 166 |aka. i of . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

213.57.182. 163 |[lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence I nval i d ACK nunber noni t or 6

100. 100. 107. 208 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

46.19.85.123  |israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

46.19. 85. 41 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert

37.26.149.220 |Israel 147.237.77. 176 |matpash.iof .il  [SYN Att ack SYN -> SYN-ACK -> Ti neout aert

62.0.207.1 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi

109. 64. 220. 133 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.

37.26.149.220 |Israel 147.237.77. 176 [matpash.idf .il  |SYN Att ack SYN -> SYN ACK -> Ti meout rej ect 6
Sreanming Engine: TGP Invalid i i ssi

87.68.71. 76 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

213.57.182.163 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACGK nunber aert 6
Sreanming Engine: TGP Invalid i i sSi

82.166.91.195 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.

37.26.147.143 |Israel 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

188. 120. 148. 153l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5

109. 64. 32. 30 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 5

46. 19. 85. 46 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 86. 79 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 4

37.26.148.183 |[Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

212.143.142.56 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 4

e SYNVACK retransmt wth different .
84.108.123.92 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal & noni t or 4
2.52.0.181 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
. . SYNretransmt wth different .
5. 28.150. 222 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 4
77.125.150.70 [ srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |4
w ndow scal e

62.0.34.177 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreanming Engine: TGP Invalid i i sSi

2.52.0.123 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

37.26.149.220 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

37.142.64.31 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreanming Engine: TGP Invalid i i ssi

79.183.207.62 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

77.125.158.3  |israel 147.237.72. 166 |aka i df .1 9 g Invalid segent retransmssion. dr op 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Attacker Target Address |Site Sgnature Devi ce

‘Count

Country Action
37.142.68.87 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;(7)(.)1'\4?3'6;;;% Sane Response (pde (404) in Session from B ock 190
176.13.5.113 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 77
2.54.171.171  [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 45
46.19.86.127 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 21
176. 13. 20. 227 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 13
176.13.21.40 |Israel 147.237.77.243|nobi l e.idf .i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 7
109. 65. 48. 134 |Israel 147.237.72. 166 [aka. i df . i | D stributed Lhauthorized URL Access on waw aka. i df.il/ufi/reaction/ |B ock 6
185. 32.179. 62 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
82.166.91.195 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 5
84.108.17.250 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 5
5.29. 46. 33 I srael 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 4
176.12. 146. 63 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.183.219. 181 |I srael 147.237.72. 166 [aka. i df . i | D stributed Lhauthorized URL Access on waw aka. i df.il/ufi/reaction/ |B ock 3
176. 12. 144. 96 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.24.175 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
212.150. 214. 90 |I srael 147.237.72. 166 |aka. i df . i | D stributed Unhaut hori zed UR. Access on waw aka. i df.il/ufi/reaction/ B ock 2
109. 186. 16. 246 | srael 147.237.0.19 |[nadimatal .idf.il Lhaut hori zed URL Access to madi matal .idf.il/ufi/reaction/ B ock 2
212.179. 21. 194 I srael 147.237.0.19 |nadimatal .idf.il umﬁ“:nh;r;%?‘éfltﬁ‘/gﬁ;e:dsl;j‘;xlupdatemkatqaumty' asix B ock 2
176.13.5.113 |Israel 147.237.0.19 |nadimatal .idf.il B?s. '\g.'ys.oiléhe Sane Response (bde (404) in Session from B ock 2
208.184. 112. 75 |Wnited Sates [147. 237. 77. 216 |dover . i df . | e 1) 1155, 2461 el dover. aue Bock |2
109. 66. 177. 23 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
176.13.9.187 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
46.19.85.134  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
107.178. 194. 87 |Wited Sates [147. 237. 77. 216 [dover . i df . | D stri butec lT:;fgggéi?ﬁeﬁv:?Zsp;n Bl ock 2
46.19.86.149 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109.67.13.82 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.183. 14. 145 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
185. 32. 179. 148 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Par anet er Type Mol ati on PageNumin waw i df . i|/1393-en/ dover . aspx [B ock 1
180. 97. 106. 161 |hi na 147.237.77. 234 |hal ag. i df . i | \'\/’Il"otl i;t"i inﬁtgf&b;ﬁ_i_aﬁii&g;om 180. 97. 106. 161 (Pr ot ocol None 1
41.131. 100. 197 |Egypt 147.237.77.216|dover. i df . il D stributed Unauthorized UR. Access on waw i df.il/xnirpc. php B ock
93.173.144.10 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 64. 190 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None 1
176.13.11.232 |israel 147.237.76.42 |refuah.idf.il e et rorized ?Jaﬁczzzi on Bl ock 1
37.26.146. 141 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.228.148.15 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
216. 218. 206. 66 |Lhited Sates |147.237.0.17 ;nlnly kosher-kravi - 1d}, . hori zed LR Access to 147.237.0. 17/ B ock 1
80. 246. 136. 172 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
204. 13. 200. 200 [United Sates [147. 237.77. 216 |dover . i df . i | D stri butec 1?;;}2;&;;?%%&??;&” Bl ock 1
46.163.68. 109 |Ger many 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/qiyus/general /default.a [B ock 1
162.255.86. 11 |[lnited Sates |147.237.77.74 [lawidf.il Enail collector robots 14 B ock 1
109.64.32.30 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.176.19. 147 |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
180. 97. 106. 162 |Chi na 147.237.77. 216 |dover . i df . i | thstsrffg%b\'ﬁ_g’i‘xfgiqﬁomd violation None 1
46.19.85.245 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
86.125. 140. 98 |Rormani a 147.237.77.216|dover.idf . il Distributed Waut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
66.249.66.75 |Israel 147.237.72. 166 |aka. i df . i | mngkm; iﬁr.ﬁ!ﬁt; n?;;'y?fsj";gzr ialn' aspx None 1
180. 97. 106.36 |Chi na 147.237.77.235|sviva. i df .i | tgffg?\'ﬁ_gﬁigiqﬁmmd violation None 1
Unaut hori zed URL Access to
66.249.64.17 [Israel 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ usef ul i nformation/i dkoni ni pages/ 15022011nasaiy |B ock 1
ot . aspx
5.28.150.222 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/styl e/ shared/text.css  |B ock 1
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