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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3340
81.218. 241. 26 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 87
147. 236. 238. 250 | srael 147.237.0. 15 kosher-kravi .idf.il B ock Wp Al Nets drop 3
147. 236. 238. 250 | srael 147.237.77.216 dover.idf.il Bl ock_Udp Al Nets drop 3
180. 97. 106. 162 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
115. 239. 228. 8 Chi na 147.237.76. 177 ncore.idf.il JLM Under _Attack Con_Htp drop 1
180. 97. 106. 161 Chi na 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 dr op 1
180. 97. 106. 162 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 161 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.0. 17 m ny- kosher -kravi .i df . il bl ock-sp-traf1 drop 1
180. 97. 106. 162 Chi na 147.237.77.235 sviva.idf.il bl ock-sp-traf 1 dr op 1
180. 97. 106. 37 Chi na 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 161 Chi na 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-trafl drop 1
180. 97. 106. 36 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
110. 143. 66. 246 Australia 147.237.76. 39 nobi | e.nei tav.idf.il ock Wdp Al _Nets drop 1
192. 3.170. 124 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Np Al_Net drop 1
180. 97. 106. 37 Chi na 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address ‘Site |Sgnature Devi ce Action |Oount |
106. 38. 241. 106 Chi na 147.237.77.170 |mmarachot.idf.il |CL03: HTTP. User Agent Sogou+web+spi der Bl ock 1
69. 30. 215. 142 Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP:. naj estic bot Bl ock 1
105. 103. 248. 100 |Ageria 147.237.77.216 |dover.idf.il 3886: HITP. Qoss Ste Scripting in POST Request Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

105. 103. 248. 100 147.237.77. 216 Ageria dover.idf.il SQ Injection - Select From 2
176. 12. 140. 83 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
105. 156. 32. 56 147.237.77. 216 Mor occo dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 86. 203 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.228. 29. 44 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
192. 0. 99. 250 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
84.94.38.9 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
177.124. 125. 217 147. 237. 76. 201 Brazil e.atal.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 255 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
177.124. 125. 217 147. 237. 72. 167 Brazil i shurimaka.idf.il ET SCAN Potential SSH Scan 1
37.26.147. 219 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
177.124. 125. 217 147. 237. 72. 156 Brazil aman.idf.il ET SCAN Potential SSH Scan 1
177.124. 125. 217 147.237.0. 35 Brazil akaws. i df il ET SCAN Potential SSH Scan 1
177.124. 125. 217 147.237.0. 15 Brazil kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
146. 185. 56. 190 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
220.231. 195. 122 147.237.76. 31 Chi na nakchal .i df.il ET SCAN NVAP -sS wi ndow 4096 1
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
84.108. 24. 107 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 112. 102. 211 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147. 237.77. 176 Chi na nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
177.124. 125. 217 147.237.76. 39 Brazil nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
37.26.148. 162 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
177.124. 125. 217 147. 237.72. 166 Brazil aka.idf.il ET SCAN Potential SSH Scan 1
177.124. 125. 217 147.237.72. 14 Brazil dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
177.124. 125. 217 147.237.0. 33 Brazil idf.il ET SCAN Potential SSH Scan 1




12-03-2015-12:04:03 to 12-03-2015-13:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
212.199. 34. 114 |Israel 147.237.77. 233 |ata .idf.il dr op Frst packet isn't SN drop 78
193.17.232.2 Ger many 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SN drop 70
37.19.120.184 [ srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |55
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
213.57.61.61  |Israel 147.237.0.19 |nadimatal .idf.il 9 =g nval i d segnent retransmssi on. drop 28
Ret r ansmi ssi on Packet dr opped.
100. 100. 95. 167 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 24
100. 100. 32. 98 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
80.179.114.3 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 14
80.179.114. 3 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
188. 120. 148. 174/l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 12
Sreaning Engine: TQP Invalid i i sSi
46.19.86.130  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
46.19. 86. 171 | srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Inval id ACK nunber noni t or 11
100. 100. 94. 78 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 10
46.19. 86. 21 I srael 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreanming Engine: TCP Invalid i i ssi
66.249.93.228 |Uited Sates |147. 237, 77. 243 |mobi l e i df i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
147.236.238.75 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
81.218. 241. 26 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SWN drop 8
46. 19. 85. 251 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7
62. 128. 48. 166 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 7
80. 179. 206. 93 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 7
Sreaning Engine: TCP Invalid i i ssi
79.181.53.86  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
213.57.128.187 |Israel 147.237.72. 166 |aka. i df i SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i ssi
79.176.154.34  |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
213.57.128.187 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo |6
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.54.28.29 | srael 147.237.72. 167 |i shuri maka. i df . i g _g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
31.168.25.167 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 87 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
5.102.254.119 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 6
46.19. 85. 6 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 87 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i SSi
109. 66. 154. 212 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 213. 249 i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19.85.6 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 21 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 5
46.120. 136. 211 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
62.128.48.166 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 5
141.0.13. 117 Nor way 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
183.13.127.224 |china 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence S retransmt wth different monitor |5
W ndow scal e
80. 246. 137. 147 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 130|l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 5
188. 120. 148. 153|l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 179. 206. 93 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
157.55.12.71  |wited Sates |147.237.72. 166 |aka idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
62.128.48.166 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence noni t or
2.52.162.9 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
46.19. 86. 193 | srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TQP Invalid i i SSi
79.177. 164. 218 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.67.53.114 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.128. 90 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
213.57.61. 61 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 127
213.57.61.61  |Israel 147.237.0.19 |madimatal .idf.il  [100 My of the Sane Response Code (404) in Session from Bock  [09
213.57.61. 61
46. 19. 86. 124 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 57
176.13.15. 26 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 36
109. 186. 16. 246 |l srael 147.237.0.19 |[madimatal .idf.il Uhaut hori zed URL Access to nadimatal .idf.il/ufi/reaction/ B ock 7
79.183.219. 181 |Israel 147.237. 72. 166 |aka. i df . i | Dy sti1but ed Unaut hor| zed WL Access on Bock |7
79.176.122. 228 | srael 147.237.72. 166 |aka. i df . i | \E:A;\lt ;;;Ttdféi wg“;f;r;rzzg:ﬁegc;ess on Bock |6
212.143. 3. 44 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
105. 103. 248. 100|A geria 147.237.77.216|dover. i df .i | Ml ti pl e Uhaut hori zed URL Access from 105. 103. 248. 100 B ock
Pal esti ni an
83.244.36.154 |Territory, 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to v cogat . i df .il/894-ar B ock 3
Qccupi ed
192. 116. 55. 253 I srael 147.237.77. 226 mlchamt 2. aka. i m“é:;’r;tzfikﬁdffﬁ; ;_Ost or agel i | es/ & 2479, pg Bock |3
79.176.122. 228 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df .il/sip_storage/files/9/ B ock
2.54.171. 171 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock
46.19. 86. 6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock
Pal esti ni an
188. 161. 106. 204 |Territory, 147.237.77. 176 |mat pash. i df . i | O stributed Lhaut hori zed URL Access on wwu cogat . i df.il/894-ar |B ock 2
Qcecupi ed
66.249. 64. 177 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i| |Unhauthorized UR. Access to waw chi nuch. aka.idf.il/404. htm B ock 2
176.12.140.29 |israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
212.179. 132. 201l srael 147.237.77. 216 |dover.i df . i | Distributed Whaut horized URL Access on waw i df . il/894- he B ock 2
176.13.12.159 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 2
46.19. 85. 144 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
85. 250. 195. 148 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . il /main/ gi yus/ B ock 2
80.246.136.33 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
128. 74. 205. 171 |Russi an Federation |147.237.0.19 |madimatal .idf.il Paraneter Type Mol ation returnurl in nadi matal .idf.il/login aspx |B ock 1
77.125.141. 190 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
46.19. 85. 119 I srael 147.237.77.74 |lawidf.il O stributed Aonormal |y Long Request B ock 1
105. 103. 248. 100|A geria 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to vww i df.il/abc123/ B ock 1
37.26.146.175 |israel 147.237.76.42 |refuah.idf.il iét ;;?9;2942'7hstu;lh;rsiﬁaerdeﬁe :ectcis‘sss on Bock |1
87.69. 190. 81 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.13.13. 183 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
149. 88. 153. 165 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
2. 54. 60. 105 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to
213.151.43.108 |[lIsrael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0ahukewj j xasgvl _j ahuker gk |Bl ock 1
huaobOngf ggi maa&usg=af gj cnhcvyyg7wlcqg- yhd5 amroyodt wa
46.116.219.69 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46. 19. 85. 164 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
79.183.186.96 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
208.184.112.74 [United Sates  [147.237.77. 216 |dover. i df .i | D stri utec 1?;;};;&;;?&%&??:&” Hock |1
66.249.66.64  Israel 147.237. 77. 170 |nar achot . i df .1 [shathorized SR fecess to aspx HBock |1
183.13.127. 224 |china 147.237.77. 216 |dover. i df . i | \AL:?‘W : prlbloye :ﬁ;?Jﬁg;fégntrol of header Upper Bock |1
41.131.100. 197 |Egypt 147.237.76.42 |refuah.idf.il \?letrr ;fbuiz‘: d@?g;ﬂ?};ﬁi‘:pﬁhsmess on B ock 1
Unaut hori zed URL Access to
95.86.123.214 |Israel 147.237.72. 166 |aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ &sa=udved=0ahukew | j vc_ur_j ahxj w gk |B ock 1
hcunc4kqgf ggumae&usg=af gj cnhcvyyg7wlcqg- yhd5 amezoyodt wa
46.121.78.64  |israel 147. 237.72. 166 |aka. i df . i | \?m;\; ;&;Li’td?ﬁji IL?;U; /hroéa'é?i n/LRL Access on Bock |1
176.13. 2. 154 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.190. 249 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
85. 250. 195. 148 I srael 147.237.72.166 |aka. i df . i | ﬁ”ﬂi (F;f‘.rﬁ”;er:m‘?;/ gi—y\ﬂsﬂl\f;/': 'Z';’BSWPTED in None |1
80. 246. 137. 222 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
46. 19. 86. 34 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
128.232.110.29 |United Kingdom |147.237.76.147|chi nuch. aka.i df.i|l |Wauthorized URL Access to 147.237.76. 147/ B ock 1
107.178.194.79 |lhited Sates  [147.237.77. 216 |dover. i df . | w11 1155, 25461 nel dover. s Bock |1
78.128.92.193 |Rulgaria 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
46.19. 85. 119 I srael 147.237.77.74 [lawidf.il I11egal HITP \ersion _pk_ses. 115. 5e0a=* B ock 1
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