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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3534
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 104
180. 97. 106. 162 Chi na 147.237.0. 15 kosher-kravi.idf.il |block-sp-trafl drop 1

94. 158. 39. 128 Lkr ai ne 147.237. 76. 86 navy.idf.il B ock_Udp Al Nets drop 1
180. 97. 106. 36 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 drop 1
37.26. 148. 170 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
180. 97. 106. 36 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237.77. 74 lawidf.il bl ock-sp-trafl drop 1
180. 97. 106. 36 Chi na 147.237.76. 31 nakchal .i df.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Oountry|Target Address |Site |Sgnature

37.247.122.28 |Spain 147.237. 77. 176 |nat pash. i df . i 1{13248: HITP. Joomia JCE File Wl oad Renote Qode Bxecution Mul nerability |Bl ock
162. 210. 196. 97 |Lhited Sates 147.237.77.216|dover.i df.i| |Cl000106: HITP. najestic bot Bl ock
195. 154. 211. 20 |France 147.237.77.216|dover. i df.i| |9221: HTTP: PUT Method Execution over HTTP/ \bDAV B ock
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

77.127.25. 97 147.237.77. 216 (I srael dover.idf.il portscan: TQP D stributed Portscan 1
218.108. 132. 58 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.19. 85. 71 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
195. 62. 18. 235  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148.226 [147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
185. 112. 102. 211|147. 237. 8. 50 etikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
5.102.228. 18 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
173. 160. 184. 241|147. 237. 76. 148 |Lhited Sates |gocenter.aka.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
2.54.132. 67 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
132.70.66.9 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |[147.237.8.28 |Netherlands |e.nobile-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
82.117.208. 243 |147.237. 8. 46 e.cchinuch.idf.il [ET SCAN NVAP -sS w ndow 1024 1
80.178.148.49 |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
218.108. 132. 58 |147.237.8.50 |China etikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66.249.79. 133  |147.237.76.200 |Wited Sates |eitan.aka.idf.il |ET SCAN NVAP -sA (2) 1
195. 154. 194. 59 [147.237.77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 1
37.247.122.28 |147.237.77.176|Sain nat pash. i df . i | Tehila - Perl LWP with fake user agent 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
37.26.148.170 |147.237.72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
185. 110, 157 13 |147 237 0.35 akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.54.190. 35 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
173. 160. 184. 241(147. 237. 76. 148 |Lhited Sates |gocenter.aka. idf.i|ET SCAN NVAP -f -sS 1
128.139.19. 191 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 130. 248. 8 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address
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SWNretransmt wth different

Ret r ansm ssi on

Packet dropped.

80.246.130.52 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |73
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
145. 225.60. 5 Ger many 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 30
46. 19. 85. 101 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |27
100. 100. 93. 225 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
193.17.232.2 Ger many 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 20
80. 246. 138. 208 I srael 147 237, 72. 167 i shurimaka i i [ €2 NG Bngine: TCP Invalid invalid segnent retransmission. |, 18
Ret r ansni ssi on Packet dr opped.
37.26.148.227 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 18
Ret ransni ssi on Packet dropped.
87. 69. 80. 137 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 14
46.19.86.154  |Israel 147.237.0.19 |radimatal o i[> @M NG Engine: TCP Invalid Jinvalid segnent retransmssion drop 12
Ret r ansmi ssi on Packet dr opped.
82. 80. 52. 65 I sr ael 147.237.77. 234 |nal ag.i of .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
36. 48. 69. 131 Chi na 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
37.26.146.139 |Israel 147. 237, 72. 167 | shurimaka i of . [ €M NG Engine: TCP | nval id |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
79.180.51.211 | srael 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 9
Ret r ansni ssi on Packet dr opped.
37.26.148.175 |israel 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
81.218. 241. 26 | srael 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop
46. 19. 86. 49 I srael 147.237.77. 170 |naarachot.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or
36.48.69.131  [China 147. 237.77. 216 |dover. i df .1 Bad TCP sequence ﬂ;‘gﬁtﬁ;g‘gzl;‘é“h monitor |7
173.252.75. 115 |Uhited Sates 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 7
87. 69. 80. 137 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
188. 120. 148. 174]l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 6
2.54.58.75 I sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
147.236. 238.75 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segrent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
2.52.53.147  |Israel 147.237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission | 6
Ret r ansmi ssi on Packet dr opped.
37.26.149.201 |israel 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 152 I sr ael 147.237.72. 167 |ishurimaka.i df .i [Bad TCP sequence I'nval i d ACK nunber noni t or
79.183.52.53  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
100. 100. 93. 225 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop 6
104.90.66.9  |Israel 147.237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission | 6
Ret r ansmi ssi on Packet dr opped.
37.34. 81. 220 g";'cisgiig;a” Territoryl147. 237. 77. 176 [natpash.icf.il  |Bad TOP sequence S oranemt wih dfferen  loonitor 6
36. 48. 69. 131 Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
79.181.214.21 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
213.57.132. 7 I sr ael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 5
85.130.177.9 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Invalid ACK nunber mnitor |5
46.19.85. 31 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
62.0.34.177 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 5
212.179.21.194 |lsrael 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
46. 19. 85. 73 I sr ael 147.237.77. 170 |nsarachot .idf .il |[Bad TCP sequence I'nval i d ACK nunber nonitor 5
46. 19. 86. 154 I sr ael 147.237.0.19 |[nadimatal.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
109. 67. 125. 144 [l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 154 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 31 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
213.57.143.74 | srael 147.237.0. 34 tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
46.19. 85. 154 I sr ael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213.57.132.7  |israel 147.237.72. 166 |aka.i df . Bad TCP sequence wﬁﬁ;gxg;gth nonitor |4
207.46.13.176 |uwiited Sates 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid invalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dr opped.
85.130. 223. 241 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber mnitor |4
79.178.113.38 |Israel 147. 237 72. 167 |i shuri maka i of . || €M NG Engine: TCP Inval id finvalid segnent retransnission drop 3
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A tacker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
46.19. 86. 154 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 130
2.52.6.60 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 122
46.19.86.154 |Israel 147.237.0.19 |nadi matal .idf.il 12?1'\:%0{5;“ Sane Response Code (404) Tn Session from Bl ock 110
2.52.6.60 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
2.54.10. 182 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 67
2.52.6.60 I'srael 147.237.0.19 |nadi matal .idf.il ?ng\’g%OOf the Sane Response Code (403) in Session from Bock |66
176. 12. 149. 134 |I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 35
46.19.86.154 |Israel 147.237.0.19 [madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 29
194. 90. 134. 226 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTICNS for waw aka.idf.il/ B ock 9
31.154.166.57 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Whauthorized Method for Known URL on waw aka.idf.il/  |B ock 6
2. 86. 60. 213 G eece 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xmrpc. php B ock 4
2. 86. 60. 213 G eece 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 4
212. 143. 186. 38 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 212. 143. 186. 38 B ock 3
176. 12. 139. 108 [l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.52.130. 96 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
194. 90. 134. 226 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/ 4/ B ock 3
80.179.223. 31 |Israel 147.237.77. 176 |nat pash. i df . i | m ;;;;t_?%wffg?gigfsfagﬁifce‘;'ﬁ; 4229_1. o Bock |3
31.154.166.57 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed UR. Access to v aka.idf.il/sip_storage/files/8/ B ock 3
185. 32. 179. 199 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
2.54. 20. 106 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
2.54.56.192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
91.200. 12. 139 |krai ne 147.237.77. 216 |dover.idf .i | Distributed PHP Attenpt B ock 2
Dstributed Paraneter Type Mol ati on on
66.249. 93. 254 |l srael 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 2
ct | 00$Cont ent Pl aceHbl der 1$t xt Cont ent
212.143.3.44 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in WRL Bl ock 2
66. 249. 64. 243 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ ai n. asp B ock
208.184. 112. 75 |Uni ted Sates |147. 237. 77. 216 |dover . i df . i | D stri buted 1?;;?;;593(3%\/?22;” Bock |1
2.54.31.190 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
107.178. 194. 83 |Uited Qates [147. 237. 77. 216 |dover . i df .i | m:idkf"ftﬁc; g;;_t;gggg?ﬂeﬁvﬁ‘fjpz” Bock |1
82.166. 159. 63 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19.86.228 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LR from46. 19. 86. 228 B ock 1
79.183.144.86 |Israel 147.237.72.166 |aka. i df . i | mnsk"‘:i E?Tﬂﬁﬁ@ﬁ%ﬁfmm in None 1
46. 19. 85. 34 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SIS Sessi ons: sigal gs oS Atack None 1
176.13.9.162 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
128. 232. 110. 29 E:intgegom 147.237.0. 17 g; nlyl- kosher - kravi . | Unhaut hori zed URL Access to 147.237.0. 17/ B ock 1
68.180. 228. 109 | ted Sates [147.237.0.34  [ti kshuv.idf.il Parame or pe M ?ngl?zeﬁ?iﬁr:vi.gspx Bock |1
93.172. 147. 233 [I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
65.78.117.21 |lhited Sates [147.237.72.166 |aka. i df . il Uhaut hori zed Met hod HEAD for ww aka.idf.il/rights/asp/info.asp B ock
204. 13. 200. 200 |Wited Sates [147. 237. 7. 216 [dover . i df . i | m:idkf"ftﬁc; g;;_t;g;gfﬂeﬁvﬁ‘fjpz” Bock |1
176.13.17.229 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 246. 130. 52 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
79.177.24.70 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
217.194. 203. 76 [l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
37.26.149. 243 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
157.55.39. 247 |lhited Sates |147.237.77.233|atal .idf.il Abnor mal |y Long Request URL B ock 1
66.249.66. 64  |lIsrael 147.237.77. 170 [m@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
208. 184. 112. 75 |Wited Sates [147. 237. 77. 216 |dover. i df .i | D stri but ec 1?5522?3?&%&?2223 Bock |1
107.178.194. 83 |Lhited Sates |147. 237. 77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df .il/1133-22461-he/ dover. aspx. |B ock 1
2.52.31. 60 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
84.94.41.76 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
46.120.18.61 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
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