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12-03-2015-10:04:06 to 12-03-2015-11:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3607

66. 249. 66. 12 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 97
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 80
37.26. 147. 190 | srael 147.237.76. 30 hi nush. i df .i | Invalid L4 Header Length drop 1

180. 245. 178. 96 | ndonesi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




12-03-2015-10:04:06 to 12-03-2015-11:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
180. 245.178.96 |l ndonesi a 147.237.77.216 |dover.idf.il [9221: HTTP: PUT Method Execution over HTTP/ \bDAV Bl ock 1
195. 154. 194. 59 France 147.237.77.216 |dover.idf.il|9221: HITP. PUT Method Execution over HTITP/ WbDAV B ock 1




12-03-2015-10:04:06 to 12-03-2015-11:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

|Signature

180. 245. 178. 96 [147.237. 77. 216 [l ndonesi a dover . idf.il Tehi | a def acenent attenpt (-Hacked By- sent to V&b Server) |8
195. 34.150. 18  |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
82.234.56.185 |147.237.8.28 |France e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 2
52. 26. 206. 60 147.237.72. 217 |Wited Sates eidf.il ET SCAN Potential SSH Scan 1
208.115.111. 73 [147.237.77.216 |Lnited Sates dover.idf.il portscan: TCQP D stributed Portscan 1
37.26.147.190  [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
204.151.10. 118 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -f -sS 1
87. 68. 70. 243 147.237. 72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
82.234.56.185 |147.237.76. 199 |France e. nakchal .idf.il ET SCAN Potential SSH Scan 1
82.234.56.185 |147.237.76.44 |France e.refuah.idf.il ET SCAN Potential SSH Scan 1
62.0.34. 177 147.237. 72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
209. 126. 116. 147 |147. 237. 77. 235 |Wited Sates svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
52. 26. 206. 60 147.237.72. 166 |Lited Sates aka.idf.il ET SCAN Potential SSH Scan 1
204.151.10. 118 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
196.47.173.21  |147.237.77.226 [@te Dlvaire ww chanat z. aka. i df . il |[ET SCAN NVAP -sS wi ndow 3072 1
192.198. 151. 44 |147.237.72. 167 |Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 1
167.114.156. 16 [147.237. 77. 216 [Canada dover.idf.il portscan: TCP D stributed Portscan 1
82.234.56.185 |147.237.77. 243 |France nobi | e. i df.il ET SCAN Potential SSH Scan 1
82.234.56.185 |147.237. 76. 196 |France e.svivaidf.il ET SCAN Potential SSH Scan 1
212.179.28.215 |[147.237.72. 166 |Israel aka idf.il portscan: TCP D stributed Portscan 1




12-03-2015-10:04:06 to 12-03-2015-11:04:06

|Top Attackers In FW |

Attacker Address |Attacker Country‘Target Address |Ste Signature z\tl:(;i
46. 19. 86. 82 | srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 43
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 85. 61 I 'srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 35
100. 100. 66. 161 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 28
212.179.21. 194 |israel 147. 237, 76. 200 [ei tan aka i o i1 | €AM NG Engine: TP Invalid - invalid segnent retransmssion. |, o 26
Ret r ansni ssi on Packet dr opped.
100. 100. 58. 155 147.237.72. 166 |aka. i df i drop First packet isn't SN drop 24
46.19. 85. 113 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid AGK nunber noni t or 14
46. 19. 86. 57 I srael 147. 237. 72. 156 [anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 86. 16 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 12
95. 86. 99. 20 I srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 85. 152 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 86. 16 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
212.179.21.194 |[Israel 147.237.8.45 |e.eitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 113 | srael 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 114. 105. 254 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 7
217.194. 206. 108/l srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
62. 0. 225. 254 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 6
2.54.51. 4 I'srael 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid  |invalid segnent retransmission. |, ) 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 70 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
62.90.35.105 |l srael 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 70 I srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176.177.75 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
82.81.2.52 | srael 147.237.72. 167 |i shuri maka. i df . i Stream ng_ Er_]gl ne: TP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 113 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
46.19. 85. 113 | srael 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SWN drop 5
62. 0. 34. 177 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
217.194. 206. 108! srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
62.0.228.129 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 85. 113 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
62.0.236.1 I srael 147. 237.72. 166 |aka. i df .i | drop First packet isn't SN drop 4
80. 246. 137. 232 |l srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
66.249.75.94  |liited Sates  |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid - finvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
2.52.130.71 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.147.245 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence alert 4
62. 0. 207. 129 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 4
212.179.21.194 |lsrael 147.237.77. 121 |e.navy.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
46.19. 85. 113 I 'srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber alert 4
95.86.107.170 i srael 147.237.77. 243 | et [ S NG Engine: TP Tnvalid - invalid segrent retransmssion. | o 4
Ret r ansni ssi on Packet dr opped.
37.26.147.245 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence nmoni t or
85. 250. 55. 223 |l srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect
66.249.64.190 |Uited Sates  |147.237. 72. 166 |aka. i of i Streaning Bngine: TCP Invalid  |invalid segnent retransmission. |, ) 4
Ret r ansni ssi on Packet dr opped.
46.19. 85. 85 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.146. 183 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
84.95.2. 22 I'srael 147.237.72. 166 |aka.i df .i Streamng Engine: TCP Invalid - finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
2.54.23.243 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
46.19.85.118  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  |invalid segrent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
81.28.37. 147  |\1a Islame 47 537, 77. 216 |dover. i il Bad TCP sequence Inval i d ACK nunber monitor |3
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Acti o ‘Count
2.54.187.63 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 103
2.54.149. 81 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 45
2.52.33. 106 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 30
2.54.51.4 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
2.54.10. 182 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 25
176.13.7.51 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
5.102.254.67 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 5. 102. 254. 67 Bl ock 17
176. 12. 148. 106 || srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 16
46.19.86.142 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock
2.52.26.177 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
Lhited . - D stributed Lhaut hori zed URL Access on
107.178.194.79 | g oo 147.237.77.216|dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
Lhi ted . . O stributed Unhaut hori zed URL Access on
107.178.194.87 o 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 2
207. 46. 13. 56 ;h;::: 147.237.77.216|dover.idf . il Mil tiple Unaut hori zed URL Access from 207.46. 13. 56 Bl ock 2
5.29.189.173 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
109. 65. 195. 181 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None
Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112.75 g - o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
80.74.122.85 |lsrael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to v i df . il/honas B ock 2
8. 37.234. 190 ;h;::: 147.237.77.216|dover.idf . il Mil tiple Unaut hori zed URL Access from 8. 37.234. 190 Bl ock 2
80.179.223.31 |lIsrael 147.237.77. 176 |nat pash. i df . i|  [Unauthorized URL Access to ww cogat.idf.il/sip_storagelfiles/9/4629.] py B ock
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawnidf.il/error.htm B ock
68. 180. 228. 112 ;“'att:: 147.237.77.216|dover. i df . il Paraneter Type M ol ation PageNumin waw i df . il/1379-he/ dover . aspx B ock 1
185. 3. 146. 166 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
58.218.213. 44 |China 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized URL Access to www cogat.idf.il/news/htni/ B ock 1
2.54.129.160 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
157. 55. 39. 17 g;rts: 147.237.77. 216 |dover . i df .i | Lhaut hori zed LRL Access to waw i df.il/1294-ar/vwawidf.il/ar B ock 1
84.109. 184. 98 |lIsrael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.19. 85. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
212.179. 21. 194 |I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1275- he/ at al . aspx B ock 1
202.3.77.224 |India 147.237.77.74 [lawidf.il Ostributed Unhaut horized URL Access on wa | aw i df.il/xnrpc. php B ock 1
80. 246. 136. 208 | srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
31.13.110.121 |ireland 147.237.72. 166 |aka. i df . i | Lht raceabl e S3 Sessi ons: sigal gs DoS Attack None 1
2.54.182.179 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176. 12. 140. 252 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
. . Distributed Lhaut hori zed URL Access on
66. 249. 64. 235 [l srael 147.237.77. 216 |dover . i df . i | 147.237. 77. 216/ 1133- 19474- he/ i df gdover . aspx B ock 1
46.19.86.199 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
37.26.147. 245 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
208.115.111. 73 ;h;::: 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/consol e/ core/ doc_ngr/ nazi . idf.il B ock 1
81.218. 116. 129 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
77 125.85.74  |1srael 147.237.72. 166 |aka. i df . i | Unknown 'Par anet er ct100sct | OO$<;phlvm n$cphSachar $ct 183 in None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
5.102.254.67 |lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip_storagelfiles/8/ 71568. pd B ock
185. 32. 179. 199 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS At ack None
. - Unaut hori zed URL Access to
62. 219. 224. 162 || srael 147.237.76.86 [navy.idf.il v navy. i of i 1/si p storagel il es/ 6/ si 2338x0/ 1806. | pg Bl ock 1
2.54.144. 83 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
157. 55. 39. 76 g"attss 147.237.77. 176 |nat pash. i df . i]  |Unauthorized URL Access to wwwu cogat.idf.il/sip_storage/files/ 8/ 4148. pdf &t |B ock 1
84.228.24.89 |lIsrael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.19.85.167 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
Unaut hori zed URL Access to
31.13 112 122 |irel and 147. 237.72. 166 |aka. i df . i | wane aka. i df il /si p_sti)r agg/fl | es/‘5/ 7_0475.‘ pdf &ved:Oar_]ukew_kl ue_eol J_ ahvj whgk B ock 1
hv7yd_eqf ggcnae&usg=af gj cner yej u9j 6uzi g8am g- vai nswi wW&si g2=np2dnpoe
Oognaopuup4ei q
Lhited . . Distributed Lhaut hori zed URL Access on
204.13.200.200 g o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
80. 246. 137. 232 |l srael 147.237.72. 156 |aman. i df . i | Mil tiple Untraceabl e SSL Sessions from 80.246. 137. 232 (Qpen Mbde) None 1
66. 249. 64. 240 |l srael 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to 147.237.77. 216/ 1133- 19798- he/ i df gdover . aspx [B ock 1
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