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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3396

66. 249. 66. 12 | srael 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 392
213.151.57. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

117. 26. 202. 79 Chi na 147. 237.76. 39 nobi | e.nei tav.idf.il|Bl ock Udp Al Nets drop 2

198. 20. 87. 98 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |SgnaIure Devi ce Action |Count ‘
195. 154. 191. 162  |France 147.237.77.216 |dover.idf.il [9221: HTTP: PUT Method Execution over HTTP/ \bDAV B ock 1
188. 165. 15. 98 France 147.237.76. 42 refuah.idf.il |28 HITP. AhrefBot craw er B ock 1
195. 154. 188. 188 |France 147.237.77.216 |dover.idf.il |[9221: HTTP: PUT Method Execution over HTTP/ \WbDAV Bl ock 1




12-03-2015-09:04:02 to 12-03-2015-10:04:02

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Country|8'te |Signature |Count|
195. 34.150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
167. 114.156. 16 [147.237.77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
151. 80. 96. 140  |147.237.77.216 |Italy dover.idf.il ET VBB SERVER (ol dFusi on admini strat or access 1
109. 160. 224. 123 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102.48.195  [147.237. 76. 197 |Net her| ands ehinmsh.idf.il  [ET SCAN NMVAP -sS wi ndow 1024 1
82. 80. 196. 44 147. 237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 217 147.237. 77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
46.19. 85. 247 147.237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
17.142,156. 171 [147.237.72.166 |Lhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
176.13.12. 28 147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
151. 80. 96. 140  |147.237.77.216 |italy dover.idf.il PCLI CY- OTHER Adobe Col dFusi on adnmin interface access attenpt |1
113. 240. 250. 155 [147. 237. 76. 147 |Chi na chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195  |147.237.77.179 |Net her| ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.104.213.84  |147.237. 77. 243 |Ger many nobi [ e.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.220. 156. 97  [147.237.77.216 |Lited Sates dover.idf il portscan: TCP D stributed Portscan 1
46.19. 86. 121 147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 154. 191. 162 |147. 237. 77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 1
46. 19. 85. 168 147. 237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
176.13.20. 253  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
195. 151, 206, 22g|SS N 147. 237. 77. 216 |dover. i of . i | dro Frst packet isn't SN dro 36
) ) ) Federation ) o o P pac P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
66.249.75.94  |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g, 26
Ret ransm ssi on Packet dropped.
2.54.130. 89 I srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
Sreaming Engine: TGP Invalid i i ssi
199. 203. 196. 245|| srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
95. 86. 99. 20 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 22
62. 0. 200. 125 | srael 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 16
46. 19. 85. 166 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 16
82.80. 196. 44 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
37.26.149.191 |lsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence alert 12
37.26.149.191 |l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence noni t or 12
Sreamng Engine: TCP Invalid i i ssi
46.19.85.121  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
212.179.21.194 |[Israel 147.237.8.45 |eeitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 11
Sreamng Engine: TCP Invalid
85. 250. 173. 96 | srael 147.237. 72. 167 |i shuri maka. i df . i 9 9 Inval i d checksum Packet dropped. |drop 9
Checksum
176.13.5.55 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
100. 100. 98. 66 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop
46.19. 85. 72 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi
62. 219. 160. 128 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.28. 214 I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
31.168. 177. 246 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109.64.6.106  |Israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
195. 160. 240. 11 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.52.128.127  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
37.26.149.191 |[Israel 147.237.72. 167 |ishurimaka. i of .i [Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 72 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert
Sreaming Engine: TGP Invalid i i ssi
132.68.113.79 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
2.54.40.128 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
80.179.114.3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
31.168.21. 81 I srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
100. 100. 116. 203 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 4
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 4
176.13.5. 55 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 4
82.80.196.44  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SAXK retransmt with different 1opniior [
w ndow scal e
132. 64. 195. 200 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
199.203.215.1 |israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 157 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
84.229.248.65 |lsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 66 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
100. 100. 101. 239 147.237. 72. 156 |anan. i df .i | drop First packet isn't SYN drop 4
188. 120. 148. 177/l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
109. 66. 21. 150 | srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 2 I srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
87.68.247.65  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.81.234 |lnited Sates |147.237.77.243|mbile.idf. il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
62. 0. 197. 105 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
176.12.137. 214 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 65
2.54.1.230 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 56
37.26.147.184 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 39
176.12. 148. 106 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
46. 19. 86. 59 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 15
46.19. 86. 80 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 8
80.246.136.8  |israel 147.237.72. 166 |aka. i df . i | g's;' gr'])e Untraceabl e SS. Sessions from80.246.136.8 (Lhknown S 3
207.46.13.103 [lhited Sates 147.237.77. 216 |dover.idf .l Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 103 Bl ock
2.52.33.106 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock
; ; . O stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 2
49. 248. 33. 93 I ndi a 147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock
46. 19. 85. 255 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
2.54.18. 219 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL Bl ock
Pal esti ni an
188. 225.182.38 |Territory, 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 188. 225, 182. 38 B ock 2
Qccupi ed
157. 55. 39. 18 Lhited Sates 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 157.55. 39. 18 Bl ock
2.54.154. 71 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
207.46.13.119 [lLnited Sates 147.237.77. 216 |dover.idf .l Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 119 Bl ock
157.55.39.92  |United Sates  |147.237.0.34 |tikshuv.idf.j| [authorized LR Access to . Bock |1
wan ti kshuv. i df.il/tenpl at es/ news/ news. i n. aspx
68.180. 229. 173 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
62.219.115. 209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 22638- hel dover . aspx. B ock 1
46.19. 86. 144 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
207.46.13.103 |[thited Sates 147.237.77.216|dover . i df . i Dstributed PH> A tenpt Bl ock
. . S Lhtraceabl e Gonnection - Protocol violation
85. 250. 133. 186 |l srael 147.237.77. 216 |dover . i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
5.14.12.133 Rormani a 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php Bl ock 1
185.32.179.99 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/nain/rabanut/general . aspx [None 1
151.80.96.140 |italy 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to 147.237. 76. 30/ cf i de/ admini strat or/ Bl ock 1
94. 59. 254. 230 ;"ﬁ:rt:tde:(ab 147.237.77.216|dover.idf .l Distributed PHP Attenpt Bl ock 1
Unaut hori zed URL Access to
207.46.13.119 |lhited Sates 147.237.77. 216 |dover.i df . il W i df . i1/ get et af i | e/ 17ee2383- 60c9- 4d48- 9f c6- af 92ef 75c6a6/ manj a|B ock 1
cks- si ngl e- bar s- 3
85.65.139. 241 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
199. 16. 156. 125 [Lhited Sates 147.237.77. 216 |dover. i df . il v of i /i p_storagel i1 es/ 6/ si ze220x0/ 17646. | pg B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash. idf . il | cogat i df . i1/ 1927- hel cogat . aspx Bl ock 1
. . Unaut hori zed URL Access to
62.219. 224. 162 I srael 147.237.76.86 [navy.idf.il v navy. i df . il /sip storage/fil es/ 6/ si ze338x0/ 1806. j pg Bl ock !
Unaut hori zed URL Access to
212.76.97. 86 | srael 147.237.77. 176 |mat pash. i df . i|  [wmv cogat . i df . i1/1279- he/ cogat . aspx&a=u&ved=0ahukewj khl - j nb_j ah Bl ock 1
xmuhokhykvah4qgf ggi nea&usg=af qj cneun8bgj 6t yzckq_| oonDposduz2a
109. 64. 131. 189 |l srael 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt Bl ock 1
46. 19. 86. 213 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
87.68.23.97 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80. 246. 136. 8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
31.210. 186. 133 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 64 I srael 147.237.77. 170 |mmar achot . i df . i | |naut hori zed URL Access to 147.237.77.170/ pdf/files/1/113011. pdf  |B ock 1
151.80.96. 140 [italy 147.237.77. 216 |dover . i df . il Lhaut hori zed URL Access to 147.237.77. 216/ cfi de/ adni ni strat or/ B ock 1
94. 59. 254. 230 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wa i df.il/xmrpc. php Bl ock 1
49. 248. 33. 93 I ndi a 147.237.77.74 |lawidf.il D stributed Waut hori zed URL Access on waw nag. i df.il/xmrpc. php B ock 1
’ . . D stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . . [Miltiple Fullwidth/Hal fw dth ULhi code Encodi ng on URY/ Par anet er (+)
199. 203. 196. 245|| srael 147.237.76.200|ei tan. aka. i df . i | from 199, 203. 196. 245 B ock 1
85.65.235.118 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85. 65. 235. 118 Bl ock 1
46.19. 86. 57 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
2.54.57.111 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
176.12. 139. 189 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
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