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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3572
198. 20. 69. 98 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |B ock Udp All _Nets dr op 1
85. 25. 43. 94 Ger many 147.237. 76. 199 e.nakchal .idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure Device Action |Oount
64.31.44.3 Lhited Sates 147.237.77.233 |atal .idf.il[3808 HITP. SQ Injection Variable Declaration Evasion B ock 16
95. 211. 70. 193 Net her | ands 147.237.77. 74 law idf.il [3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 8
87.242.112. 36 Russi an Federation 147.237.77.233 |atal .idf.il[3808: HITP. SQ Injection Variable Declaration Evasi on B ock 8
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Attacker Address
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64.31.44.3 147.237.77.233|Whited Sates  [atal.idf.il QA Injection - Select From 18
95.211.70.193 |147.237.77.74 |Netherl ands lawidf.il SQ Injection - Select From 10
87.242.112.36  |147.237.77. 233 23::;'}0'1 atal idf.il SQ Injection - Select From 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
209.126. 116. 147(147.237.8.14 |Wited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 2
178. 169. 143. 78 |147.237.72. 156 |Bul gari a anan.idf.il ET SCAN NVAP -sS wi ndow 2048 1
119, 186, 49. 134 1147 237 0. 15 |chi na vosher-kravi i df i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
91.201. 236. 113 |147.237. 77. 227 |krai ne e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
61.239.72.154 |147.237.0.18 |Hong Kong vadi matal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
200. 35.150. 97  [147.237.76.39 [Panama nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
5.148.157.229 |147.237.76.200|united Kingdom |eitan.aka.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
200. 35.150. 97  |147.237.76.31 |Panana nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
200. 35.150. 97  [147. 237. 72. 156 [Panama anan. i df.il ET SCAN Potential SSH Scan 1
178. 169. 143. 78 |147.237.72. 156 |Bul gari a anan.idf.il ET SCAN NMAP -sS wi ndow 4096 1
178. 169. 143. 78 |147.237.72. 156 |Bul gari a anan.idf.il ET SCAN NVAP -f -sS 1
91.201. 236. 113 [147.237.77. 227 |krai ne e. hanaz. i of . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
200. 35.150. 97  [147.237.76. 42 |Panana refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.115.58.160 |147.237.76. 197 [Lhited Sates e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 35.150. 97 |147.237.76.31 |Panana nakchal .i df.il ET SCAN Potential SSH Scan 1
200. 35.150. 97  [147. 237. 72. 167 [Panana ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
199.30.24.0  |Wited Sates |147.237.77. 234 |nal ag.i f il Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission. |, o, 18
Ret ransnm ssi on Packet dr opped.
46. 19. 86. 37 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
185. 120. 125. 64 147. 237. 77. 216 |dover.i df . i | drop SAMrul e drop 10
46. 19. 86. 19 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . il drop SAMrul e drop 7
212.11.187.2 Saudi Arabia |147.237.77.176 |natpash.idf.il drop SAMrule drop 6
2.54.152.195  |Israel 147237, 72. 167 i shurimaka. it i1 || Sam g Engine: TP Invalid |invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
157.55.39.46  |Wited Sates |147.237.77.234|nal ag.if il Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission. |, o, 4
Ret ransnm ssi on Packet dr opped.
66.249.66.61  |Wnited Sates |147.237.72. 166 |aka i df.il Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
79.182.48.248 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
212.11.187.2 Saudi Arabia |147.237.77. 176 |nat pash. i df . il drop drop 4
37.26.148.171 |[Israel 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber alert 3
37.26.148.171 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
66.249.60.30  |Wnited Sates |147.237.77.243|nobile.idf.il Streaning Engine: TCP Invalid  Jinvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
212.11.187.2 Saudi Arabia |147.237.77.176 |natpash.idf.il drop First packet isn't SWN drop 2
197.37.49.160 |Egypt 147.237.76.42 |refuah.idf.il drop SAMrul e drop 2
124.106. 88. 130 |Phili ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
157.55.39.196 |lhited Sates |147.237.72.167|ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
124.106. 88. 130 |Phili ppi nes 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
62.210. 209. 237 |France 147.237.8.28 |e.nobile-ks.idf.il [Geo-1 ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |drop 2
208.115.113.89 |[lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 2
46. 19. 86. 203 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 2
124.106.88.130 |Philippines  |147.237.77. 216 |dover.idf . il Bad TCP sequence o e reans”“ wthdifferent | oo |2
46. 19. 86. 36 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
157.55.39. 115 |Whited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid  Jinvalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.
46.19. 86. 84 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid AGK nunber noni t or 2
47.20.73. 216 Lhited Sates [147.237.72. 166 |aka. idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 247. 224|Wnited Sates |147.237.77.234|halag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 37 I srael 147. 237.77. 216 |dover.i df . i | Bad TCP sequence Invalid AGK nunber alert 1
157.55.39.196 [lhited Sates |147.237.72.167|ishurimakaidf.il |[Bad TCP sequence Invali d ACK nunber alert 1
216.218. 206. 114|Wited Sates |147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation i nbound enf orcenent |drop 1
141.212.121. 194|Wnited Sates |147.237.0.19 |nadimatal.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
68. 58. 141. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
46. 19. 86. 178 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 1
184.105.139. 75 |lhited Sates |147.237.76.201|e. atal.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop 1
46. 19. 86. 19 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
141.212. 121. 206|lhited Sates |147.237.77. 176 |nat pash. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 74 |Lhited Sates |147.237.76.200(eitan. aka idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208. 115.113. 89 |lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 1
61.135. 190. 197 |China 147.237.0.35 |akavs.idf.il drop drop 1
184. 105. 247. 239|Whited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 196|United Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68. 58. 141. 10 Lhited Sates [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
46.19. 86. 178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 139. 108|lhited Sates |147.237.77.19 |[lawforumidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 121. 207 |Wnited Sates |147.237.77. 176 |nat pash. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.88 |lhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 1
208. 115.113. 89 |lhited Sates [147.237.77.216 |dover.idf.il drop SAMrul e drop 1
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192.118. 11. 124 |Israel 147.237.0.19 |nadi matal .idf.il Too Muny of the Sane Response Code (404) in Session from Bl ock 281
192.118.11. 124
192. 118. 11. 124 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 104
192.118. 11. 124 |I srael 147.237.0.19 |nadi matal .idf.il Too Muny of the Sane Response Code (403) in Session from Bl ock 97
192.118.11.124
2.54.13. 67 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
157.55.39.17 |Lhited Sates |147.237.77.216|dover.idf. il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
! . . D stributed Uhauthorized URL Access on
107.178.194.79 Lhited Sates  [147.237.77.216 [dover. i df.il v i df i | / 1133 22638- hel dover . aspx. B ock 2
) . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited Sates  |147.237.77.216|dover. i df .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
157.55.39.18 |lLhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock
207.46.13.103 |lhited Sates |147.237.77.216|dover.i df .i | Dstributed Waut horized URL Access on wawidf.il/error.htm B ock
66.249.66.69 |Israel 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 69 Bl ock
! . . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 1
_ m ny- kosher - kravi . i d ,
61.135.190. 69 [Chi na 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 1
! . . D stributed Uhauthorized URL Access on
208.184.112.75 |United States  |147.237.77.216|dover. i df . il v i df i | / 1133 22638- hel dover . aspx. B ock 1
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates  |147.237.77.216|dover.idf.i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
66.249.66.69 |lsrael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ usef ul i nf ormat i on/ i dkoni i pages/ 06092010masai |Bl ock 1
yot . aspx
) . . DO stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lnited States  |147.237.77. 216 |dover. i df .il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
157.55.39. 115 |Lhited Sates |147.237.72.166|aka. i df .i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
73.200.13.209 |tited Sates  |147.237.77.216|dover. i df . il Paraneter Type Mol ation ctl 00SContent Al acetbl der AStxt Bl | in- gy 1
www i df . i | /1038- en/ dover . aspx
. . Unhaut hori zed URL Access to
66. 249. 66. 1 I 'srael 147.237.72. 166 |aka. i df . i | vaw aka, i df i |/ mobi | ef nai n/ sl i i showbi g, aspx B ock 1
141.85.0.121 |Romani a 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 1
66. 249. 67. 251 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter 5cf 35968 in aka.idf.il/news/ None 1
) . . DO stributed Lhaut hori zed URL Access on
173.245.81.55 [Wited Sates |147.237.77.216(dover.idf . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
87. 250. 241. 67 RF;Z::::: o 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
66. 249.66.28 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
141.85.0.121 |Romania 147.237.77. 176 |nat pash. i df . i | Ostributed Lhaut hori zed LR Access on Bl ock 1
v cogat . i df . i |/ xnhrpc. php
66. 249. 75. 209 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi myonan/enl arge.asp  |B ock 1
www. chamat z. aka. i df i
46.163. 68.109 |Ger many 147.237.77. 226 . Wnauit hori zed LRL Access to B ock 1
R waw chanat z. aka. i df . i |/ shar ed/ user cont r ol s/ header upper/
207.46.13.110 [thited Sates |147.237.77.176 [nat pash. i df .i | Distributed PHP Attenpt B ock 1
. . Ml ti pl e Whaut hori zed Method for Known URL from
178. 63. 96. 242 |Ger many 147.237.72. 166 [aka. i df . i | 178, 63. 96. 242 B ock 1
) . . DO stributed Lhaut hori zed URL Access on
107.178.194.79 Lhited Sates  [147.237.77.216 [dover. i df.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
. . Unknown Par aret er 4d9c6f40 in
66.249.66.61 |l srael 147.237.72. 166 |aka. i df . il v aka. i df i |/ mai 1V kapat z/ cont act Us. asp None 1
192.118. 11. 124 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock 1
. . Unhaut hori zed URL Access to
66.249. 75. 217 |l srael 147.237.76.86 |navy.idf.il navy. i df . i1/ yohal an f or uns/ asp/ showf or um asp B ock 1
54.153.32.246 |Whited Sates [147.237.77.19 (lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock 1
207.46.13.110 [thited Sates |147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to v cogat . i df.il/auto/ misc/cc/js. php B ock 1
178. 63. 96. 242 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df.il/giyus/ main/ B ock 1
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