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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3304
70.167. 141. 55 Lhited Sates 147.237. 76. 202 e.halag.idf.il [L4 Source or Dest Port Zero drop 6

37.146. 193. 223 Russi an Federation 147.237.76. 202 e halag.idf.il [Bock Wp All Nets drop 2

94. 23. 220. 137 Fr ance 147. 237. 76. 196 e.svivaidf.il |Bock Udp Al Nets drop 1

52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site ‘Sgnature Device Action ‘Count |
37.211. 90. 65 Qtar 147.237.77.216 |dover.idf.il 13375: HITP. Joonia Conponent JCE BOT for JCE B ock 4
118. 238. 227. 101 [Japan 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 3
195. 154.188.35  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV Bl ock 1
106. 38.241.106  [China 147.237.77.170 |mmarachot.idf.il |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
192.187.121.66 [lLhited Sates 147.237.77.216 |dover.idf.il C1000106: HITP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|signature

118. 238. 227. 101 147. 237.77. 233 Japan atal.idf.il A Injection - Select From 24
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
94. 102. 48. 195 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 115. 58. 160 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.178.78.138 147.237.77. 234 Chi na hal ag. i df.il ET SCAN NMAP -sS wi ndow 3072 1
195. 154. 188. 35 147.237.77. 216 France dover.idf.il SERVER- WEBAPP phpt est . php access 1
183. 80. 162. 188 147.237.0.19 Mi et nam nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 80. 162. 188 147.237.0. 19 M et nam madi matal .idf.il ET SCAN NVAP -f -sS 1
119. 73. 228. 130 147.237.77. 234 S ngapor e hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
40. 115. 58. 160 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.178.78.138 147.237.77. 234 Chi na hal ag. i df.il ET SCAN NMAP -sS wi ndow 4096 1
209. 126. 116. 147 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 80. 162. 188 147.237.0.19 Mi et nam nadi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
119. 73. 228. 130 147.237.77. 234 S ngapor e hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
119. 73. 228. 130 147.237.77. 234 S ngapor e hal ag.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
Sreamng Engine: TCP Invalid i i ssi
199.30.24.38  |Wited Sates |147.237.77. 234 |hal ag.i df i 9 =g Invalid segnent retransmssion. |, 16
Ret r ansmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 11
41.230.14.223 |[Tunisia 147. 237.72. 166 |aka. i df .i | drop SMrule drop 8
68. 32. 86. 127 Lhited Sates |[147.237.76. 200 |ei tan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 2 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
46.19.85.2 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber monitor |6
64.246.165. 180 |lhited Sates |147.237.77.176 |nat pash. i df i Header Rej ection Pzggz;trej ection pattern found in) i |4
Sreaning BEngine: TCP Invalid i i SSi
201. 144. 162. 10 |Mexi co 147. 237. 77. 216 |dover.i df .i 9 =g Inval id segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.166.119.49 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
81.218. 149. 131 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.75.94  |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.75.110 |tited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
141.212.121. 200|lhited Sates [147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
195. 154. 227. 118|F ance 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 1
131.253.36.199 |Uited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
73.43.137.38 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
184. 105. 247. 223|lLhited Sates [147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 206|hited Sates [147.237.76. 176 |test.ncore.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
91.138. 6. 152 S t zerl and 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
197.37.49.160 |Egypt 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop 1
37.26.148.221 |Israel 147.237.72. 167 |ishurimaka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 76. 15. 34 Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
141.212.121. 196|United Sates |147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
; . . SYNWAKK retransmt with .
73.43.137.38 Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
188.138. 9. 49 Ger many 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
141.212.121. 207 |United Sates |147.237.76. 176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
37.26.149.197 [Israel 147. 237.72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 92 |Uhited Sates [147.237.76.42 |[refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 197|Uhited Sates [147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.56 Lhited Sates [147.237.77.121 e navy.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
46. 166. 170. 6 Li t huani a 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 1
195. 62. 53. 168 RJSf;:I”ion 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
162.247.72.216 |Uhited Sates [147.237.77.216 |dover.idf.il D rectory Traversal directory traversal overflow noni t or 1
131.253.24.158 |Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
201.144.162. 10 |Mexi co 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
184.105. 139. 123|Wnited Sates  [147.237.8.24 |e.lifestyle.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.121. 199|Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 1
195. 62. 53. 168 R‘Sf:;”ion 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
131. 253.26.238 |Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
184.105. 139, 124 Wi ted Sates  |147.237.0.17 |MMV-kosher-kravi.id lqun ot ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.22.213 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
66. 249. 66. 25 I srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v idf.il/error.htm B ock
5.199. 161. 58 Li t huani a 147.237.77. 170 [maar achot . i df . i | PHP Att enpt B ock
: . . D stributed Unaut hori zed URL Access on
208.184.112.75 |lhited Sates (147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 2
. . Uhaut hori zed URL Access to
66. 249. 66. 37 I srael 147.237.77.216|dover.i df . il 147.237.77. 216/ 1133- 20752- he/ i df gdover . aspx B ock 1
5.199. 161. 58 Li t huani a 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/index. php B ock 1
} . . D stributed Unaut hori zed URL Access on
208.184.112. 75 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 8/ si ze100x0/ 2778. ] pg B ock 1
5.199. 161. 58 Li t huani a 147.237.77. 170 |maar achot . i df . i | Adnin Bl ocki ng B ock 1
Lhi ted . . Uhaut hori zed URL Access to
176.27.239.249 | . ngdom 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ r eset . css B ock 1
66. 249. 66. 43 I srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
46.163.68. 109  |Ger nany 147.237.77. 216 |dover . i df . i | tnaut hor | zed URL Access to B ock 1
v i df . i | / shar ed/ user cont r ol s/ header upper /
213.181. 108. 223l cel and 147.237.77. 176 [nat pash. i df . i | Distributed PP Atenpt B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.87 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 5/ si ze100x0/ 3045. ] pg B ock 1
5.199. 161. 58 Li t huani a 147.237.77. 170 |naar achot . i df . i | Mil tiple Adnin Bl ocking froms5. 199. 161. 58 B ock 1
: . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
: . . Uhaut hori zed URL Access to
73.189.232.158 |lhited Sates |[147.237.77.216|dover.idf.il Wi df i1 /i p storagelfiles/ 2/ 4912. png B ock 1
54.153.33.145 |lhited Sates [147.237.77.170|maarachot.idf.il Uhaut hori zed URL Access to 147.237.77.170/ B ock 1
213. 181. 108. 223l cel and 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.87 [Wited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.64. 177 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock
5.199. 161. 58 Li t huani a 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from5. 199. 161. 58 B ock
207. 46.13. 56 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/atal 1/ i zkor/ nai n. asp B ock 1
. . Uhaut hori zed URL Access to
103. 48. 204. 10 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
m ny- kosher-kravi . id i i
62.219.226.71 [ srael 147.237.0. 17 my llegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
: . . . Uhaut hori zed URL Access to
157. 55. 39. 47 Uited Sates |[147.237.0.34 |tikshuv.idf.il v tikshuv. i of i1/ handl ers/ statisti cshand er . axd B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates |[147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
m ny- kosher-kravi .id , .
62.219.226.71 |lsrael 147.237.0. 17 £l Miltiple Illegal Paraneter Encoding from62.219. 226. 71 None 1
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