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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3359
189. 38. 57. 42 Brazil 147.237.76. 39 nobi | e. nei tav.idf.il B ock_UWp Al _Nets dr op 1
46. 166. 188. 68 Net her | ands 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1




12-03-2015-03:04:07 to 12-03-2015-04:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |

195. 154.188.28  |France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WebDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79.138. 70. 153 147. 237.76. 30 Sweden hi nush. i df .i ET SCAN Potential SSH Scan 1
61. 240. 144. 64 147.237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 253. 96. 122 147. 237. 77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
200. 35. 150. 97 147. 237.77. 170 Panama naar achot . i df . i | ET SCAN Potential SSH Scan 1
177.43.233.5 147. 237. 76. 196 Brazil esvivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
159. 147. 148. 28 147.237.77. 226 Spai n ww chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131 147.237.0. 33 Canada idf.il ET SCAN NVAP -sS wi ndow 2048 1
79.138. 70. 153 147. 237.76. 177 Sweden ncore.idf.il ET SCAN Potential SSH Scan 1
79. 138. 70. 153 147.237.0. 34 Sweden tikshuv.idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147.237.77.61 Chi na e.cogat.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46. 151. 55. 35 147. 237. 8. 46 Wkrai ne e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
200. 35. 150. 97 147. 237.77. 234 Panana hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
177.43.233.5 147. 237.76. 196 Brazil e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131 147.237.0. 34 Canada tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
104. 128. 144. 131 147.237.0. 33 Canada idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.33. 231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrul e drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
Sreanming Engine: TGP Invalid i i sSi
66.249.66.39  |lited Sates 147. 237.77. 234 |hal ag. i of . i | 9 =9 Invalid segnent retransmssion. o 12
Ret ransnm ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
Russi an R . Geo- | ocati on i nbound
37.18.51. 201 er ot on 147.237.77.61 |e.cogat.idf.il Geo- | ocation enf or cenent enf or cenent drop 4
Sreaming Engine: TCP Invalid i i SSi
87.68.70. 87 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | . 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66. 249. 66. 1 Lited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dr opped.
208.115.113.89 |[Lhited Sates 147.237.72. 166 |aka.i df .i drop SAMrul e drop 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
104. 238. 195. 66 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 2
208.115.113.89 |lhited Sates 147.237.76.31 |nakchal .idf.il drop SAMrule drop 2
95. 38. 61. 109 L;ZEH:??C 147. 237.77. 216 |dover. i o . | Bad TCP sequence I'nval i d AGK nunber alert 2
209.141.43.84 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sreaming Engine: TCP Invalid i i ssi
68. 180. 229. 239 |Whited Sates 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssion. |, 2
Ret r ansn ssi on Packet dr opped.
Iran, Islanic . . . .
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |2
Sreaming Engine: TCP Invalid i i ssi
66.249. 65. 122 |Whited Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval i d segnent retransmssion. |, 2
Ret r ansn ssi on Packet dr opped.
104. 128. 144. 131|Canada 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.26.146.228 |lsrael 147.237.72. 167 |ishurimaka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect
208.115. 113. 89 |Wnited Sates 147. 237.77. 226 "‘I”YN chamatz. aka. idf |4 o SMrule drop 1
184.105.139. 88 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
131.253.24. 146 |Uhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 1
208.115.113.89 |[hited Sates 147. 237.76. 200 |ei tan. aka. i df . il drop SAMrul e drop 1
184. 105. 139. 123|wited Sates 147.237. 77. 226 WI"YN chamat z. aka. Tdf |y pf t ack SYN -> SYN-ACK -> RST rej ect 1
65.55.211.245 |Lited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |[reject 1
197.37.49.160 |Egypt 147.237.77.74 |lawidf.il drop SAMrul e drop 1
131. 253. 26. 242 |wnited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
79.181. 162. 225 |Israel 147.237.72. 166 |aka. i df .i drop First packet isn't SN drop 1
208.115.113.89 |lLhited Sates 147.237.77.74 |lawidf.il dr op SAMrule drop 1
Russi an o
195.62.53.168 | (oo oo 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
104. 128. 144. 131|Canada 147.237.0.33 [idf.il drop drop
216.72.41.121 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber monitor |1
207.46.13. 4 Lhited Sates 147. 237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
82.221.105.7  |icel and 147. 237.76. 199 |e. nakchal . i df .1 Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
208.115.113.89 |Lhited Sates 147.237.77. 216 |dover.idf il drop SAMrul e drop 1
195.62.53. 168 |SSian 147.237. 77. 178 |e. nat pash. i df . i | Geo-l ocation enforcement |0 !ocation inbound drop 1
Federati on enf or cenent
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|Top Attackers In V\AF|

A tacker . Devi ce
ount ry Target Address |Site Sgnature Acti on ‘Count
199. 175. 51. 66 g;:s: 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 3
79.176.122. 228 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/8/ B ock
66.249.66.25 |lIsrael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/error. htm B ock
199. 175. 51. 66 ;h;ttgg 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
46.120. 233.56 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
54.153. 32. 246 g;:s: 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
Lhi ted . . D stributed Unhaut hori zed LRL Access on
208.184.112.75 o . - 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
Lhi ted . . Unaut hori zed URL Access to
199.16.156. 124 Sates 147.237.77. 216 dover . i df . i1 wwy i df . il /sip storage/files/ 2/ si ze220x0/ 13032. j pg B ock !
24. 45, 136. 20 ;1;::: 147.237.76.86 |navy.idf.il I1legal Byte Qde Character in Header Nane Bl ock 1
Lhi ted . . D stributed Uhaut hori zed URL Access on
107.178.194.87 | g 0 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |1
37.26.146.228 |[Israel 147.237.72. 167 i shuri maka. i df . i|SSL Untraceabl e Connection - Qpen Mde None
149. 210. 158. 71 |Nether| ands [147. 237. 77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df . il/arabic/ pages/ def aul t. aspx B ock
104. 238. 195. 66 147.237.77.216|dover.i df .i | LR is Aove Root Drectory wwidf.il/../shared/clientscripts/clientscripts.js |B ock 1
54.153. 33. 152 ;1;::: 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
212.76. 124. 232 |I srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter sig2 in ww aka.idf.il/nain/giyus/ general . aspx None 1
199. 30. 16. 170 ;q;:ee: 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
Illegal Byte Gode Character in Method A[[#0]][[#0]][[#0]][[#19]] A[ A%cA™
Lhi ted . . A2 A Aa A2 AYAYH Av6[ [ #16] ] [ [ #7] ] A2Ar, AfAA—AUSSABAE [ #30] | AcK
24.45.136.20 g o es 147.237.76.86 |navy.idf.il [ [ #25] ] Ad ALVCKAVAVAA( [ #16] ] A- Avs $Lur 8AL A2 1 AhceAf: [ [ #1]] A, Bock 11
2] [ #12] ] Ag[ [ #28] ] A2qA«he A?[ [ #29] ] AP2ASAVRC[ [ #2] ] Ace] [ #25] ]
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 64. 144. 135 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
68. 180. 229. 239 ;h;ttgg 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Cust om Tenpor ary B ock 1
40.77. 167. 14 ;h;::s 147. 237. 76. 147 |chi nuch. aka. i df . i|thaut hori zed UR. Access to ww chi nuch. aka. i df .il/404. ht m Bl ock 1
Lhi ted ; ] D stributed Uhaut hori zed URL Access on
204.13.200.200 o 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |1
157. 55. 39. 46 Lsh;::g 147.237.77.233|atal .idf.il PHP At enpt Bl ock 1
Lhi ted ; ] D stributed Uhaut hori zed URL Access on
107.178.194.83 | g 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |1
66. 249. 64. 166 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ si p_st orage/ fi | es/ 8/ 1668. doc B ock
217.132.9.108 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/https:/wawnidf.il/ Bl ock
24. 45.136. 20 g‘;tt:: 147.237.76.86 |navy.idf.il Illegal HITP \ersion Bl ock 1
128. 232. 110. 29 t?';gegom 147.237.77.19 |lawforumidf.il |unauthorized UR. Access to 147.237.77.19/ Bock |1
79.112.105.50 |Romani a 147.237.77. 74 |lawidf .il D stributed PHP Attenpt B ock 1
40.77.167.78 Lsh;::g 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
Lhi ted ; ] DO stributed Uhaut hori zed URL Access on
204.13.200.200 o 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |1
157. 55. 39. 46 ;h;::s 147.237.77.233|atal .idf.il Uhaut hori zed UR. Access to waww atal .idf.il/l oad. php Bl ock 1
Lhi ted ; ] DO stributed Uhaut hori zed URL Access on
107.178.194.83 | g 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |1
218.7.170.190 |China 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsite/ hebrew nain. asp B ock 1
66. 249. 66. 1 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
199. 175. 51. 66 g‘;tt:: 147.237.77.74 |lawidf.il Mil tiple Admn B ocking from 199. 175. 51. 66 B ock 1
NULL Character in Method A[[#0]][[#0]][[#0]][[#19]] At] A%A™
Lhi ted . . A2 A Aa A2 AYAYH A'6[ [ #16] ] [ [ #7] ] A2Ar, AfAA—AUSSABAE [ #30] ] AcK
24.45.136.20 g ot e 147.237.76.86 Inavy. i df.i| [ [ #25] | Ae AtVCKAYVAYAA( [ #16] ] A- Ava SLur 8A A2 1 AhceAf: [ [ #1]] A, Bock 1
2] [ #12] ] Ag[ [ #28] ] A2qA«Ae A?[ [ #29] ] AP2ASAVRC[ [ #2] ] Ace] [ #25] ]
149. 88. 94. 173 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
79.112.105.50 |Ronmani a 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to www | awidf.il/xnrpc. php Bl ock 1
Lhi ted . . D stributed Uhaut hori zed URL Access on
208.184.112.75 o 147.237.77. 216 |dover.i df .i | v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
157. 55. 39. 115 ;h;:ee: 147. 237. 76. 147 |chi nuch. aka. i df . i[D stributed Unaut hori zed UR. Access on ww chi nuch. aka. i df . i|/404. htm Bl ock 1
24. 45.136. 20 g‘;tt:: 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod Bl ock 1
Lhited . . D stributed Whaut hori zed URL Access on
107.178.194. 87 o 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |1
66. 249. 66. 5 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df . il /giyus/ asp/rec. asp B ock 1
199. 175. 51. 66 Lsh;::g 147.237.77.74 [lawidf.il Mil tipl e Uhaut hori zed URL Access from 199. 175. 51. 66 Bl ock 1
37.26.146. 228 |Israel 147.237.72.167|i shuri maka. i df . i|[Mil tipl e Untraceabl e SSL Sessions from 37.26. 146. 228 (Qpen Mbde) None 1
149. 210. 158. 71 |Nether| ands [147. 237. 77. 176 |nat pash. i df . i | Ml tipl e Unauthorized URL Access from 149. 210. 158. 71 Bl ock 1
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