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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3658

69. 42. 220. 26 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 11

69. 42. 220. 26 Lhited Sates 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 2

94. 23. 220. 137 France 147. 237. 76. 34 yohal an.idf.il |Block Wp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
69. 42. 220. 26 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 50. 197. 154 147.237.8. 27 Australia e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
197. 157. 244. 243 147. 237. 76. 148 Sonal i a gqcenter. aka. i df . i | ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147.237.76. 42 Canada refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
89. 219. 56. 200 147. 237.77. 234 Estoni a hal ag.idf.il ET SCAN NVAP -f -sS 1
210. 50. 197. 154 147. 237.8. 27 Australia e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
197. 157. 244. 243 147.237.77. 212 Sonal i a e.dover.idf.il ET SCAN Potential SSH Scan 1
89. 219. 56. 200 147. 237.77. 234 Estoni a hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

di fferent w ndow scal e

212.179. 215. 196|l srael 147.237.76.200|eitan. aka.idf.il . .. dr o] 189
Inval id Retransm ssion Packet dr opped. P
212.179. 215. 196l srael 147. 237. 76. 200 |ei tan. aka. i df .i | Bad TCP sequence Inval i d ACGK nunber monitor |78
212.179. 215. 196|l srael 147.237.76. 200 |eitan. aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
212.179. 215. 196l srael 147. 237. 76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 26
212.179. 215. 196l srael 147.237.76. 200 |ei tan. aka.idf .il drop First packet isn't SYN drop 25
100. 100. 119. 197 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 12
69. 42. 220. 26 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
99.197.198.22 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
Sreamng Engi ne: TCP ' i ssi
109. 226. 44. 156 |l sr ael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
Streaning Engine: TCP Invalid segnent retransnission
176.0.139. 227 |German 147.237.72. 166 |aka.idf.il . .. " |droj 6
Y Inval id Retransm ssion Packet dr opped. P
100. 100. 32. 98 147. 237.77. 226 ‘A:"IWChamz'aka"df drop First packet isn't SN drop 5
99.197.198.22 |lLhited Sates 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid sequence nunber nonitor |5
S reamng Engi ne: TCP i i ssi
199.30.25.217 |wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i i ssi
176. 106. 227. 68 | srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i issi
79.183. 163. 184 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.
84.229.31.142 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |3
128.232.110. 28 |United Ki ngdom 147.237.76. 200 |ei tan. aka.i df .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
203.127.96. 216 |9 ngapore 147.237. 77. 216 |dover.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 2
128.232.110. 28 |United Ki ngdom 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 2
128.232.110.28 |Wnited Kingdom  [147.237.77. 178 |e. natpash.idf.il Geo- | ocati on enf or cenment il?olrgzx:]f” I nbound drop 2
R SYNWACK retransnmt with .
203. 127.96. 216 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence different wi ndow scal e noni t or 2
84.229.31.142 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
203.127.96. 216 |S ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber mnitor |2
69. 42. 220. 26 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212. 121. 200|lhited Sates 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
104. 128. 144. 131|Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 217 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.172.157.109 |[lIsrael 147. 237. 77. 170 |nmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
195.62.53.168 |Russian Federation |147.237.77.121|e navy.idf.il Geo- | ocati on enf or cement gﬁfo'rgf;i;fn I nbound drop 1
46.19. 86. 209 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
173.161.52. 213 |Uited Sates 147.237.77.74 |lawidf.il Header Rej ection ihﬁa?g;u;g ection pattern found oo |1
213.57.151. 151 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |1
. . SYNFACKK retransnmit with .
203. 127. 96. 220 |9 ngapor e 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 1
184.88.179.210 |Lhited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
31.154.92. 52 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.121. 201 |hited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
108. 196. 184. 145|tnited Sates 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 217 |9 ngapore 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
94.102. 49. 54 Net her | ands 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 226. 90 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
46. 19. 86. 209 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
173.161.52. 213 |Uited Sates 147.237.77. 176 |mat pash. i df .i Header Rejection ihﬁa?g;u;g ection pattern found oo |1
209. 126. 116. 147|Wi ted Sates 147.237.8.24 |elifestyle.idf.il  [Geo-1ocation enfor cement il?olrgzx:]f” I nbound drop 1
203.127.96. 216 |S ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
184.88.179.210 |Lhited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
37.8.70.76 glcisgi':('ja” Tertitoy 47 237. 77. 216 |dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.121. 201 |Uhited Sates 147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203. 127.96. 217 | ngapore 147. 237. 77. 216 |dover. i df . Bad TCP sequence SYNFACK retransmt with moni tor |1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Action ‘Count
50. 87. 32. 96 Lhited Sates 147.237.77. 176 |nat pash. i df . il |Dstributed PHP Attenpt B ock 3
109. 204. 243. 17 |Fnl and 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 3
5.255.253. 151 |Russi an Federation 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
109. 204. 243. 17 |Fi nl and 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 109. 204. 243. 17 Bl ock 2
82.205. 108. 35 (';ajcfgi':('ja” Territory. 1147, 237.77. 176 |mat pash. i df . i | |Uhauthorized R Access to wmw cogat. i df . il/894-ar B ock 2
141.8.142.29 |Russian Federation 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
! ] . O stributed Uhaut hori zed URL Access on
107.178. 194. 87 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . . O stributed Unaut hori zed URL Access on
107.178.194. 87 Wi ted Sates 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 2
50.87.32.96 Lhited Sates 147.237.77. 176 |mat pash. i df . i|  [Waut horized URL Access to waw cogat . idf.il/index. php Bl ock 2
50. 87. 32. 96 Lhited Sates 147.237.77. 176 [mat pash. i df .i| |Admn Bl ocki ng Bl ock 1
’ . . DO stributed Whaut hori zed URL Access on
204.13. 200. 200 |Whited Sates 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
150. 70. 173. 51 |Japan 147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
109. 204. 243. 17 |Finl and 147.237.72. 166 [aka. i df . i | Mil tiple Admin Bl ocking from 109. 204. 243, 17 B ock 1
54.153.33.152 [lhited Sates 147.237.77. 176 |nat pash. i df . i|  |Wauthorized URL Access to 147.237.77. 176/ B ock 1
173.161. 52. 213 |Lhited Sates 147.237.77. 176 [mat pash. idf .i| |Enail collector robots 14 Bl ock 1
112. 208. 62. 103 |Phi | i ppi nes 147.237.77. 176 |nat pash. i df . i|  [Wnhauthorized URL Access to waw cogat.idf.il/xnirpc. php B ock 1
. ] ] O stributed Uhaut hori zed URL Access on
78. 1. 169. 73 Qoatia 147.237.77. 176 [mat pash. i df . i | Vo cogat . i df . i 1/ xm ¥ pe. php Bl ock 1
208.52.122.212 |Lhited Sates 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
. . DO stributed Whaut hori zed URL Access on
150.70.173. 51 |Japan 147.237.77. 216|dover . i df . i | v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
58.59.236.99 |China 147.237.0.19 |[nadimatal .idf.i|PHP Attenpt B ock
173. 161. 52. 213 |Wnited Sates 147.237.77. 176 |mat pash. i df .i| |eMi| Hoarding B ock
37.8.70.76 glcis;ilgéan Territory, 147 237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to wwunidf.il/sip storagelfiles/ B ock 1
. . . Uhaut hori zed URL Access to
113. 88. 74. 158 |Chi na 147.237.77. 216 |dover . i df . i | vow i df i |/ shar edf user cont ol s/ header upper / B ock 1
50.87.32.96 Lhited Sates 147.237.77. 176 |mat pash. i df . il  [Miltiple Admin B ocking from50.87.32. 96 Bl ock 1
’ . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |Uited Sates 147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39.76  |Wiited Sates 147.237.77. 176 |mat pash. i df . j | [authorized U Access to B ock 1
ww cogat . i df . i |/ si ze220x0/ si p_st or age
Uhaut hori zed URL Access to
58.59.236.99 |China 147.237.0.19 |[nadimatal .idf.i |madi matal.idf.il/wp-content/pl ugins/|ogin-val | -ysqow | ogin wall. |B ock 1
php
176. 126. 252. 11 |Romani a 147.237.77.216|dover.idf .il Illegal URL Path BEncoding wawidf.il/% B ock
37.142.64.4 I srael 147.237.72.166|aka. i df . i | Suspi ci ous Response Code_CQust om Tenpor ary B ock
50. 87. 32. 96 Lhited Sates 147.237.77. 176 [mat pash. i df .i|  |Miltiple Unauthorized URL Access from50.87.32. 96 B ock
] . . O stributed Unaut hori zed URL Access on
208.184.112. 75 |Uhited Sates 147.237.77. 216 (dover. i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
173.161. 52. 213 |Lhited Sates 147.237.77.74 [lawidf.il Enail collector robots 14 Bl ock 1
109. 204. 243. 17 |Finl and 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/index. php B ock 1
68.180. 228. 112 [Lhited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/navy/ htri/tool fs. asp B ock 1
37.142.164.72 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3L Sessi ons: sigal gs DoS Attack None 1
. . Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | i df i 1/1129- he! kkkkkkk=2cf 2cad2kkkkkkk 2cf 2cad2 Bl ock 1
149. 88. 94. 173 |[lIsrael 147.237.72.166|aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112. 75 |Uited Sates 147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
173.161.52. 213 |Lhited Sates 147.237.77.74 [lawidf.il eMai | Hoar di ng B ock
112. 208. 62. 103 |Phi | i ppi nes 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock
78.1.169. 73 Qoatia 147.237.77. 176 |nat pash. i df . i| |Dstributed P Atenpt Bl ock 1
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