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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3627
109. 66. 59. 144 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 24
146. 185. 239. 100 Russi an Federation 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 138 Italy 147.237.77. 216 dover.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
. .. |ET SCAN Behavi oral Wwusual |y fast inbound Tel net Gonnecti ons,
118. 163. 33. 222 [147.237.76.31 |Tai van nakchal .idf.il . 1
Potential Scan or Brute Force
91. 201. 236. 114 |147. 237. 77. 243 |kr ai ne nobi | e. i df . il ET SCAN NVAP -sS wi ndow 1024 1
61.240.144. 64 |147.237.0.35 |thina akaws. i df . i ET SCAN NVAP -sS w ndow 1024 1
203. 197. 205. 118(147. 237. 77. 233|Indi a atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
179. 43. 147. 205 |147.237.77. 179 |Snt zer| and e.nmazi.idf.il ET SCAN Potential SSH Scan 1
. . . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
101.18.168.61 [147.237.0.19 |China nadi matal .idf.i . 1
Potential Scan or Brute Force
61.240.144. 64 |147.237.76.198|hi na e.yonalan.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33. 231. 90 Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 30
Sreaning Engine: TGP Invalid ' i ssi
2.54.4.31 I srael 147.237.72. 167 |i shuri maka. i of . i | 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
46.19. 85. 149 I srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
109. 66. 59. 144 |l srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject
109. 66.59. 144 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df .i | drop SAMrul e drop
- ) SYNtAXK retransmit with .
46. 19. 85. 149 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent v ndow scal e noni t or 7
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i SSi
95.35.237.250 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
77.125.247.131 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TQP Invalid i i ssi
40.77.167.14  |UWited Sates |147.237.72.166 |aka.idf.il g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
77.125.247.131 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
212.179.21.194 |Israel 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.80  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with moni tor |3
di fferent w ndow scal e
46. 19. 85. 26 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
46.19. 85. 26 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SYNFACK retransmt wth monitor (3
di fferent w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
77.127.245.80 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 80 I srael 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert
185. 3. 146. 99 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
46. 19. 85. 80 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
128. 232. 110. 28 z";;gom 147. 237. 76. 147 |chi nuch. aka. i of . | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
128. 232. 110. 28 z‘;;gom 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
208.115.113.89 |Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 2
Lhi ted S ] Geo- | ocati on i nbound
128. 232. 110. 28 Ki ngdom 147.237.8.14 |e.orchot.idf.il Geo-| ocati on enf or cenent enf or coment drop 2
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61 |ited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
46.19. 85. 25 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
195. 62. 53. 168 RJSf;:I”ion 147.237.77. 234 |hal ag.i df . i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
37.26.146. 145 |lIsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.225.250.6 [hited Sates |147.237.77. 170 |nmarachot.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
208.115.113.89 |Lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 1
176. 13.5. 20 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.121. 201 |Uhited Sates  |147.237.76. 202 [e. hal ag.i df . Geo- | ocati on enf or cenent gﬁ?;):ggﬁ;}fn I nbound drop 1
95.119. 255. 64  |Ger many 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
195. 154. 226. 90 |Rance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
146. 185. 239. 102 RJSf::I”ion 147. 237. 72. 156 |anan. i df . | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |[hited Sates [147.237.77.216|dover.idf.il drop SAMrule drop 1
176.13.18.236 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.121. 203|Wited Sates |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cenent Sﬁ?;:z‘;ix” i nbound drop 1
141.212.121. 196|hited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |tited Qates  [147.237.77. 226" chanat z. aka. 1 A1 14r oy SAMrul e drop 1
141.212. 121. 204|Wnited Sates  |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
46. 19. 86. 230 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
208.115.113.89 |Lhited Sates |147.237.76.31 [nakchal .idf.il drop SAMrule drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 197|Uhited Sates  [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.224.176.128 |Sweden 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 1
Russi an R . Geo- | ocati on i nbound
195. 62. 53. 168 eration 147.237.76. 202 |e.halag.idf.il Geo-| ocati on enf or cenent enf or cenent drop 1
2.54.29.101 I srael 147. 237. 72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
141.225.250.6 |[hited Sates |147.237.77. 170 |nmarachot.idf.il Bad TCP sequence Invalid ACK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
94. 2. 64. 205 E?';;gom 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS At ack None 3
46.19. 86. 174 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock
82. 80. 216. 12 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/ 1/ Bl ock
] . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | vuww cogat i i 1/si pstoragelfil es/ O/ si 7e220x0/ 3410, j pg. St c Bl ock 3
37.142.164.72 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 3
} . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
] . . D stributed Unaut hori zed LRL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
192.115.99. 130 |Israel 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 4/ 110654. pdf B ock 2
] . . D stributed Uhaut hori zed LRL Access on
107.178.194. 87 |UWited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
109. 66. 96. 53 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
40.77.167. 14 Uited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
. . Unaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover. i df . il 147, 237. 77. 216/ 1283- 15867- en/ dover . aspx Bl ock 1
113.88.74.158 |China 147. 237.77. 216 |dover . i df . i | thaut hori zed URL Access to B ock 1
wwy i df . i | / shar ed/ user cont r ol s/ header upper/
82. 80. 216. 12 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 82.80.216. 12 Bl ock 1
190. 100. 140. 99 |Chile 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
: . ] D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed LRL Access on
66. 249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
149.78.23.120 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
54.153.32.246 |lUnited Sates [147.237.0.19 |nmadimatal.idf.i|Unauthorized URL Access to 147.237.0. 19/ Bl ock
190. 100. 140. 99 |Chile 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php Bl ock
: . ] D stributed Unhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/irag/ english/ Bl ock 1
5.175. 26. 46 Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/qiyus/cgeneral/default.a B ock 1
157.55.39.64  |United Sates [147.237.77.176 |matpash.idf.il [Uauthorized UR. Access to 147.237.77.176/ robots. txt B ock 1
82.81.194. 43 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
54.153.33.152 |thited Sates |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
77.125.247.131 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
157.55.39. 147 |Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/valtam B ock 1
84.108.18.220 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
54.153.33.233 |lhited Sates [147.237.76.200|ei tan. aka.i df. il |Uauthorized URL Access to 147.237.76. 200/ B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf . il I11egal HITP \ersion HITH Bl ock 1
77.126.90.227 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
185. 3. 146. 255 |l srael 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to ww i df . il/banmahane Bl ock 1
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